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COVER FOCUS 

Understanding Data Center Equipment 

Having a solid understanding of the technology 
in use inside your data center can go a long way 
toward making you a more savvy buyer and 
user. Here is information to help. 

Better Understanding Power Equipment 1 

Inside Enterprise Storage 11 

A Clear View Of Virtual ization 12 

Encryption Decrypted 13 



Keeping Up Witli IVIobile Employees 


Mobile employees present a number of 


challenges. We talked 




with experts to come up j 


with helpful tips and If 


advice in several key " 




areas. See page 26. 





PHYSICAL 

INFRASTRUCTURE 

■ Power Assure and Packet Power have joined to create 
an integrated solution that provides a flexible and cost- 
effective way to view and manage energy use .. page 7 

■ Which really is better, modular or traditional data 
center construction? page 1 4 

■ HP calls its modular centers PODs, short for 
Performance Optimized Data Centers. They're built 
into industry-standard 20- or 40-foot shipping contain- 
ers and sent off to customers page 1 5 

■ The Kyoto wheel is seen by some as an improved 
form of the original heat wheel in that it almost com- 
pletely separates outside air from inside air .... page 16 

■ Buying Guide: KVMs page 1 7 

■ Product Spotlight: KVMs page 18 

■ Product Spotlight: Power Distribution Units .. page 20 

NETWORKING & VPN 

■ Runaware TestDrive offers a try-before-you-buy 
approach to cloud computing page 1 7 

■ Apparent Networks' mission, in part, is to help com- 
panies that are using the cloud to get the performance 
they need from their providers page 22 

■ Fibre Channel over Ethernet encapsulates Fibre 
Channel frames into Ethernet frames, allowing them to 
run alongside traditional IP traffic page 23 

■ LogicMonitor provides in-depth visibility into 
systems found in a typical data center page 23 

■ An exploding number of virtual machines per server 
farm creates new challenges in integrating all of these 
VMS into networks. But there are ways to address the 
larger issues and scale networks accordingly page 24 

STORAGE 

■ What if the entire storage management process could 
be as simple as installing a cable modem? This is the 
promise of cloud storage when used for primary data 

in conjunction with a cloud storage controller page 1 

■ Product Spotlight: Data Backup page 30 



The Processor.com home page is frequently updated with 
new articles and hardware news to help you keep current. 
Visit www.processor.com today. 




Products, News & Information Data Centers Can Trust. Since 1979 



Better Understanding 
Power Equipment 

A Look At Some Top Issues & Strategies To Know 



by Elizabeth Millard 
• • • 

Like any data center technolo- 
gy, power equipment carries its 
own complexity and nuances. 
Understanding details such as 
power placement, monitoring, 
and proper sizing can go a long 
way toward keeping a data 
center running strong. Here are 
some top issues and strategies 
that can help enterprises stay 
powered up. 

Power Placement 

The single biggest challenge in 
power management is where to 
place power, notes Jon-Louis 



Understanding wliere to place power 
depends on a data center's environment, 
data, and systems. 

UPS use is always a temporary solution; if 
key systems go down, there should be a 
generator or an alternate site available. 

Monitoring is crucial for detecting power- 
wasting devices and seeing trends in 
power usage. 




Heimerl, director of strategic security at 
Solutionary (www.solutionary.com). To 
meet that challenge, an enterprise needs to 
have enough information about the envi- 
ronment, data, and systems to understand 



exactly what needs to be support- 
ed with power from a UPS and/ 
or generators. 

"To this end, you should eval- 
uate your environment and iden- 
tify your key systems, along 
with how long they could be 
unavailable before they had a 
measurable negative impact on 
your operations," he says. "In 
terms of disaster recovery or 
business continuity planning, 
this would be considered a busi- 
ness impact assessment (BIA). 
The ultimate purpose of the BIA 
is to help determine the impact 
that an outage could have on 
your business." 

Different power solutions solve 
different problems, he adds. If an 
enterprise wants continuous 
power that doesn't fail, it will 
probably choose a UPS, with a 
generator as a backup system. 
"Your ultimate goal for power 
management should be to ensure 
that you have enough power to 
run your critical systems as long as you 
need to run them," Heimerl says. 

For instance, if an enterprise needs to 
make sure an application server doesn't go 
Go to Page 10 



Should SMEs Be Using Cloud Storage 
For Primary Data? 

Cloud Ideal For More Than Just A Data Repository 



by George Crump 
• • • 

What if the entire storage management 
process could be rendered as simple as 
installing a cable modem? Simply connect 
a box to your network and then connect it 
to the Internet, and limitless storage that 
automatically manages itself is yours. This 
is the promise of cloud storage when used 
for primary data in conjunction with a 
cloud storage controller, a new breed of 
storage appliance that aims to make the 
experience of using the cloud much like 



using traditional onsite arrays but with 
cloud benefits. 

Is this promise a reality for the SME? 
Can you really be using cloud storage for 
primary data? 

Data Repository 

Cloud storage is often thought of as a 
repository for data that is not currently 
being used, such as backup and archive 
data. It is no wonder that the bulk of the 
initial success has been around solutions 
Go to Page 10 



Key Points 



Cloud storage for primary data can reduce 
pressure on the backup and recovery 
process and automate much of the storage 
management process. 

Cloud storage provides a built-in disaster 
recovery capability that can be ideal for the 
SME market that lacks the resources to 
equip and maintain a secondary site. 

Be sure to find a cloud solution that's 
specifically tuned for your applications 
or environment. 
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SECURITY 

■ Getting more hands-on with security begins with 
assessing your appeal as a target and your possible 
vulnerabilities. It could well determine whether that 
next attack succeeds or fails page 32 

■ As increasing numbers of small to midsized enter- 
prises accelerate their shift into the cloud, security Is 
becoming top-of-mind page 33 

■ Advanced evasion techniques are not a new type 
of threat per se, but rather a new way to deliver existing 
threats page 34 

MESSAGING & TELEPHONY 

■ For Abigail Michaels, the efficiency of daily operations 
depends on having a quality phone system to answer 
and respond to tenant needs. It turned to Alteva's 
Hosted VoIP Communications page 36 

SERVERS 

■ Buying Guide: Rackmount Servers page 37 

■ Product Spotlight: Rackmount Servers page 38 

SERVICES 

■ Using a colocatlon provider can help a data center 
save money, but IT administrators should consider a 
provider's disaster recovery processes, security prac- 
tices, and other factors before handing over their enter- 
prise's data page 40 

CLIENTS 

■ Although many enterprises are just starting to 
implement Windows 7, there's already talk of 
Windows 8 page 41 

■ Giada's MI-H67 is a tiny but surprisingly 
powerful motherboard that's perfect for a variety 
of office applications and packed with a number of 
advanced features page 41 

DATA CENTER 
MANAGE MENT 

■ Things are different following the "Great Recession." 
Instead of being looked upon as cost centers, IT depart- 
ments are increasingly used to further enterprises' 
business models and processes page 42 

■ FedRAMP, or the Federal Risk and Authorization 
Management Program, is the government's plan to unify 
security requirements as federal agencies migrate from 
internal data centers to cloud computing hosts page 43 

■ Data center projects are expensive, so it's important 
for IT personnel to make their case effectively and con- 
vincingly when the time comes to seek funding from 
business management page 44 

■ Although buying used or refurbished equipment 

can be a great way to get good gear while keeping 
costs down, it can also be a treacherous experience 
thanks to counterfeiting page 45 



The Processor.com home page is frequently updated with 
new articles and hardware news to help you keep current. 
Visit www.processor.com today. 



I Services Head Leaves Dell 

Dell announced that Peter Altabef, president of 
Dell Services, has stepped down from his posi- 
tion. Altabef came to his position from Perot 
Systems when Dell acquired the company in 
2009. Steve Schuckenbrock, who was serving 
as head of the Large Enterprise business at 
Dell, will take over for Altabef. The exact nature 
of Altabef's departure was not disclosed, 
although a statement from Dell said that "the 
integration of Perot is complete and it's been 
successful and that's what he was charged 
with." Dell has been placing more emphasis on 
its Services division of late, as the company is 
attempting to lessen its reliance on PC sales 
and move to selling software and hardware in 
corporate data centers, where services will play 
a bigger role. 

IQ4 2010 Venture Funding 
Reaches Two-Year High 

Venture capital for Q4 2010 experienced the 
"highest dealflow and funding of the last eight 
quarters," research firm CB Insights reported 
earlier this month, with $6.5 billion in funding 
occurring via 735 deals. For the entire year, 
CB Insights cites $23.7 billion in funding on 
2,792 deals, which represents a 14% gain in 
funding and 13% gain in deals from 2009. 
Year-over-year numbers for Internet, green 
tech/clean tech, and healthcare investments 
climbed 21%, 7%, and 2%, respectively. CB 
Insights says the information presents a dual 
view of looking at the venture capital market 
as a whole: Optimists will view the eight-quar- 
ter high as an indication of recovery, while 
pessimists might see it as too much, too 
soon, leading them to predict a bubble in the 
near future. The firm says that the Q4 2010 
growth was headed by "a red-hot Internet 
sector" that reached a five-quarter high for 
deals and dollars. 



I Study Shows High Traffic On Sites 
Offering Counterfeit & Pirated Goods 

In a recent sampling involving just 22 brands, 
research firm MarkMonitor found that Web 
sites offering pirated digital content and coun- 
terfeit goods generate more than 53 billion vis- 
its per year. Sites offering pirated digital goods 
made up the lion's share of the visits, while 
sites selling counterfeited prescription drugs 
and luxury goods drew only about 92 mil- 
lion visits annually. The firm esti 
mates that the global impact 
of online piracy and coun 
terfeiting totals $200 
billion per year. 
Location-wise, the 
study determined 
that 67% of Web 
sites believed to be 
hosting pirated con- 
tent and 73% of those 
labeled as counterfeit 
were hosted in North 
America or Western 
Europe. MarkMonitor 
believes that the sheer volume of 
traffic to these sites, in addition to the 
varying locations where the sites are hosted 
and registered, illustrates that putting an end to 
piracy and counterfeiting will be a complicated 
undertaking and that there is no easy fix. 

I ERP Investments To Slow In 201 1 

According to a report from Forrester Research, 
fewer companies are planning to invest in ERP 
(enterprise resource planning) systems in 201 1 
than in 2010. Whereas 29% of surveyed com- 
panies were planning to put resources toward 
ERP in 201 0, only 25% plan to do so in 201 1 . 
Another 72% are essentially planning to tread 
water, and about half are a version or two 
behind the latest product releases. However, 




WATCH THE This information provides a quick glimpse of current and historical stock 
j^^^^ J^l^ prices and trends for 13 major companies in the technology market. 



Company 


Symbol 


Year Ago 


Jan. 6 $ 


Jan. 20 $ 


previous issue 


AMD 


AMD 


$8.99 


$8.69 


$8.02 


T 7.71% 


OA Technologies 


CA 


$23.37 


$24.72 


$25.46 


A 2.99% 


Cisco Systems 


CSCO 


$23.98 


$20.95 


$20.77 


T 0.86% 


Dell 


DELL 


$14.39 


$14.26 


$13.60 


T 4.63% 


Google 


GOOG 


$582.98 


$613.50 


$626.77 


▲ 2.16% 


HP 


HPQ 


$51.29 


$44.88 


$46.78 


A 4.23% 


IBM 


IBM 


$129 


$148.66 


$155.80 


A 4.8% 


Intel 


INTC 


$20.84 


$20.77 


$20.95 


A 0.87% 


McAfee 


MFE 


$39.09 


$47.36 


$47.68 


A 0.68% 


Microsoft 


MSFT 


$30.01 


$28.82 


$28.35 


▼ 1 .63% 


Oracle 


ORCL 


$24.83 


$31.17 


$32.31 


A 3.66% 


Red Hat Software 


RHT 


$29.06 


$46.25 


$43.28 


T 6.42% 


Symantec 


SYMC 


$18.63 


$17.69 


$17.81 


A 0.68% 



NOTE: This information is meant for reference only and siiould not be used as a basis for buy /sell decisions. 



201 1 looks far more promising than 2009, 
which was a historically bad year for ERP, and 
both Oracle and SAP are releasing ERP prod- 
ucts in the coming months. 

I Windows Losing OS Market Share 

According to "Top Operating System Share 
Trend" data from Net Applications, Windows 
has been slowly but steadily losing market 
share in the past two years. Between 

January 2009 and December 2010, 
Windows dropped from 
93.66% to 90.2% of the 
market. At the same time, 
its Apple-based com- 
petitors gained ground: 

V Mac went from 4.71 % 
to 5.02%, and iOS 
increased from 0.24% 
to 1 .69%. Linux con- 
tinues to hover slightly 
above or below 1 % 
month-to-month, but Java 
ME jumped from 0.22% to 
0.91%, and the "Other" cate- 
gory increased from 0.27% to 
1.13%. Analysts at Net Applications 
expect Windows' market share to fall below 
90% sometime this year. 

I Patent Awards Up From 2009 

According to data from research firm IFI 
Claims, there was a 31% increase in patent 
grants in 2010 as compared to 2009. In total, 
the U.S. Patent and Trademark Office granted 
219,614 patents. IBM was first on the list with 
5,896 patents, which was a 20% increase over 
2009. The next 10 on the list were Samsung 
(4,551 patents), Microsoft (3,094), Canon 
(2,552), Panasonic (2,482), Toshiba (2,246), 
Sony (2,150), Intel (1,653), LG (1,490), and HP 
(1 ,480). IFI Claims found that mobile phone 
technology is the primary competitive market, 
and there is patent litigation among many of 
the big players. 

I EHR Spending Projected To Reach 
$3.8 Billion In 2015 

IDC Health Insights expects that there will be 
double-digit growth in spending on ambulatory 
and inpatient EMR (electronic medical record) 
and EHR (electronic health record) software 
between 2009 and 2015. The IDC Health 
Insights report, titled "U.S. Electronic Health 
and Medical Records 2009-2015 - Meaningful 
Use Spending Forecast and Analysis," indi- 
cates that total EMR and EHR software spend- 
ing was about $2 billion in 2009, and it's 
expected to grow to $3.8 billion in 2015. 
Ambulatory IT heath software spending was 
$633.5 million in 2009 and is forecasted to 
reach $1.4 billion. Inpatient EMR/EHR was 
about $1 .3 billion and is expected to grow to 
$2.4 billion by 2015. 
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BayTedi' 
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DS-RPC Remote Site Management Series 




Device Management 

Console Port Management 

Remote Power Control 

True RMS Voltage/Current 

SNMP Support 

HTTP Power Control 

SSHv2/SSL Secure Access 

RADIUS Authentication 

Direct TCP Port Access 

Telnet/SSH Menu Device Selection 

Device Port Naming 

Individual Port Password Assignment 



BayTech's DS-RPC Remote Management Series provides secure and 
reliable management for your network, servers, and console ports. 
The DS-RPC combines the powerful combination of power manage- 
ment and console access. The cost-effective DS-RPC Series is meant 
for single connection applications. Security features such as SSH v2, 



RADIUS authentication, SNMP, and user access lists per port allow 
system administrators to remotely manage the DS Series with greater 
confidence and control. The selected host module provides either 
secure in-band or dial-up out-of-band access to your DS-RPC Series 
remote management solution. 



Bay Technical Assoc. Inc. 5239 A Avenue Long Beach, MS 39560 Tel: 228-563-7334 Fax: 228-563-7335 sales@baytech.net 



Environmental Monitoring 



Temperature 
Humidity 
Dew point 
Air flow 



■>) Sound 
Light 

Water leakage 
• Smoke 
^ Power Failure 




Alert notifications 
via SNMP traps, 
E-mail, SMS 
& Voice Call 



Need Silence? 

Server Noise 
Making You Crazy? 




ITWatchDogs 

(512) 257-1462 

www.itwatchdogs.com 
sales @ itwatchdogs.conn 




UCoustic™Server Cabinet 
reduces noise 
28.7dBA while 

dissipating 7I<W of IHeat 

That's taking a freeway and making 
it sound like a library! 

Call 866-207-6631 
for complete specs. 



r RACKMOUNI 

W SOLUTIONS, LTD 

^ where customer service matters^ 



sales@rackmountsolutions.net 
www.rackmountsolutions.net 



24u, 42u in metal 
or (6) Wood 
Finishes 

in Stock, Delivery Now 
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News 



Are you looking to learn more about data center 
or IT topics? Network with some of your peers? 

Consider joining a group of data center 
professionals. If you have an event you'd like 
listed, please send an email to 
feedback@processor.com. 



- JANUARY - 

PMP - Project Management Professional 
Jan. 31, 9 a.m. 
Online Live 
www.nhnorthflorida.com 



- FEBRUARY - 

What's New In Exchange Server 2010 
Feb. 1. 1 p.m. 
New Horizons Fort Worth 
4100 International Plaza 
Suite 200 
Fort Worth, Texas 
tinyurl.com/NHFtWorth21 1 1 

Feb. 2. 9 a.m. 



New Horizons Dallas 
150 W John Carpenter Freeway 
Suite 100 
Irving, Texas 
tinyurl.com/NHDallas221 1 

Feb. 3, 9 a.m. 



New Horizons San Antonio 
8200 IH-1- West 
Suite 500 
San Antonio, Texas 
tinyurl.com/NHSanAntonio231 1 



Central Plains ISSA 
Feb. 4, 1 p.m. 
Wichita Marriott Restaurant 
9100 E. Corporate Hills Drive 
Wichita, Kan. 
issa-cp.org 

AITP Research Triangle Park 
Feb. 10 
University Club 
4200 Hillsboro St. 

Raleigh, N.C. 
www.rtp-aitp.org 



AITP Oklahoma City 
Feb. 15 
aitpokc.org 



AITP Southwest Missouri 
Feb. 15 
aitpspringfield.org 



Central Ohio 
Cloud Computing User Group 
Feb. 15, 6 p.m. 
Platform Labs 
1275 Kinnear Road 

Columbus, Ohio 
www.platformlab.org 



Central Ohio VMware Users Group 
Feb. 15, 8 a.m. 
Platform Labs 
1275 Kinnear Road 

Columbus, Ohio 
www.platformlab.org 



PASS Minnesota 
Feb. 15 
passmn.org 



AITP Omaha 

Feb. 17 
aitpomaha.com 



ISSA Northern Virginia 
Feb. 17, 5:30 p.m. 
issa-nova.org 

SIM Minnesota 
Feb. 17, 2:30 p.m. 
Northland Inn 
7025 Northland Drive N. 
Minneapolis, Minn. 
www.simnet.org 



AITP Akron- 
Outsourcing Data Center Operations 
Feb. 22 
Akron, Ohio 
www.akron-aitp.org 



AITP St. Louis 
Feb. 24, 5:30 p.m. 
Crowne Plaza Clayton 
7750 Carondelet Ave. 

St. Louis, Mo. 

stlouisaitp.org 



For more Upcoming IT Events, see page 11. 



I Record Results For Intel 

According to its year-end and fourth-quarter 
financial results, 2010 was Intel's best year 
ever. The company banked net income of $3.4 
billion (up 48% annually) for the quarter and 
$1 1 .7 billion (up 167% annually) for the year, 
making the $1 .5 billion it recently paid Nvidia 
to settle all outstanding legal disputes— not 
to mention its earlier $1 .25 billion payout to 
AMD — look like pocket change. Earnings rang 
up as $2.05 per share for the year, up 166% 
over 2009, and 59 cents per share for the quar- 
ter, an increase of 48% year over year. 

I DRAM Prices To Plummet This Year 

it could be a cheap year to buy RAM, accord- 
ing to IMS iSuppli. Even factoring in the explo- 
sive growth of tablets and smartphones, DRAM 
memory prices could continue a plunge that 
started in the third quarter of last year. The 
research firm predicts that global DRAM rev- 
enue in 201 1 will decline almost 12% to about 
$35.5 billion, reversing a brief 2009 to 2010 
rally. Economic uncertainty, a Q3 2010 drop in 
average selling prices of (and demand for) 
computers and other DRAM-using devices, bit 
growth, and high inventory levels are all factors 
in the memory price contraction, which could 
affect 2012 and 2013, as well. 

I IBM'S 2011 Revenues 
Offer Positive Outlook 

IBM has ended its fourth quarter and fiscal 
2010 on a positive note, with net income that 
topped analysts' expectations. The company 
brought in $29.02 billion in revenue for the 
quarter, ahead of the expected $28.18 billion. 
Its net income rose 9% year over year, climb- 
ing from $4.81 billion ($3.59 per share) in 2009 
to $5.26 billion ($4.18 per share); analysts had 
predicted per-share earnings of $4.08. In addi- 
tion, the tech company's gross margin expand- 
ed to 49%, a slight increase from 48.3% a year 
earlier. Looking ahead, IBM predicts adjusted 
earnings per share of at least $13 for fiscal 
201 1 , ahead of analysts' expectations of 
$12.58 per share. 

I Cisco Announces 

PCI Compliance Survey Findings 

Cisco and InsightExpress surveyed 500 IT 
decision-makers about the current opinion of 
the PCI DBS (Payment Card Industry Data 
Security Standard) since its initial deployment 
five years ago. According to the findings, 70% 
of the respondents cited that their companies 
are more secure with PCI compliance than they 
would be without the requirement. Currently, 
85% of organizations are confident they would 
pass a PCI assessment; 78% passed former 
assessments. The top challenges respondents 
cited related to PCI DSS requirements include 
informing employees about how to handle 
cardholder data and updating old systems. 

I HP To Investigate Kurd's Departure 

HP says it will commission outside lawyers 
to conduct an investigation into the departure 
of Mark Hurd, the company's former CEO. 
According to court papers regarding the 
issue, the investigation will inspect "circum- 
stances surrounding the departure of Mark 
Hurd and the board's decision to approve the 
separation agreement between HP and Mr. 
Hurd." Those circumstances include allega- 
tions of sexual harassment and inaccurate 
expense reports. The investigation will also 
include scrutiny of Hurd's $53 million sever- 
ance package. Currently, Hurd is serving as 
co-president of Oracle. 

I AT&T iPhone Users 
Plan Verizon Switch 

Now that Verizon will be offering Apple's iPhone, 
a recent survey reports that industry "churn" is 
on the rise, with many current customers plan- 
ning to switch carriers. Researchers at Change- 
Wave found that about 4% of Verizon customers 




1 



plan to jump ship over the next three months, 
compared to 10% of Sprint's and 15% of both 
T-Mobile's and AT&T's subscribers. That's 
more than double the previous churn rate for 
AT&T, and much of it is attributed to the com- 
pany losing its Apple iPhone exclusivity deal- 
in fact, 26% of AT&T iPhone users surveyed 
plan to switch to Verizon once the iPhone is 
supported there. Some 42% of AT&T users 
who plan to switch say that they're doing so 
because of reception and coverage issues with 
the carrier. 

I Forrester Makes 

2011 IT Spending Predictions 

Forrester Research expects 
global IT purchases to 
increase 7.1% this year, 
reaching an estimated 
$1.7 trillion. Forrester 
points out that the 
growth rates will be 
similar to last 
year's 7.2% but 
that the market will 
shift from primarily 
hardware purchases 
in 2010 to software 
spending this year. IT 
spending in the United 
States is expected to grow by 
7.5%, according to Forrester, but 
Latin America and Eastern Europe, Middle 
East, and Africa will have the highest growth 
rates of 9.8%. Western Europe and Central 
Europe will have the lowest growth rates, with 
an anticipated 4%. 

I Apple Receives Solar Patent 

The U.S. Patent and Trademark Office has 
awarded Apple a patent covering solar power 
systems for mobile devices. The patented tech- 
nology could be used to build a solar power 
system into an external charger or into a device 
such as a smartphone or tablet, which bodes 
well for users who have complained about 
inadequate iPhone and iPad battery life. Of 
course, receiving a patent does not mean that 
the company will build— or arrange to have 
another company build— the technology in 
question; Apple already owns other solar-relat- 
ed patents, and in fact was granted more than 
560 patents in 2010 alone. 

I Survey Shows 

Enterprise Mobile Apps On The Rise 

In its latest enterprise mobile app survey, 
Sybase found that a vast majority of the 250 IT 
managers (90%) surveyed plan to deploy more 
mobile applications at their companies this 
year. As for what's motivating the interest in 
mobile applications, 63% of respondents say 
cost cutting is a central motivation behind the 
new reliance on apps, 51 % want apps to 
improve productivity, 50% claim that apps will 
meet employee needs or requests, and 43% 
consider apps a way to get a leg up on the 
competition. Other findings show that 82% of 
respondents want to host mobile apps in the 
cloud, and 56% of the sample indicated that 
adapting corporate data for use with mobile 
apps and devices is a big priority. 

I Worldwide Internet Use Survey 

According to a survey from tech blog Royal 
Pingdom, nearly 29% of the 6.8 billion people 
in the world, or 1 .97 billion, now have access to 
the Internet. That's a 14% increase over last 
year. Other impressive figures from the survey 
include 107 trillion emails sent on the Internet 
in 2010, making for an average of 294 billion 
emails per day in 2010, and there are 255 mil- 
lion Web sites as of December 2010, 21 .4 mil- 
lion of which were added over the course of the 
year. Royal Pingdom also found that there 
were 152 million blogs, 600 million Facebook 
users, 25 billion tweets sent, 2 billion videos 
watched per day on YouTube, and 5 billion 
photos on Flickr in 2010. 



I RIM Losing Ground 
In Smartphone Market 

The latest smartphone platform market share 
numbers from analytics firm comScore show 
that BlackBerry maker Research In Motion is 
losing ground while Google's Android platform 
is making gains. RIM was still top overall, with 
33.5% of the market, but that number is down 
4.1% from August 2010. Google had 26% of 
the market, up 6.4%, followed by Apple with 
25% (up 0.8%), Microsoft with 9% (down 
1 .8%), and Palm with 3.9% (down 0.7%). 
Samsung led the list of mobile device OEMs, 
with 24.5% of the market, followed by LG, 

Motorola, RIM, and Nokia. The recent 
analysis from comScore also 
looked at how subscribers are 
using their mobile phones: 
67.1% send text mes- 
sages, 35.3% use the 
browser, and 33.4% 
download apps. 



I Steve Jobs To 
Take Medical Leave 



Steve Jobs, CEO of 
Apple, has announced that 
he will be taking a leave of 
W absence for health reasons. 

Jobs has had a series of medical 
issues of late, including pancreatic neu- 
roendocrine cancer in 2004 and a liver trans- 
plant in 2009, but it is unclear at this time 
whether the leave is related to these past 
issues. There has been no clarification as to 
how long Jobs will be away, but he did say in a 
letter to Apple employees that he hopes to be 
back to work soon. Apple's COO, Tim Cook, will 
handle day-to-day operations during Jobs' leave. 

I Report Shows Mixed Sales 
For Computer Manufacturers 

According to a recent Gartner report, Apple's 
sales are increasing faster than ever, while the 
PC market is still dominated by HP and Dell. 
Although PC manufacturers hold the top four 
spots in U.S. computer sales, both HP and Dell 
reported losses; Apple reported sales gains, 
however, grabbing 9.7% of the U.S. market in 
the fourth quarter, according to Gartner. Apple 
and Toshiba are the only computer manufac- 
turers to post positive gain— Gartner reported 
the total U.S. market dropped 6.6% year over 
year. Gartner listed HP, Dell, Acer, Toshiba, 
and Apple as the top five sellers for the fourth 
quarter 2010. 

I Apple Posts Record Results 

Strong holiday sales of iPads, iPhones, and 
Macs helped Apple post record sales and prof- 
its for the last quarter of 2010. Apple reported 
$6 billion in net income for the quarter, an 
increase of 78% from the same quarter in 
2009. Revenue rose more than 70% to $26.74 
billion, beating analysts' expectations of $24.5 
billion. Mac computer sales grew 22% to 4.1 
million units, with laptop sales up 37% from the 
previous year. Apple sold 16.24 million iPhones 
during the quarter, an increase of 86% from the 
same quarter in 2009. iPad sales were up 75% 
from the previous quarter, with 7.3 million sold 

I Survey: Most Businesses 
Lack Recovery Plan 

If your company is lacking a comprehensive 
disaster recovery plan, you're not alone: 
According to Symantec, only 43% of small 
businesses have a plan to cope with a net- 
work failure, data loss, or other disaster. 
More than half of the companies that lack a 
plan contend that they don't need one 
because they don't believe that computers 
are critical to business. The businesses 
polled experienced an average of six outages 
during 2010, caused mainly by cyber attacks, 
power failures, and natural disasters. The 
median cost of downtime is $12,500 per day 
among those surveyed. 
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STATS & FACTS 



Providing The Latest Insight & Information From Leading Research Firms 



Cloud Taking Over, Slowly 

If your enterprise isn't investing in cloud computing at least at some level, it probably should be. Need 
more proof? According to IDC, this year: 

• 1 5% of IT revenue will be cloud-related 

• Public cloud deployment will grow 30% 

• Cloud providers will compete for dominant market position, trying to help enterprises move to the cloud 

Forrester expects this shift to the cloud to change the overall security market. 

• Cloud security will be a $1 .5 billion market by 201 5, shifting from an inhibitor to an enabler of cloud 
services adoption 

• During the next five years, we'll see trusted, highly secure cloud services emerge 

• Security product providers will be challenged to revamp their architectures and solutions 



Top 10 

Best Places To Work 




Is Your Company A Top Employer? 

Glassdoor.com, an online jobs and career community, released the findings of its third annual 
Employees' Choice Awards. The awards recognize "standout companies that have retained 
the support and commitment of their employees despite the tough economic climate," says 
Robert Hohman, co-founder and CEO. 

The list is compiled via anonymous employee surveys, which look at factors such as work/ 
life balance, career opportunities, communication, compensation and benefits, fairness and 
respect, employee morale, recognition and feedback, and senior leadership. 



Rank 

1 . Facebook 

2. Southwest Airlines 

3. Bain & Co. 

4. General Mills 

5. Edelman 

6. Boston Consulting 

7. SAS Institute 

8. Slalom Consulting 

9. Overstock.com 

10. Susquehanna International Group 



Rating (out of 5) 
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A Gaw Associates, Inc. Company 

Toll Free: 877-GAW-RACK • DataCenterDepot.com 

^ (429-7225) 



We are an industry leader, nationally recognized 
for the highest quality 
products and services, m 

as well as most 1C__ 
economical solutions. " ^ 






Made in the USA 



Standard & 
Seismic racks 




Numbers speak for 
themselves! 



Customer satisfaction 97.5% 
On-time delivery 95.3% 
Quality 99.0% 

Source: ISQAl 9000 Cerrificotion Data 



Adjustable height tables 
Wall mount racks 



Rack accessories 
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Technical furniture 



• Cable ladders 

• Cable management 

• Custom manufactured 
racks and accessories 

• Design solutions 
and free expert 
consulting 

• Rack and stack 




Rack mount travel case 



Call us today, receive answers today: 877-429-7225 
Give us 1% of your business • • • we^ll earn the rest! 
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PRODUCT RELEASES 



The Processor Product Releases section 
includes brief overviews of data center products. 

All products listed have been released recently, so use this section to get 
up to date with what's new on the market and to find products you need. 



Manufacturers: 

Do you have a new product that data center/IT 
managers would be interested in learning about? 

Send your press release or product information 
to press@processor.com. 



Physical Infrastructure 



■ Black Box Auto-Sync Time Clock 

Black Box announced the release of two 
models of its Auto-Sync Time Clock, a 
tool for providing automatic time synchro- 
nization and data storage to aid in compli- 
ance with industry regulations. The product 
offers a Web-based interface for easy con- 
figuration and management. The clock 
synchronizes to NIST or to an internal/ 
external NTP time source. 

#^BLA£K BOX 

NETWORK SERVICES 

■ Black Box Distribution-Style Fiber Cable 

Black Box announced its 10 Gigabit, 
Laser-Optimized, 50-Micron, Distribution- 
Style Fiber Cable, available to customers in 
cut-to-length sections. The EXP10G006A 
and EXP10G012A cables support 10 
Gigabit Ethernet applications up to 300 
meters. Black Box recommends this cabling 
for LED or laser light sources. 

■ Black Box Fiber Testing, Repair 
& Installation Products 

Black Box introduced multiple products 
designed to help organizations test, repair, 
and install fiber. The Fiber Optic Optical 
Break Locator lets users determine distance- 
to-break testing; the Optical Time-Domain 
Reflectometers help users determine light 
loss; the Fiber Cleaver cleaves all 125-jim 
multimode or single-mode optical fiber; and 
four fiber termination kits let users strip, 
polish, crimp, and terminate fiber. 

■ Black Box ServReach Power Reboot Pod 

Black Box Network Services released 
the ServReach Power Reboot Pod to 
remotely power on, power off, or reboot 
connected devices. Users can control the 
ServReach Power Reboot Pod with the 
ServReach KVMCube KVMoIP. The 
Reboot Pod uses one interface to link units 
together, supports flexible power redun- 
dancy, and maintains infrared links 
between pods to provide a OU footprint. 

■ Cyber Switching csLinux 
2011.01 Firmware Update 

Cyber Switching released the csLinux 
2011.01 firmware update for the ePower 
series iPDUs. The update includes the 
following enhancements: power measure- 
ment updates, Cisco EnergyWise v2.5 
support (with individual outlet manage- 
ment), additional CLI targets, and CLI 
online help updates. Any ePower unit 

CYBER©SWITCHING® 

purchased after Jan. 5, 2011, includes the 
2011.01 update. 

■ Device Technologies Spring-Fast 
Wire Protection Grommet Edging 

& Fast-Drop Fiber Management 

Device Technologies' Spring-Fast 
Wire Protection Grommet Edging & 
Fast-Drop Fiber Management help pro- 
tect critical electronic equipment from 
damaging environmental conditions such 
as chafing, abrasion, dust, moisture, 
extreme temperatures, and noise. Along 
with these two new products, DTI has a 
complete line of products fitting a broad 
range of profile shapes and sizes, includ- 
ing door seals, edge trim, specialty cable 



management, braided cable sleeving, 
EMI shielding gaskets, thermal manage- 
ment, and RF absorber materials. 

■ JouleX Energy Manager 

JouleX announced version 2.5 of the JEM 
(JouleX Energy Manager). Functionality in 
version 2.5 extends JEM with the addition 
of JouleX Mobile, a patent-pending, loca- 
tion-based "smart" mobile application for a 
company's employees to manage the power 
usage of all their personal productivity 
devices, such as PCs, workstations, moni- 
tors, voice-over-IP phones, and printers. 

■ Panduit Signature Core Fiber Optic 
Cabling System 

Panduit announced the Signature Core 
Fiber Optic Cabling System, a multimode 
fiber communications system designed to 
offer the best reach and design flexibility 
possible and deliver performance ex- 
ceeding 10/40/lOOGbps Ethernet and 

RyiDUiT 

8/16Gbps Fibre Channel standards. The 
system is designed to be part of the com- 
prehensive HSDT (High Speed Data 
Transport) Solutions. 

■ Power Assure & Packet Power Data 
Center Monitoring & Measurement Solution 

Power Assure, a data center infrastruc- 
ture management solutions provider, and 
Packet Power, which makes wireless 
power-monitoring systems, have part- 
nered to offer a complete and affordable 

^ POWE R ASSURE 

PacketPower 

data center monitoring solution. Packet 
Power software gathers power, tempera- 
ture, and relative humidity information 
from its wireless monitoring devices and 
then transmits that information to Power 
Assure' s Dynamic Power Management 
software in SNMP format. Power 
Assure' s Dynamic Power Management 
real-time analytics provides visibility 
into operations across facilities. The inte- 
grated solution provides a flexible and 
cost-effective way to view and manage 
energy use. For more information on this 
product, see page 7. 



Networking & VPN 



■ Alacritech ANX1500 

Alacritech released the ANX 1500 net- 
work acceleration appliance, a device that 
the company says can dramatically improve 
the performance of network storage, while 
reducing the need for NAS devices. The 
ANX 1500 utilizes a patented NFS Bridge 
data caching technology to accelerate the 
performance of a storage network. 

■ Apparent Networks CloudSmart 
For PathView Cloud Partners 

Apparent Networks announced the 
release of CloudSmart, its managed service 
framework for PathView Cloud partners. 
CloudSmart offers remote performance 
management options, including monthly 
monitoring services, troubleshooting, and 



regular reporting, the company says. 
PathView Partners can acquire the Cloud- 
Smart service framework for free. 

■ Black Box VirtuaCore 

Black Box announced the launch of its 
VirtuaCore desktop virtualization comput- 
er sharing system. VirtuaCore allows 
high-capacity processors to be used to 
serve multiple individual users, saving 
hardware, energy, and support costs. 
Aimed at classrooms, offices, and high- 
density cubicle locations, VirtuaCore also 
helps companies meet green initiatives by 
reducing their carbon footprint. 

■ BMC Software Cloud 
Lifecycle Management 

BMC Software announced its Cloud 
Lifecycle Management. The solution 
introduces a platform-agnostic Service 
Governor, which is a powerful tool that 
applies IT policies to automatically guide 
the initial placement and ongoing man- 
agement of cloud services, rather than 
requiring manual effort. This solution is 
designed to support heterogeneity and 
prevent lock-in in both public and private 
cloud environments. Each cloud service 
can be sized upon deployment to accom- 
modate different resource needs and scal- 
ability requirements. 

■ Cisco Catalyst 3560-C & Catalyst 2960-C 
Compact Series Switches 

Cisco released the Catalyst 3560-C and 
Catalyst 2960-C Compact Series Switches 
as part of the Borderless Network portfolio. 
The switches are designed for spaces that 
pose wiring, power, or space challenges, 
and they work with a broad range of net- 
work environments, enable flexible device 
placement, and utilize pass-through PoE. 

■ F5 BIG-IP Edge Client App 
& BIG-IP Edge Portal App 

F5 released the BIG-IP Edge Client 
and BIG-IP Edge Portal apps in the App 
Store for the iPad, iPhone, and iPod 
touch. Appropriate for F5's BIG-IP 
Access Policy Manager, BIG-IP Edge 
Gateway, and FirePass, the new apps 
enable optimized mobile access for IT 
managers, contractors, employees, and 
others on the network. 

■ LogicMonitor 

LogicMonitor has added VMware 
hardware monitoring to its hosted data 
center monitoring solution, helping IT 
managers know the health of critical 








3 i. 






























LogicMonitor 

VMware hardware components, includ- 
ing power supply, fans, disks, and tem- 
perature. The new release brings its 
VMware monitoring on par with capabil- 
ities already present for XenServer, 
NetApp, and other data center systems. 
Designed to simplify monitoring of 
complex IT infrastructures, the automat- 
ed solution provides end-to-end visibil- 
ity of the entire physical, virtual, and 



cloud environment from a single win- 
dow, letting IT staff quickly pinpoint 
the root cause of performance issues. 
LogicMonitor' s escalating alert chains 
will proactively notify appropriate staff 
of any issues via cell phone, email, or 
SMS alerts. For more on this product, 
see page 23. 

■ McAfee Enterprise 
Mobility Management 9.5 

McAfee launched the latest version of 
its Enterprise Mobility Management soft- 
ware, which is a unified endpoint man- 
agement platform. McAfee EMM 9.5 
features integration with the McAfee 
ePolicy Orchestrator, an Enterprise App 
Store, improved support for iOS 4, PKI 
(Public Key Infrastructure) capabilities, 
and more. 

■ Meru Networks 
Service Assurance Platform 

Meru Networks released its Service 
Assurance Platform, which the company 
touts as the first secure "retail-ready" 
wireless LAN solution. The platform 
enables businesses to improve opera- 
tions, reduce expenses, and streamline 
order fulfillment. Meru's Service Assur- 
ance Platform is aimed at the retail and 
warehouse environments, with a goal of 
delivering connectivity and mobility in 
unpredictable settings. The company 
says that the platform can support wire- 
less applications for secure inventory 
location and management, and can result 
in CAPEX savings of up to 30% and 
OPEX savings of up to 50%. 

■ New Boundary Technology 
Prism Suite 11.0 

New Boundary Technology released 
Prism Suite 11.0. The latest release fea- 
tures the Prism Deploy, Asset Manager, 
and Patch Manager solutions all in one 
package. Prism Suite 11.0 also lets admin- 
istrators and IT professionals create rule 
sets to manage installations and updates 
for multiple PCs. 

■ Opnet AppMapper Xpert 

Opnet released AppMapper Xpert, soft- 
ware available through SaaS delivery that 
automatically produces a run-time applica- 
tion map to identify the underlying appli- 
cation and infrastructure components that 
enable a production application, Opnet 
says. AppMapper Xpert is part of the 
company's suite for HD application per- 
formance management and uses data 
gathered from other offerings in the suite. 

■ Smith Micro QuickLink 
Hotspot Manager 

Smith Micro Software released the 
latest version of QuickLink Hotspot 
Manager, which is powered by the 
enabling technology of SODA (Secure 
On-Device API) 1.0. The integrated inter- 
face provided by the QuickLink Hotspot 
Manager client allows users to wirelessly 
connect to and manage their hotspots. The 
result is a better user experience across a 
range of devices. 



Storage 



■ ATTO Technology FastStream 
RAID Storage Controllers 

ATTO Technology has released its 
FastStream RAID Storage Controllers, 
which are independent external RAID 
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Storage controllers that provide 8Gbps 
Fibre Channel or 6Gbps SAS host 
connectivity for multiple tiers of 
SAS/SATA enclosures. According to 
ATTO, the SC 8550 controller is the 
highest performing in its class and fea- 
tures transfer speeds of l,500MBps. The 
controller is engineered to run six 
streams of 10-bit uncompressed HD 
video or 30 streams of DVCPro HD 
video at once for up to four users with- 
out needing a switch. All of the Fast- 
Stream models ship with Advanced Data 
Streaming proprietary technology, as 
well as DriveAssure, CacheAssure, and 
MultiPath Director. 

■ Buffalo TeraStation Pro 
Storage Solutions 

Buffalo Technology launched the 
TeraStation Pro Duo, Pro Quad, Pro 
Rackmount, Pro 6, and Pro 8 network 
storage solutions. The TeraStation 

BUFFALO, 

Pro family comes equipped with Intel 
Atom D510 dual-core processors and 
runs Buffalo's SMB software suite. 
The TeraStation Pro 8 features eight 
populated storage bays starting at 
$2,999.99. The TeraStation Pro 6 fea- 
tures six bays and starts at $2,499.99. 
The TeraStation Pro Quad and Pro 
Rackmount feature four populated drive 
bays and will start at $1,199.99 and 
$1,699.99, respectively. The TeraStation 
Pro Duo features two drive bays and 
starts at $599.99. 



■ CRU-DataPort RAX 

This series of lU rackmount RAID and 
JBOD storage systems features trayless 
bays for easy drive insertion and removal. 
Options abound with your choice of inter- 
faces, as well as cooling fans, hardware 
encryption, protective drive enclosure car- 
riers, port multiplication, and more. 
Pricing starts at $359. 

■ Micron RealSSD C400 

Micron released its RealSSD C400 
notebook SSDs, which are based on the 
company's 25nm process technology. 
Using a 6Gbps SATA interface, the 64GB 
to 512GB RealSSD C400 series provides 
up to 260MBps write speeds (in the 
512GB edition) and up to 415MBps read 
speeds. The drives come in 1.8- and 2.5- 
inch form factors. 

■ Primera Technology 
Bravo 4100-Series 

Primera Technology says that its Bravo 
4100 series of disc printers and publishers 
is the fastest in its class. One highlight is 
the ability to print a full-coverage color 
disc label in just six seconds. Another is 
the series' separate ink tanks. Pricing 
begins at $1,995. 

■ QNAP TS-419U+ Turbo NAS 

This full-featured rackmount NAS 
server is aimed at SMEs and work- 
groups. It sports four 3. 5/2. 5 -inch SATA 
bays with hot-swappable drive carriers 
and support for up to 2TB drives, QNAP 
says. Its RAID options include types 6 
and 5+ hot spare, plus online expansion 
and migration features. 



Security 



■ Black Box Network Services 
Intelli-Pass Biometric Access Control 
For Cabinets 

Black Box released its Intelli-Pass bio- 
metric access control system security for 
cabinets, which delivers reliable, accu- 
rate, multistage fingerprint identification. 
The bundled software monitors real-time 
status information, provides an access 
trail, and enables users to manage the 
enrollment and access of secure cabinets 
from a single desktop. 

■ CipherOptics CEP10G 

CipherOptics released the CEPlOG, a 
lOGbps network encryption appliance. 
CipherOptics says that it provides strong 

CIPHEROPTICS 

protection of data at Layer 2, 3, or 4 
without slowing down network speed or 
reducing availability. The CEPlOG fea- 
tures Group Encryption and Cipher- 
Engine compatibility, the company says. 
Also, it's fast enough for applications 
that brook little latency, such as voice 
and multicast video, according to 
CipherOptics. The system will be avail- 
able as a standalone, point-to-point solu- 
tion or as part of a CipherEngine-enabled 
group encryption solution, the compa- 
ny says. General availability for the 
CEPlOG will begin in June, although 
limited quantities should start to surface 
in April. 



Your data center is the backbone of 
your organization, but what do you real- 
ly know about its environmental status? 
Do you know the exact temperature? The 
relative humidity? Have there been any 
power fluctuations from the baseline? 
Do you even have a baseline? If there's a 
sudden change in one of the environ- 
mental parameters, will you know about 
it immediately? Or will your first inkling 
of a problem be when the power goes 
out or your servers overheat and start 
shutting down? 

Monitoring your data center's environ- 
mental status is a complex undertaking. 
It requires a sophisticated combination 
of complex software and precision hard- 
ware to continuously collect, organize, 
transmit, and report on power use, tem- 
perature, humidity, and other parameters. 

Now, two industry leaders have 
joined forces to provide the ultimate in 
data center measurement and reporting 
tools: Power Assure, a data center 
infrastructure management solutions 
provider, and Packet Power, a producer 
of wireless power-monitoring systems, 
have partnered to offer a complete. 



POWER ASSURE 

(408) 980-1900 1 www.powerassure.com 



■ Codenomicon SNMP Trap 

Codenomicon announced the latest edi- 
tion of its security test suite called SNMP 
Trap. Designed to complement the compa- 
ny's other testing solutions, SNMP Trap 
helps Codenomicon cover more than 200 
protocol simulations. Other recent releases 
include MPEG-2 streaming tests and 
Defensics 3.12. 

■ FalconGaze 
SecureTower 2.1 

FalconGaze announced its Secure- 
Tower 2.1 data leak protection software, 
which features the ability to manage and 
protect data using digital fingerprints. 
SecureTower 2.1 also lets users protect 
databases and supports Oracle, Microsoft 
SQL Server, SQL Lite, and Postgre SQL. 

■ Imation Defender Collection 
Software Suite 

Imation announced that removable 
storage tools are coming to its Defender 
Collection Software Suite. The newest 
update will let SMEs both manage data 
on removable storage devices and also 
encrypt the information. Using the soft- 
ware, users can also disable devices that 
are lost or stolen. Other solutions fea- 
tured in the suite are the Defender 
Collection Control Server and Defender 
Collection Control Client, which handle 
the local, central data management and 
the removable storage management, 
respectively. The suite is one part of the 
complete Defender Collection series of 
data security and management solutions 
from Imation. 
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by Rod Scher 



simple, and affordable data center mon- 
itoring solution. 

Power Assure's Dynamic Power 
Management software collects power 
usage and temperature data from Packet 
Power's wireless monitoring devices, 
with the Packet Power software gathering 
power, temperature, and relative humidi- 
ty information from its wireless monitor- 
ing devices and then transmitting that 
information to Power Assure in SNMP 
format. Power Assure's Dynamic Power 
Management helps improve operational 
efficiency and maximize available power 
and space by providing visibility into 
operations across facilities and providing 
continuous real-time analytics. 

The integrated Power Assure/Packet 
Power solution, aimed at providing flexi- 
ble and cost-effective ways to view and 
manage energy use, is available immedi- 
ately from both companies. The combina- 
tion is a powerful tool that, unlike some 
other options, requires no costly cabling 
or complex technical configuration, 
providing a simpler and less expensive 
alternative for data center environmental 
monitoring and data center optimization. 



PacketPower 

(877) 560-8770 1 www.packetpower.com 



FEATURED COMPANY 



Delivering PDUs Direct To You 

Top Quality At The Lowest Price Available 



by Blaine Flamig 
• • • 

Premium power distribution without 
the premium price. Such a notion may 
sound too good to be true in today's sag- 
ging economy, but such an approach is 
precisely the customer-oriented mission 
PDUs Direct (www.pdusdirect.com) was 
built on and continues to operate by. 

As the online wholesaler of basic, 
metered, and switched PDUs from long- 
time PDU maker Server Technology's 
product line, PDUs Direct is dedicated to 
providing its customers the highest qual- 
ity in-rack power strips, power distribu- 
tion, and rack PDUs offered at best-in- 
class prices. 

Established in November 2008 at 
the outset of the economic downturn, 
PDUs Direct understands the financial, 
cost-cutting challenges now facing 
SMEs. That's why PDUs Direct is com- 
mitted to supplying its customers with 
industry- standard, industrial-grade PDUs 
suitable for network and server environ- 
ments at prices falling 10 to 20% below 
competitors' online prices. PDUs 
Direct' s customer commitment extends 
to the company's easy-to-use, uncluttered 
Web site, which makes locating the right 
PDU a quick, streamlined process with- 
out skimping on the pertinent product 
information customers require. 

PDUs Direct' s dedication to its cus- 
tomers is seen through its next-business 



day shipping policy; 100% satisfaction, 
30-day money-back product guarantee; 
and ultra-convenient email and live chat 
technical support options. Whether the 
question or concern is in regard to a prod- 
uct, order, or application, PDUs Direct' s 
chat support pairs customers with live 
operators who possess years of real-world 
PDU experience and knowledge. Custom- 
ers can even request a chat transcript for 
reference following a chat session. 

PDUs Direct power distribution units 
are constructed in steel-case enclosures, 
available in a variety of outlet and 
power-level configurations, and ship 
with a customer-selected power cord. 
Each switched PDU sold also includes 
the latest firmware from Server 
Technology and fully networked outlet 
management and power and environ- 
mental monitoring abilities. 

PDUs Direct 



(888) 751-7387 

www.pdusdirect.com 

sales@pdusdirect.com 

(product, application, and order inquires) 
support@pdusdirect.com 

(tech support and return inquires) 



PDUs 



direct 



Power Assure & Packet Power 
Integrated Solution 



A Simpler, Less Expensive Option 
For Environmental Monitoring 
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Continued from Page 7 

■ Sentrigo Hedgehog Enterprise 4.1 

Sentrigo released version 4.1 of its 
Hedgehog Enterprise database security 
suite, a database activity monitoring sys- 
tem designed for the enterprise. The latest 
release features enhanced support for 
Sybase and SQL databases in the suite's 
DB scanner application. DB scanner now 
checks for nearly 4,000 potential vulnera- 
bilities, including those that derive from 
the installation and setup of the database 
management systems. 

■ Tenable Network Security Log 
Correlation Engine 

Tenable Network Security announced 
its LEC (Log Correlation Engine) 3.6 
management solution. The software is 
designed to analyze and report on logs 
and other events, and includes a Web- 
based management interface for analysis 
and reporting. Additionally, LCE 3.6 
can work with or without the Tenable 
SecurityCenter. 

■ Voltage Security & Merchant Link 
Comprehensive Security Solution 

Voltage Security and Merchant Link 
have partnered to deliver point-to-point 
encryption, cloud-based decryption, and 
tokenization. The goal of the solution is to 
grant merchants the high performance of 
Merchant Link Payment Gateway coupled 
with the decryption and tokenization ser- 
vices of Voltage SecureData Payments. 

■ XRoads Networks Edge2WAN 

XRoads Networks, in a partnership with 
Webroot, announced its Edge2WAN 
"Cloud Firewall" platform. Edge2WAN is 
designed to fill the need for firewall secu- 
rity measures for cloud-based services and 
will provide security services for multiple 
Internet connections. 



Messaging & Telephony 



■ Alteva Video Auto Attendant 

Alteva released what it claims is the 
industry's first on-demand video auto 
attendant, which gives companies the 
means to welcome customers with an 
interactive greeting, complete with routing 
options, to replace an automated recep- 
tionist. Users can thus dial into a compa- 
ny's network and view a video stream vs. 
audio stream that offers further directions 
or instructions with graphical cues. 

■ Sonasoft SonaVault 

Sonasoft announced SonaVault, an 
email archiving tool designed to help 
companies improve email management 
and cut back on PST file proliferation 
across a company's network. SonaVault is 
designed to work out of the box and grant 
SMBs more control over corporate email 

Sonasoft 

while cutting costs and increasing sim- 
plicity. Features include PST file retrieval 
and archiving no matter the file location 



without disrupting the network, which 
minimizes the load on Microsoft 
Exchange, and streamlined operational IT 
efficiencies. SonaVault also helps to 
ensure regulatory compliance, including 
Sarbanes Oxley and HIPAA. 

■ Vertical Communications MBX IP 

Vertical Communications released MBX 
IP, a converged IP telephony system for 
multisite small businesses. Utilizing a sin- 
gle scalable platform, the MPX IP system 
supports migration from existing MP- 
5000, FX-II, and XTS IP systems, the 
company says. It also meets demands for 
XTS IP, FX/MP, STS, and SBX IP end- 
points. The system is designed for busi- 
nesses with 50 to 240 users at up to 72 
locations. Primary features include inte- 
grated voicemail, unified messaging, auto- 
matic call distribution, CTI integration 
with Microsoft Outlook, multi-party con- 
ferencing, call routing, VoIP trunking, one- 
touch call recording, and call screening. 



Servers 



■ iXsystems iX-2216-10G & iX-1 204-1 OG 

iXsystems released the iX-2216-lOG 
and iX-1204-lOG servers in response to 
the demand for lOGbE technology. The 
2U iX-2216-lOG and lU iX-1204-lOG 
feature an Intel 5520 chipset and support 
dual 64-bit six-core, quad-core, and dual- 
core Intel processors; up to 192GB DDR3 
RAM; Dual Port Intel GbE controllers; 
and remote management. 

■ Supermicro UP Platforms 

Based On The Intel P67 & Q67 Chipsets 

Supermicro launched its next-genera- 
tion, high-performance Uni-processor 
platforms based on the new Intel P67 and 
Q67 chipsets that are optimized for Intel 
2nd Generation Core i7/i5/i3 processors. 

Supermicro' 

The Supermicro C7P67 and C7Q67-based 
systems support a variety of leading-edge 
capabilities, including USB 3.0, SATA 
3.0, and optional DOM. 



Clients 



■ Eurocom Panther 2.0 

Eurocom recently announced that its 
Panther 2.0 mobile workstation includes 
AMD's HD6970M GPU and support 
for ATI CrossFireX. The support for 
HD6970M joins previous Nvidia GeForce 
and Quadro series options running in 
SLI or CrossFireX configurations. The 
Panther 2.0 is designed with a 17. 3 -inch 
HD screen and a choice of a quad- or 
six-core Intel i7-980X Extreme or Xeon 
5500/5600 processor. 

■ Fujitsu ScanSnap S1100 

Fujitsu announced its ScanSnap SHOO, 
a USB -powered portable scanner that lets 
users upload scans from a device to their 
PC or Mac, in addition to cloud services 
such as Google Docs or Evernote. Scans 
can also be imported to Word or Excel 
using the included software. 



■ Fujitsu TP-X II PoS & TP-X II Coupe 

Fujitsu made its TP-X II Point of Sale 
controller and TP-X II Coupe available to 
North American retailers. The models are 
available in a standard or compact Coupe 
size and feature a high-efficiency power 
supply with 80% certified efficiency, 
optional second hard drive and RAID con- 
troller, and smaller footprint counters. 

■ Giada MI-H67 Mini-ITX Motherboard 

Giada's new MI-H67 Mini-ITX mother- 
board is perfect for a number of office and 
media applications, including building 
small, super-quiet systems for office-based 
or on-the-go training and presentations. The 
MI-H67 supports multiple CPUs, including 
Intel Socket 1155 Sandy Bridge Core 17, 
Core 15, and Core 13 processors, and it 




includes the Intel H67 Express chipset. It 
can handle a maximum of 8GB RAM and 
offers one PCI-E 2.0 xl6 and two MiniPCI- 
E Slots. The MI-H67 supports multiple 
GPUs and provides four SATA ports. The 
motherboard offers a Gigabit LAN con- 
troller, two back-panel Wi-Fi antenna aper- 
tures, and a total of 12 USB ports (eight 
USB 2.0 and four USB 3.0). For more on 
this product, see page 41. 

■ HP Interactive Technologies 

HP released several offerings designed 
for retailers to help their customers in 
multichannel retailing environments. The 
offerings include the HP Image Barcode 
Scanner, which reads ID and 2D barcodes 
printed or displayed on mobile devices; 
the HP LD4201, HP LD4210, and HP 
LD4710 LCD Digital Signage Displays 
(42 to 47 inches); and the Independent 
Software Vendor program. 

■ HP t5500 Series 

HP launched a family of thin-client PCs 
and monitors aimed at enterprises. The 
15550, 15565, and 15570 are intended for 
environmentally conscious enterprise 
users who are looking for desktop tools to 
enable Web browsing and virtualization. 
An HP spokesperson touts the products' 
efficiency, reliability, and productivity. 

■ Intermec 70 Series 

Intermec has launched the 70 Series, its 
next-generation portfolio of ultra-rugged 
mobile computers. The CN70 is designed 
for field service, transportation and logis- 
tics, while the CN70e works best for 
direct store delivery/route accounting. 
The CK70 offers capabilities for parcel 
delivery in courier, express and postal 
operations. The CK71 is best for manu- 
facturing and warehousing. 

■ Kofax Enterprise Capture Platform 

Kofax added enhanced abilities to its 
enterprise capture platform, which, the 
company states, add support for new 
applications and use cases; improve 
usability, system configuration, and 
administration; and enhance enterprise- 
class systems management and control. 



The enhancements are tied to Kofax' s 
MarkView for Accounts Payable, 
VirtualReScan, Communication Server, 
Monitor, Capture, and Transformation 
Modules offerings. 

■ Motion Computing Motion CL900 

Motion Computing announced its ultra- 
hght, rugged CL900 tablet PC. The tablet 
has up to eight hours of battery life; an IP- 
52 rated exterior; a Corning Gorilla glass 
display; and other optional features, such 
as WLAN, Bluetooth, and Gobi 3000 
mobile broadband support. The CL900 
comes in 30GB or 62GB SSD models and 
is available with up to 2GB of RAM. 

■ NextComputing Radius 

NextComputing reports that Intel's 
Sandy Bridge processor family is now 
available in its Radius line of all-in-one 
portable workstations. The 32nm, second- 
generation members of Intel's Core lineup 
incorporate on-die graphics, performance 
and power consumption improvements, 
and other architectural enhancements. 
Radius workstations will use Core 17 
chips, NextComputing says. 

■ Planar Systems Touchscreen Monitors 

Planar Systems announced a suite of 
projective capacitive touchscreen monitors 
designed for PoS, PoP, and public access 
environments. Features include zero-bezel 
design, pure glass surfaces, driverless 
usability, and multitouch capabilities. 
They also come with a three-year, two-day 
advance replacement warranty to protect 
against downtime. 

■ Rugged Notebooks MedTab 

Rugged Notebooks recently announced 
a ruggedized tablet for the healthcare mar- 
ket that withstands drops to hard flooring, 
damage from bodily fluids and cleaning 
liquids, and more. Starting at $2,549, the 
MedTab can be operated by touch or sty- 
lus, and can receive a legal patient signa- 
ture. It has a 10.4-inch screen and weighs 
4.1 pounds. 

■ Samsung Central Station 

Samsung released the Samsung Central 
Station, which is a unified desktop hub 
that connects notebook PCs, displays, 
peripherals, network, and AV, providing 
users with a simple and convenient way 
to increase productivity. Available in 
March, the Samsung Central Station will 
come in 23- and 27-inch wired and wire- 
less configurations. 

■ Veryant vCOBOL Enterprise 

Very ant introduced vCOBOL Enter- 
prise, a platform to migrate legacy 
COBOL applications off IBM mainframes 
as part of strategic cost-cutting, consol- 
idation, and operational effectiveness 
initiatives. vCOBOL Enterprise supports 
transitions from the mainframe to afford- 
able Unix, Linux, and Microsoft Win- 
dows systems by preserving the valuable 
business logic developed in long-standing 
COBOL programs. 



Services 



■ OPNET Cloud Readiness 
Performance Assessment 

OPNET Technologies introduced its 
Cloud Readiness Performance Assess- 
ment, which is an application migration 
service for clients looking to take advan- 
tage of a cloud-based infrastructure. The 
service analyzes applications and their 
dependencies and employs proven meth- 
odologies and tools to predict how appli- 
cations will perform when migrated to 
the cloud. 



Do you have a new product 
that data center/IT managers would 
be interested in learning about? 

Send your press release or related product information 
to press@processor.com. 
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Prepare For The Unexpected With Room Alert 



one knows when or how disaster will 
strike. We just know the p{>LenLia] is always there. 
So preparation is crucial to minimizing its impact 
on computers, networks, users & business. 

Wlien disasters occur, there are significant 
costs in areas That go far beyond tlic simple 
replacement of damaged hardware. This is 
because what happens in the data center or other 
facility effects the entire oi^anization. If disaster 
strikes your facility, how will it impact business? 
Who will get the blame? Could it have been 
prevented? What will it cost? 





Sttliithms 




Start At $195 


Room Alert productf; can monitor: 


• Temperature 


* Smoke/ Fire 


• Humidity 


• Air Flow 


• Heat Index 


* Sound, Light 


' Main / UPS Power 


' Panic Buttons 


• Flood /Water 


* Dry Contacts 


• Room Entry, IWotion 


* Switch Sensors 


' IP Network Cameras 


• Wireless & More 



AVTRCH has a full line of powerful, scalable 
Room Alert solutions for real-time 
envirotunent irionitoring in a computer room, 
data center or other facility. All models 
arrive assembled with easy to install 
hardware, cables, sensors, easy-to-use 
logging & alerting software, printed 
documentation, unlimited technical support 
and a '30-Day Satisfaction Guarantee'. Users 
can t\'pieally install in under 10 minutes. 

Room Alert products monitor critical 
environment conditions like temperature, 
power, humidity, flood, smoke, room entry, 
air flow, motion and more, alert staff by any 
method and can take automatic corrective 
action. There is a model that is right for any 
organization and budget... yours too! 

Call or Visit Us Online Today 

AAVTECH 

888.220.6700 • 401.628.1600 
AVTECH.com 



Protect Your IT Facility... Don't Wait Until It's Too Later"" 
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WHILE YOU WERE OUT 
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Sensaphone Remote Monitoring Products 

use redundant communication paths, built in battery 



backup, and supervised sensors to make sure that when 
something goes wrong in your computer room 

...YOU GET THE MESSAG 
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• Voice Phone Call • E-Mail ***V: 

• Text Message • SNMP Trap' 

• Pager • Fax 
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REMOTE MONITORING SOLUTIONS 



Get your FREE application guide now 
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Better Understanding Power Equipment 



Continued from Page 1 
down at all, then it should be supported 
with a UPS, as long as there's sufficient 
capacity in that UPS to support key systems 
until power is restored, a generator is start- 
ed, or an alternate site can supply power. 

"Remember that a UPS is always a tem- 
porary solution," Heimerl adds. "If your 
key systems could go down for some peri- 
od of time, then you need to be able to 
either have a generator that can deliver 
enough power to run your systems or 
switch to an alternate site." 

Size Wise 

To properly size a power management 
strategy, an enterprise needs to know how 
many systems it has and what the power 
requirements are. Heimerl notes that it's 
critical to consider peak power draw and 
duration of power. 

"If, for instance, you're supporting a call 
center with 20 PCs and each PC consumes 
100 watts of power, you need a UPS that 
can support a draw of 2,000 watts of power 
just to run," he says. "Consider, though, 
that those same PCs starting up, fans spin- 
ning up, [and] disk drives starting could 
draw 200 to 250 watts or more each, so, 
realistically, a UPS that can support 5,000 
watts is more appropriate." 

That example doesn't even include lights, 
phones, HVAC systems, and other power 



needs. As a general rule, Heimerl believes 
that an enterprise may be better off with 
multiple smaller UPSes than with a single 
comprehensive one. Main power, UPSes, 
generators, and alternate sites are all part of 
a comprehensive solution, he notes. 

IVIonitoring Power 

One of the most important parts of any 
power equipment implementation or man- 
agement strategy is monitoring. Keeping 
track of how equipment is functioning 
isn't a new concept, but there are still 
many data centers that aren't using net- 
workable cabinet PDUs to monitor, man- 
age, and collect power data, according to 
Brandon Siri, senior marketing service 
representative at Server Technology 
(www . servertech . com) . 

"Power monitoring leads to increased 
uptime, maximizes rack space, lowers 
cost, increases efficiency, and provides a 
means to capture the information to calcu- 
late green metrics," says Siri. 

Along with monitoring the power on a 
cabinet PDU, environmental information 
can also be monitored using the same IP 
address that both master and expanded 
cabinet PDUs use. Monitoring can be syn- 
chronized with alarms and SNMP notifica- 
tions based on user-defined thresholds, 
providing instant notification of problems 
within the cabinet. 



To create an effective power monitor- 
ing strategy, it's best to start by consider- 
ing what's being monitored and at what 
frequency, Siri notes. The various mea- 
surement points result in varying levels 
of accuracy and efficiency. The typical 
areas where power measurements are 
taken are at the facility level, UPS, 
upstream PDU, RPP (remote power 
panel), the infeed to the cabinet PDU, 
and at the individual outlet on the cabinet 
PDU for device-level measurements. 

"The closer to the device that you mea- 
sure your power, the more accurate it will 
be," Siri says. "Outlet-level monitoring is 
the most accurate point to measure at 
within the entire data center." He adds that 
frequency is also critical. Most data center 
managers want to constantly monitor 
power, but some opt for daily or even 
weekly monitoring. 

"You really need to consider at what 
level of efficiency do you want to monitor, 
and analyze the cost benefit of being able 
to use all the available power and detect 
the power-wasting, comatose devices," Siri 
says. "The realization here is that instanta- 
neous device-level measurements will 
result in the most precise information and 
will reliably monitor the power running 
through the devices in the data center." 

When a data center manager has all the 
data, it's helpful to consider using an 



Key Terms 

Alternate power, cold site: An offsite 
recovery facility that contains basic data 
center functions without any systems. 
These sites provide power and basic 
network infrastructure, but no hardware, 
such as servers, for recovery. 

Hot site: A recovery facility that has dedi- 
cated hardware that can take over data 
center operations immediately. 

PDU: A power distribution unit is any 
device that distributes electric power 
and can vary in terms of voltage, plugs, 
and monitoring capability. PDUs can be 
"dumb," meaning they have no instrumen- 
tation or management functions, or they 
can be "metered," which means equipped 
with a display showing load information. 
Another option is "switched," allowing part 
of the distribution to be switched on or off 
from a remote location. 

Warm site: An offsite recovery facility that 
provides data center functions and some IT 
infrastructure like servers and networking. 

application specifically geared toward 
trending and graphing power measure- 
ments over time, in order to see the flux in 
data center power. 



Should SMEs Be Using Cloud Storage For Primary Data? 



Continued from Page 1 
that perform one of those two functions. 
Now, though, by using local storage as a 
cache and with some added intelligence, 
cloud storage is being considered for use 
as a primary storage area. 

In fact, one advantage of using cloud as 
primary storage is that the need for separate 
backup and archive processes goes away. A 
file server that leverages the cloud essen- 
tially backs itself up via its replication 
processes, says Nasuni CEO Andres 
Rodriguez (www.nasuni.com). "Local stor- 
age is essentially turned into a cache to pro- 
vide excellent local performance to the 
users," he says. Rodriguez explains: As 
users store data on the cache, it is replicated 
to the cloud. Once in the cloud, it is snap- 
shotted so that older versions of files can be 
retrieved in case of deletion or file over- 
write. Snapshots of cloud data can be pre- 
served as long as the storage administrator 
would like. As the local cache fills up, old 
data is removed. If a user accesses older 
data that is not in the cache, it is automati- 
cally recovered for them from the cloud. 

The result is that several major interrup- 
tions to an IT administrator's day are now 
eliminated. First, any data that can lever- 
age this cloud architecture can be removed 
from the backup process. Second, the 
management of local capacity is now auto- 
mated. No need to decide between delet- 
ing old files and expanding hard drives. 
Finally, user recovery of old data is now 
transparent. "Even files that have been 
deleted can now be recovered via a right- 
click within windows," Rodriguez says. 

Not Just File Services 

Using cloud storage for primary data is 
not limited to file services. Ian Howells, 
chief marketing officer at StorSimple 
(www.storsimple.com), says, "A local 
storage appliance can be used that has 
enough capacity for active data and then 
leverage the cloud for less active data. 
This appliance could then present block 



storage via iSCSI that would allow certain 
applications like SharePoint and Exchange 
to use cloud storage. These applications in 
particular are ideal for a hybrid type of 
solution because they have a relatively 
small database that points to attached or 
related files. Those files quickly become 
inactive and are ideal for being stored only 
in the cloud." 

There are other advantages to an iSCSI 
gateway, says Nicos Vekiarides, CEO and 
co-founder of TwinStrata (www.twinstrata 
.com). "A key advantage of a gateway that 
provides iSCSI access is [that] you can use 
your own file system on that storage. For 
example, some administrators may want to 
use Windows for file serving, or others may 
want to use ZFS. iSCSI storage gives you 
the flexibility for both." 

Howells says the use of cloud storage on 
semistructured data such as email and col- 
laboration relieves the IT administrator from 
tedious storage management tasks. All of 
the data is replicated to the cloud as it 
changes and then can be snapshotted for use 
later, he says, and the local storage automat- 
ically maintains the working set of data. 

"There is no longer the need to add 
additional storage capacity or buy and 
install new storage systems. The cloud 
storage is automatically provisioned as the 
environment needs it. This also means the 
expense of costly system upgrades and the 
downtime they may bring is eliminated," 
Howells says. 

Not only does using cloud storage help 
resolve backup and storage management 
issues, it is also ideal for disaster recov- 
ery. Josh Goldstein, vice president of 
marketing and product management for 
Cirtas (www.cirtas.com), points out that 
many SMEs don't have the luxury of a 
second data center for offsite backups or 
disaster recovery. 

"In these situations, cloud-based prima- 
ry storage is ideal. Data is inherently off- 
site and accessible from anywhere. 
Should a disaster occur, a standby cloud 



storage controller merely needs to be 
given access credentials to the data in the 
cloud, and all the company's data for file 
services and key applications is immedi- 
ately available," Goldstein says. In a dis- 
aster recovery scenario, the cloud storage 
controller recovers data as it is being 
accessed, making the most effective use 
of Internet bandwidth. 

One added benefit, Goldstein says, is that 
the fallback to the primary data center after 
the disaster is easy. "Simply 'remount' the 
cloud with the cloud storage controller in 
the primary data center. No need to ship 
storage around the country or worry about 
copying all the data from a secondary site 
back to the primary," he says. 

Complement The Environment 

Howells says the key for successful 
use of cloud storage is a system that 
complements the environment. "Look for 
cloud storage solutions that are specifi- 
cally tuned for a particular application or 
use case," he says. "It should understand 
how to integrate into that environment. 
Today excellent use cases are data sets 
where a large amount of the capacity is 
inactive but there is a need to keep it 
close at hand just in case it is needed 
again. Specific examples include file 
servers, email, and group collaboration 
software," Howells says. 

TwinStrata' s Vekiarides says that IT 
administrators need to consider the flexi- 
bility of the appliance to meet application 
performance requirements. "Different 
applications have varying needs and ser- 
vice-level requirements. Some applica- 
tions may have different working set sizes. 
Some may be more latency-sensitive, and 
some may only be able to use the cloud for 
background replication with a full local 
copy. Translation? The caching intelli- 
gence needs to vary across applications as 
each has different attributes. At the same 
time, the caching has to be dynamic so 
that it can address changing application 



needs. A simple monolithic shared cache 
may not address these needs." 

When it comes to cost, Rodriguez says 
to make sure that the solution can provide 
space optimization capabilities such 
as deduplication and/or compression. 
"While you are paying as you go with 
cloud storage, you want to do everything 
you can to minimize costs over the long 
term," he says. IjI 

Counterpoint: 
When Not To Cloud 

Cloud storage has plenty of benefits, includ- 
ing low startup costs and ease of growth and 
storage management, with the downside of an 
ongoing, often monthly, storage expense. But 
what if those benefits could be offered by 
local storage? 

Mario Blandini, senior director of product mar- 
keting for Data Robotics (www.datarobotics 
.com), believes that it can. "Cloud storage 
has its role, but much of how and when it is 
used depends on the user experience. One 
of the reasons its initial traction has been so 
strong in backup and archive is that those are 
'background' tasks. Foreground tasks like 
production databases, rich media creation, 
and editing are not as well suited to that type 
of storage model today," Blandini says. 

There is also the issue of cost. One of the val- 
ues of cloud storage is that the storage you 
need does not have to be paid for upfront. 
With the cost of a 1TB server hard drive about 
$100, storage is rather affordable, so enter- 
prises need to be sure to conduct a long-term 
cost analysis. "If the simplicity of cloud storage 
can be had in a local shared storage system 
and work as part of an offsite backup solution, 
then it may make more sense to keep the 
storage in-house. In the end, a balanced use 
of both technologies may be the wisest deci- 
sion for the SME," he says. 
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COVER FOCUS 



Inside Enterprise Storage 

Today's Storage Equipment Targets Every Potential Enterprise Need 



by Christian Perry 
• • • 

With its complex tapestry of technolo- 
gies, terms, and architectures, today's enter- 
prise storage market can be a tremendous 
challenge to grasp for the uninitiated. Even 
for data center and other IT managers who 
have experience with various storage equip- 
ment, it seems there's always more to con- 
sider and more to learn. Gaining insight on 
the essential information on key storage 
equipment can go a long way toward ensur- 
ing that your storage environment is where 
it needs to be. 

"Not all data is created equal," says Gina 
Geisel, product marketing manager for 
LSI's Engenio Storage Group (www.lsi 
.com). "There are various classifications of 
data and applications, each with its own 
specific requirements that dictate an orga- 
nization' s storage approach. These data 



Key Points 



Tine wide variety of storage equip- 
nnent types requires enterprises to 
accurately identify their storage needs 
so they can select the right devices 
for their environnnents. 

Storage interfaces not only vary in price, 
perfornnance, and capacity support, but 
also in their ability to support environnnents 
that require high reliability and availability. 

Storage networking technologies such as 
NAS and SAN can help enterprises 
extract the highest possible value fronn 
their storage infrastructure by increasing 
storage utilization. 



classes include business-critical informa- 
tion that must be quickly accessible; highly 
sensitive data that must be secured; and 
secondary data, such as reference data and 
fixed content, that must be retained by a 
company but is infrequently accessed and 
for which cost containment is key." 

According to Geisel, organizations typi- 
cally have multiple storage types from 
which to choose after reviewing and eval- 
uating their data, but determining the 
appropriate technology depends on several 
factors. For example, do you need the 
highest performance or the highest utiliza- 
tion? Are you seeking the best price for 
the capacity or a balance of price and per- 
formance? Other factors include the appli- 
cations and workloads being placed on 
storage equipment, as well as the frequent 
or infrequent usage of data. 

Interface Insight 

Data centers often use a mix of hard drive 
interfaces, depending on the type of tasks 
and data the equipment is handling. The 
most common interfaces include SATA 
(serial ATA), Fibre Channel, and SAS 
(serial-attached SCSI). Joel Hagberg, vice 
president of enterprise marketing for Toshi- 
ba America's storage device division (sdd 
.toshiba.com), notes that legacy mainstream 
parallel interfaces such as PATA and SCSI 
have shifted to these higher-performance 
and more streamlined serial protocols. Fibre 
Channel was the first example of a high- 
performance serial interface, but it met 
some initial challenges due to its loop archi- 
tecture and design support for long-distance 
communication. However, Hagberg says. 



Fibre Channel has since 
earned a strong reputation as 
a communication transport 
interface to connect servers 
to storage systems. 

SATA and SAS, on the 
other hand, were designed as 
device interfaces for storage 
devices within systems or 
storage enclosures. "SATA 
was designed as a lower-cost, 
simple protocol for desktop 
and laptop hard drives and 
storage products. SAS was 
designed as a higher-perfor- 
mance, more robust error 
recovery interface for servers 
and storage systems," Hag- 
berg explains. 

While SATA can deliver 
bandwidth speeds of up to 
3Gbps, SAS can provide 
external transfer rates of up to 6Gbps, and 
the protocol has a roadmap to 12Gbps in the 
next few years, he adds. The high perfor- 
mance and efficient error recovery of SAS 
will help to phase out Fibre Channel as a 
hard disk drive interface in future storage 
and server designs, he says, and will rele- 
gate the technology to a box-to-box or serv- 
er-to-storage system external interface. 

Jeff Slapp, vice president of virtualization 
services at Host.net, notes that another 
major difference between hard drives using 
these interfaces is spindle speed, or the 
speed of the shaft that spins the platters 
holding data within the drive. Further, Slapp 
notes, SAS and Fibre Channel drives are 
more suitable for enterprise workloads than 
SATA drives due to their higher reliability. 

"In terms of reliability and availability, 
EC and SAS drives both offer 'dual port- 
ing,' which allows them to be owned or 
managed by more than one controller," says 
Jon Roberts, director of product engineering 
at Interxion (www.interxion.com). "This 
allows hardware multipathing, which can, in 
turn, improve availability metrics. Let's face 
it, the important question is not if a disk will 
fail; it's when." 

SSDs On The Rise 

A big trend in the storage realm is the 
move toward solid-state drives. According 
to Geisel, these flash memory devices can 
be used and managed like a conventional 
mechanical drive, but they deliver ultra-high 
performance for transaction applications 
and can therefore handle high period loads 
and deliver very fast response times. 

"And with no moving parts, SSDs' low 
power consumption coupled with increased 
I/OP [input/output processor] capability 
gives them a 10 to 100 times improvement 
in I/OPs per watt," Geisel says. "This very 
high-performance flexibility and persistent 
storage make SSDs a smart choice for the 
most business-critical data in your organi- 
zation. Just the use of several SSDs in 
a storage system can greatly improve 
response time." 

Know Your Networking 

Another major piece of the enterprise 
storage puzzle is networking. Technologies 
such as NAS (network- attached storage), 
SAN (storage-area network), and virtualiza- 
tion can help organizations boost the utiliza- 
tion of their various storage equipment 
depending on the various tasks at hand. 




Slapp explains that a NAS device is 
essentially a hard drive with a network 
connection — a low-cost file server that 
lacks the high-end components typically 
associated with a standard server platform. 
A SAN, on the other hand, is a shared stor- 
age environment that can deliver raw stor- 
age volumes to multiple application 
servers simultaneously. SANs, according 
to Slapp, are generally very fast, reliable, 
and robust storage systems. 

An associated technology that's quickly 
growing in popularity is storage virtual- 
ization, which can provide just-in-time 
provisioning or thin provisioning of the 
total available storage in a system (such 
as a SAN). 

IVIore To Consider 

In addition to the various interfaces, net- 
working, and drives, other storage technolo- 
gies should also be on the radar of IT man- 
agers, Hagberg says. These include tiered 
storage, which uses a combination of SSDs 
and lower-cost hard disk drives to reduce 
costs while improving performance; dedu- 
plication, which removes redundant copies 
or file patterns to compress storage capaci- 
ty; and SEDs (self-encrypting drives), 
which use hardware-based encryption on 
the fly to protect data. E9 



Key Terms 



Fibre Channel: This storage networking 
technology boasts transfer speeds similar 
to SAS and is used primarily to connect 
servers to shared storage devices. 

SAS: Serial-attached SCSI replaced paral- 
lel SCSI as a bus used to transfer data to 
and from storage devices. SAS is popular 
among many enterprises due to its high per- 
formance at a midrange cost. 

SATA: Serial ATA is an interface used for 
connecting host bus adapters to storage 
devices. Due to their lower cost and lower 
I performance, SATA devices often are used 
for high-capacity requirements where high 
performance and reliability aren't a must. 

SSD: Solid-state drives deliver high perfor- 
mance with low power consumption, making 
them an increasingly popular option in enter- 
prises. These pricey drives can be used in 
hybrid configurations that also use conven- 
I tional hard drives. 



Uncomino lltmmu. 



For more Upcoming IT Events, see pages 4, 13. 



ISSA Metro Atlanta 
Feb. 24, 6:30 p.m. 
Secu reworks 
One Concourse Parkway NE 
5th Floor 
Atlanta, Ga. 
www.gaissa.org 



Southern California Linux Expo 

Feb. 25-27 
Hilton Los Angeles Airport Hotel 

Los Angeles, Calif. 
www.socallinuxexpo.org/scale9x 



- MARCH - 

Central Plains ISSA 
March 4, 1 p.m. 
Wichita Marriott Restaurant 
9100 E. Corporate Hills Drive 
Wichita, Kan. 
issa-cp.org 



AITP Research Triangle Park 
March 10 
University Club 
4200 Hillsboro St. 

Raleigh, N.C. 
www.rtp-aitp.org 



Cisco (ROUTE): 
Implementing Cisco IP Routing 
March 14, 9 a.m. 
Online Live 
www.nhnorthflorida.com 



AITP Oklahoma City 
March 15 
aitpokc.org 



AITP Southwest Missouri 
March 15 
aitpspringfield.org 



PASS Minnesota 
March 15 
passmn.org 



AITP Omaha 

March 17 
aitpomaha.com 

ISSA Northern Virginia 
March 17, 5:30 p.m. 
issa-nova.org 

SIM Minnesota 
March 17, 2:30 p.m. 
Northland Inn 
7025 Northland Drive N. 
Minneapolis, Minn. 
www.simnet.org 



AITP St. Louis 
March 24, 5:30 p.m. 
Crowne Plaza Clayton 
7750 Carondelet Ave. 

St. Louis, Mo. 

stlouisaitp.org 



Data Center World 
March 27-31 
Mirage Hotel & Convention Center 
Las Vegas, Nev. 
www.datacenterworld.com 



AITP Akron- 
Tools For Deploying Windows 7 
March 29 
Akron, Ohio 
www.akron-aitp.org 



ISSA Metro Atlanta 
March 31,6:30 p.m. 
Secu reworks 
One Concourse Parkway NE 
5th Floor 
Atlanta, Ga. 
www.gaissa.org 



- APRIL - 

Central Plains ISSA 
April 1, 1 p.m. 
Wichita Marriott Restaurant 
9100 E. Corporate Hills Drive 
Wichita, Kan. 
issa-cp.org 



AITP Research Triangle Park 
April 14 
University Club 
4200 Hillsboro St. 

Raleigh, N.C. 
www.rtp-aitp.org 
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Study Shows 
Rare Earth Metal 
Supply At Risk 

For the United States, the supply of rare earth 
metals could be in danger, says a recent report 
from the U.S. Department of Energy. 

The DoE's report, called the "Critical IVIaterials 
Strategy," explains how rare earth metals are 
used to create components such as PV films, 
magnets, batteries, and phosphors for clean 
energy products such as wind turbines, electric 
vehicles, solar cells, and energy-efficient light- 
ing. The report notes that these four product 
types were the report's main focus because the 
DoE expects an increase in their deployment 
during the next 15 years. 




Of the 14 rare earth elements examined, the 
report identifies dysprosium, neodymium, ter- 
bium, europium, and yttrium as the most 
essential to clean energy technologies— and 
the most endangered. 

Currently, about 95% of the world's rare 
earth metal production is located in China, 
which also holds 36% of rare earth metal 
reserves. The United States maintains 13% 
of reserves, while other countries such as 
Russia and Australia oversee the remainder. 

In 1999, China began imposing export quotas 
on rare earth metals. Since then, additional 
quota constraints have led to a 40% decrease 
in the number of exports leaving the country, 
and consequently, a shortage of rare earth 
metals for use in clean energy technologies. 
China recently stated that it plans to raise ex- 
port taxes again early this year. 

The DoE Strategy 

in a DoE news release regarding the Strategy, 
Secretary of Energy Steven Chu stated that 
ensuring reliable access to critical materials 
would help the United States lead in the new 
clean energy economy. 

In response to the endangered earth metals, 
the DoE's "Critical Materials Strategy" also 
explores eight policy and program areas that 
could be used to lessen the threat of short- 
ages. The policies and programs include 
research and development, information 
gathering, permitting for domestic production, 
financial assistance for domestic production 
and processing, stockpiling, recycling, edu- 
cation, and diplomacy. 

The report outlines each of these policies and 
discusses their potential. In particular, recycling 
of rare earth metals may become more cost- 
effective as the materials are used in additional 
products and in greater quantities. The DoE 
plans to examine recycling process develop- 
ment and other recycling-related possibilities. 
An updated report highlighting the findings of 
such research will be published by the DoE at 
the end of this year. 

In the meantime, the report suggests that the 
United States should increase its domestic 
extraction and processing of rare earth metals 
and also collaborate with international partners 
to increase the production of each material. 

by Kris Glaser Brambila 
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A Clear View Of Virtualization 



Understanding The Benefits & Drawbacks 
Of Virtualizing Storage, Applications & More 



by Robyn Weisman 
• • • 

Virtualization is a buzzword that's 
been tossed around so liberally over the past 
few years that there seems to be this 
assumption that everybody knows its mean- 
ing. "It's a word that's become overloaded," 
says Scott Morrison, CTO at Layer 7 Tech- 
nologies (www.layer7tech.com). "We've 
been using it a lot throughout comput- 
ing, and [each time] it means something a 
little different." 

Morrison boils down the fundamental 
definition for virtualization as creating a 
layer between two different views of com- 
puting technology. "There is hardware, the 
sort of pure view of actual hardware, 
devices, and other physical stuff. And then 
the next view is the virtual view, which can 
essentially make better use of those underly- 
ing resources," Morrison explains. 

Perhaps you already knew this, or at least 
had a sense about the basics of virtualization. 



Key Points 



Data centers generally focus on three 
types of virtualization: server, storage, 
and desktop. 

Ideally, virtualizing portions of your data 
center will lead to innproved efficiencies in 
physical hardware, as well as cost sav- 
ings fronn hardware consolidation and 
decreased power usage. 

Virtualization does introduce connplexities 
and visibility issues to the data center, 
which nnakes planning and nnanagennent 
of innplennented systenns necessary to 
realize virtualization's advantages. 



After all, some forms of it, such as virtual 
memory, have been around for close to 40 
years. But despite virtualization's seeming 
ubiquity, plenty of IT professionals still 
have only a fuzzy idea of what virtualization 
does, what advantages it offers, and what 
complexities it brings. So consider the forth- 
coming information as a primer of sorts that 
can give you a better understanding of the 
concept and not make you feel as though 
you just walked into "The Matrix." 

Abstractions & Efficiencies 

David Marshall, founder of VMBlog.com 
(www.vmblog.com) and an editor of 
"Virtualization for Dummies," describes the 
20,000-foot view of virtualization as 
an abstraction layer. "It's no longer about 
a massive amount of servers or disks. 
You start to abstract away the underlying 
hardware and carve things out," Marshall 
says. "In server virtualization, you have 
underlying hardware chopped up multi- 
ple times into virtual machines (VMs), all 
of which think they are that underlying level 
of hardware." 

These abstractions lead to efficiencies, 
says Nathan Coutinho, virtualization solu- 
tions manager at CDW (www.cdw.com). 
"On a grand scale, virtualization is all 
about trying to make data centers more 
efficient, trying to save money through 
those efficiencies, and making it easier to 
manage data center resources," Coutinho 
says. "Virtualization technology itself 
helps you do more with less by combining 



multiple [IT] technolo- 
gies together." 

Server & Storage 
Virtualization Basics 



Server virtualization 
has probably had the 
most traction in data 
centers so far. "Its whole 
concept is the ability to 
take multiple physical 
machines and consoli- 
date them onto one. 
Instead of running 100 
physical servers in a 
data center, you could 
effectively run 100 
VMs on 10 servers," 
Coutinho says. "Those 
10 servers might be 
beefier servers, but you can run the same 
workloads in one-tenth of the space. From 
an efficiency and TCO standpoint, it's a 
huge power and cooling savings." 

The primary cost for server virtualization 
(beyond hardware refreshes, which happen 
every three to five years) is the cost of soft- 
ware. Although free virtualization software 
is available, they lack the management 
capabilities and support that paid versions 
offer, Coutinho says. 

Storage virtualization works in much the 
same way. "It lets you combine multiple 
storage units to make it look like a [single 
storage unit] so that you can move things 
around and use your storage more efficient- 
ly," even if you are using physical storage 
devices from different vendors, Coutinho 
says. Storage virtualization tends to be 
more popular in larger enterprises because 
of the cost of SANs, as well as the software 
needed to virtualize them, he adds. 

Client Virtualization Basics 

Client virtualization comes in several 
forms, but the two that have the most rel- 
evance for the data center are application 
and desktop virtualization. "Both let you 
deliver applications and desktops to end 
users in a centralized, efficient manner," 
Coutinho says. For example, application 
virtualization lets data centers store an 
application centrally that end users can 
access via Citrix (in most cases), so that 
data center managers don't have to 
install the application on every PC. 

Desktop virtualization has become 
trendy lately because so many data centers 
are rolling out Windows 7. "Desktop vir- 
tualization lets you effectively build a 
Windows 7 virtual image in the data cen- 
ter once and be able to blast that out to 
thousands of users simultaneously," 
Coutinho says. "You don't have to worry 
about people's laptops and desktops. You 
just give them a URL, they connect to a 
desktop, and they're done." 

Morrison says a lot of organizations are 
buying into desktop virtualization because 
of the economies of scale and administra- 
tive efficiencies that result from leveraging 
it. "Centralized control means that [IT and 
data center managers] don't have to spend 
as much time going to individual worksta- 
tions, which have been configured with all 
sorts of idiosyncratic stuff on them. 
Serving a consistent [disk] image from a 
central location is easier to maintain, back 




up, and debug," Morrison says. Because 
the data center is powering out the desktop, 
an organization also saves money on the 
cost of client PCs, he adds. 

Virtualization Complexities 

At first glance, virtualization comes 
across as a win-win situation for data cen- 
ters. But Marshall points out that virtual- 
ization isn't just a matter of achieving a 
good consolidation ratio or reducing 
power consumption. 

"In the old, physical world, an IT admin 
or a data center administrator could walk up 
to a machine and know [where] a machine 
is in the rack, how it's cabled, and what's on 
it. But with virtual machines, your environ- 
ment is no longer static. Your VM could be 
on any rack on any [physical] server, which 
creates management complexities and visi- 
bility issues, especially when you need to 
troubleshoot," Marshall says. 

In addition, data centers can potentially 
lose control of the procurement process 
when virtual machines, particularly servers, 
can be created with a simple right-click and 
copy of an existing VM. "That adds to the 
visibility problem because if you have 50 
VMs spread throughout your infrastructure, 
you may lack a good way of knowing which 
ones haven't been updated, are no longer in 
use, or are not in compliance," Marshall 
says. "Therefore, you need proper controls 
in place" to handle the changes virtualiza- 
tion brings about. ^ 



Key Terms 



Application virtualization: The ability to 
push out applications to end users from the 
data center rather than loading those appli- 
cations on each client desktop or laptop. 

Desktop virtualization: The ability to push 
client desktops from the data centers that 
end users access via a URL. 

Server virtualization: The ability to layer 
multiple software-based servers on top of 
physical hardware servers. 

Storage virtualization: The ability to pro- 
vide storage functionality across multiple 
physical storage devices, even when the 
physical hardware being used comes from 
different brands. 
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Encryption 
Decrypted 

The Ins & Outs Of Encoding Sensitive Data 



by Phil Britt 

• • • 

As DATA MOVES from outside of an enter- 
prise' s data center to authorized users on 
remote devices and to the cloud, the need 
for encryption continues to expand to pro- 
tect sensitive company information and cus- 
tomer data. 

Encryption changes data to meaningless 
strings of characters. So if an unauthorized 
person sees the encrypted data, he would 
not be able to read it without first decrypting 
it — converting it back to its original form 
using a decryption key. 

A History Lesson 

When DES (Data Encryption Standard) 
originally came out in 1977, it used a 56-bit 
encryption key, but that was found to be too 
weak — it could be cracked in a few days 
with a fairly low-powered computer, 
according to Luther Martin, chief security 
architect for Voltage Security (www.voltage 
.com). By the mid-1990s, the encryption 
standard moved to 128 bits for some ap- 
plications and 256 bits for others. Each 
additional bit doubles the possibilities of 
outcomes the hashing key can produce. 

After numerous attacks against the DES 
standard in the late 1990s, the National 
Institute of Standards and Technology 
adopted the more robust Advanced Encryp- 
tion Standard in 2001. Many enterprises, 
particularly those in the financial services 
industry, use "Triple DES," or 3DES, which 
uses three hashing keys to encrypt the data 
three different times. Decrypting the data 
requires using each of the keys in reverse 
order to get back to the original data. 
Enterprises can apply encryption at the col- 
umn level, application level, and file level 
or some combination thereof. 

Increasing Need For Encryption 

Laptops or removable media such as 
tapes, disks, and portable drives have been a 
security concern, and therefore the subject 
of much of the encryption discussion, for 
many years. Additionally, the recent growth 
of virtualization and cloud computing has 
increased the need for encryption as entire 
machines — and the data within — can be 



Key Terms 



AES: Advanced Encryption Standard, adopt- 
ed by the National Institute of Standard and 
Technology in 2001 to replace the older Data 
Encryption Standard. 

Decryption key: An algorithm that converts 
encrypted data back into its original form. 

DES: Data Encryption Standard, adopted in 
1977 by the National Institute of Standards 
and Technology as a federal information 
processing standard used by federal agen- 
cies to protect sensitive, unclassified infor- 
mation. Though since supplanted by AES, a 
form of DES, Triple DES, is still used in the 
financial industry and is widely accepted as 
being uncrackable. 

Encryption key. Complex algorithm that 
converts information into meaningless 
alphanumeric characters. 



copied and moved from 
place to place inside an 
enterprise's own virtual 
environment or in a cloud 
environment, making it rel- 
atively easy for a hacker 
or a person on the inside 
to steal thousands of files 
or more. 

Another factor prompting 
the use of more encryption 
is the regulatory environ- 
ment, with tougher laws and penalties for 
data breaches, particularly with the 
HITECH Act, which stipulated certain 
nationwide laws and penalties for entities 
covered under HIPAA. Encryption provides 
a way for companies to protect themselves 




Key Points 



Today's encryption standards are more 
reliable than ever before. 

Encrypting your data will have little effect if 
you do not safeguard the decryption key. 

When establishing or updating encryption 
standards, consider the enterprise's 
future needs rather than only looking at 
current concerns. 



from liability in the event that information is 
lost or stolen. 

"More and more cases of data breaches 
are being filed with attorneys general," says 
Gretchen Hellman, vice president of mar- 
keting and product management for 
Vormetric (www.vormetric.com). The pub- 
licity surrounding those cases and the 
demands of the HITECH Act are prompting 
IT workers to be more concerned about 
encryption than ever before. 

Most common breaches have come from 
lost or stolen laptops, so some years ago, 
companies began encrypting many of those 
devices, according to Hellman, who says 
enterprises are at the "late early adoption" 
phase of such precautions. 

Slow Adoption 

Even with the heightened security con- 
cerns, encryption has yet to catch on more 
widely mainly due to concerns over slower 
performance and the actual implementation 
of the precaution, Hellman adds. "It's only a 
secondary concern in the data center com- 
pared to physical security, but with the 
recent WikiLeaks releases, you can see how 
damaging and how prevalent loss of infor- 
mation can be," Hellman says. "There 
would have been no drama if the informa- 
tion [WikiLeaks obtained] had been 
encrypted. It wouldn't have been usable." 

Citing SNIA (Storage Network Industry 
Association) guidelines, Brandon Hoff, 
director of security product management at 
Emulex (www.emulex.com), recommends 
that enterprises encrypt data at rest so that it 
minimizes the impacts to users, data avail- 
ability, information and communications 
technology infrastructure, performance, 
throughput, and scalability. 

Hoff adds that enterprises should perform 
data compression and deduplication prior to 



encryption to realize the maximum data 
reduction benefits. 

SNIA also recommends encrypting the 
data as close as possible to the point of gen- 
eration. This helps ensure that data doesn't 
become compromised prior to encryption, 
and Hoff agrees. "By encrypting the data 
inside the host, it is much harder to offload 
and you can offer much better key manage- 
ment," he says. 

Key Management 

Despite the strength of the encryption, the 
safeguard will do little good if the decryp- 
tion key isn't properly safeguarded. 

Good key management is an essential ele- 
ment of PCI (Payment Card Industry) rules 
for data security, Martin adds. "Managing 
the key can be real tricky to ensure that only 
the right person has access to it," he says. It 
does little good for an enterprise to encrypt 
information just to have key information in 
unsecured locations or to be susceptible to 
social engineering, in which an outsider can 
misrepresent himself as an authorized user 
through a voice call or an email and acquire 
the decryption key. 

"No security technology is any good 
without good policy behind it," adds 
Hellman, who recommends using two-fac- 
tor authentication for decryption keys — 
using a physical token along with a pass- 
word. "Companies can avoid serious 
encryption and key management problems 
later by adopting a strategy now." 

There are no specific standards for key 
management, but there are some established 
best practices. Hellman recommends con- 
trolling access by permitting only communi- 
cations between trusted equipment for 
encrypting and decrypting, which should 
eliminate the potential for compromises via 
social engineering. 

Hellman further recommends using a cen- 
tralized key management system, eliminat- 
ing the need for several different keys for 
encrypting different types of data. 

Looking Ahead 

When establishing or updating encryp- 
tion standards, IT professionals should 
look at the expected needs of the organi- 
zation seven years from now, rather than 
just at current needs, advises Taher 
Elgamal, chief security officer for Axway 
(www.axway.com). 

"Encryption is an ongoing thing; it 
never stops," Elgamal says. "What is 
secure today will not be secure five years 
from now; there will be breakthroughs 
in cryptology analysis. So you want 
your IT people to be on top of [encryp- 
tion] developments." E9 
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AITP Oklahoma City 
April 19 
aitpokc.org 



AITP Southwest Missouri 
April 19 
aitpspringfield.org 



PASS Minnesota 
April 19 
passmn.org 



AITP Omaha 

April 21 
aitpomaha.com 



ISSA Northern Virginia 
April 21, 5:30 p.m. 
issa-nova.org 



SIM Minnesota 
April 21, 2:30 p.m. 
Northland Inn 
7025 Northland Drive N. 
Minneapolis, Minn. 
www.simnet.org 



AITP Akron- 
Student Project Presentations 
April 26 
Akron, Ohio 
www.akron-aitp.org 



AITP St. Louis 
April 28, 5:30 p.m. 
Crowne Plaza Clayton, 7750 Carondelet Ave. 
St. Louis, Mo. 
stlouisaitp.org 



ISSA Metro Atlanta 
April 29, 6:30 p.m. 
Secu reworks 
One Concourse Parkway NE, 5th Floor 
Atlanta, Ga. 
www.gaissa.org 



-MAY- 

Central Plains ISSA 
May 6, 1 p.m. 
Wichita Marriott Restaurant 
9100 E. Corporate Hills Drive 
Wichita, Kan. 
issa-cp.org 



Interop 
May 8-12 
Mandalay Bay Convention Center 
Las Vegas, Nev. 
www.interop.com 



AITP Research Triangle Park 
May 12 
University Club 
4200 Hillsboro St. 

Raleigh, N.C. 
www.rtp-aitp.org 



Cisco (TSHOOT): Troubleshooting 
and Maintaining Cisco IP Networks 
May 16, 9 a.m. 
Online Live 
www.nhnorthflorida.com 



AITP Oklahoma City 
May 17 
aitpokc.org 



AITP Southwest Missouri 
May 17 
aitpspringfield.org 



PASS Minnesota 
May 17 
passmn.org 



AITP Omaha 

May 19 
aitpomaha.com 
ISSA Northern Virginia 
May 19, 5:30 p.m. 
issa-nova.org 



SIM Minnesota 
May 19, 2:30 p.m. 
Northland Inn 
7025 Northland Drive N. 
Minneapolis, Minn. 
www.simnet.org 



AITP St. Louis 
May 26, 5:30 p.m. 
Crowne Plaza Clayton 
St. Louis, Mo. 
stlouisaitp.org 
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I IE Losing To Firefox In Europe 

Microsoft's Internet Explorer is no longer 
the top browser among European users, 
according to Irish research company Stat- 
Counter. Although some other researchers 
dispute StatCounter's findings, the com- 
pany says that Firefox is now the most 
popular browser on the continent, with a 
38.1% share, compared to lE's 37.5%. The 




company says that IE lost market share 
mainly to Google's Chrome. IE is still the 
worldwide leader, with an overall market 
share of 46.9%, compared to 30.8% for 
Firefox and 14.9% for Chrome, according 
to StatCounter. Measuring Web browser 
use is an inexact science, though, and 
Web analytics researcher Net Applications 
has Internet Explorer with a large lead over 
Firefox in Europe, 45.4% compared to Fire- 
fox's 33.4%. 

I NetApp To Acquire 
Akorri Networks 

NetApp, which specializes in storage sys- 
tems, has entered into an agreement to buy 
Akorri Networks, which supplies data center 
management software. Although financial 
terms for the deal weren't made public, Net- 
App says it plans to pay cash for the transac- 
tion. NetApp says that Akorri's products, such 
as BalancePoint, will be useful for expanding 
functionalities in its OnCommand manage- 
ment software portfolio. BalancePoint offers 
IT administrators a way to troubleshoot, opti- 
mize, and manage service in both physical 
and virtual environments. 

I Oracle Sued Over Alleged 
Conspiracy & Theft 

Texas-based 2FA Technology has filed a 
$110 million lawsuit against database com- 
pany Oracle, its former partner, and Pass- 
logix, an Oracle subsidiary, for corporate 
theft and conspiracy. The software company 
claims that Oracle ignored Passlogix's theft 
of trade secrets, including pilfering of source 
code for authentication and credential man- 
agement software. 2FA says Passlogix 
caused it to lose millions in royalties and 
forced the company to file bankruptcy. The 
suit against Oracle comes after a federal jury 
awarded the company $1 .3 billion over a 
case involving copyright theft by SAP. 

I Network Security Software Market 
Grows Faster Than Hardware 

The software market for network security 
will grow at a faster rate than hardware, 
according to a recent IDC study. IDC pre- 
dicts that software-based network security 
will make up 26% of the market by 2014. 
However, hardware-based appliances will 
still garner most of the network security rev- 
enue this year, with revenue expected to be 
$6.58 billion. This year, IDC says, the ex- 
pected growth level will return the global 
network security market to pre-recession 
levels. Total revenue is forecast to be $8.16 
billion this year, which is 8.1 1 % higher than 
2010 revenue. 2009 saw revenues drop 
almost 1% from 2008 with industry rev- 
enues totaling $7.16 billion. 
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Why Go Modular? 



Scale & Flexibility In Data Center Design 



by Jean Thilmany 

Some industry insiders say that a 
modular approach to building a data cen- 
ter is the way of the future. What exactly 
is the modular approach? And which 
really is better, modular or traditional 
data center construction? The answer, of 
course, depends upon who's asking. 

With a modular data center, construc- 
tion is phased in to accommodate growth 
without interruption to the existing data 
center's IT operation, says Lex Coors, 
vice president of the data center technol- 
ogy and engineering group at Interxion 
(www.interxion.com), which provides 
colocated data centers and managed ser- 
vices. In other words, the data center will 
be built in phases, to grow as the enter- 
prise grows. It scales with the enterprise. 

Long-Range Plan 

In a data center built in the traditional 
way, phase-in isn't incremental. The data 



the modular project could require con- 
stant, ongoing work. And modular build- 
ing approaches need the same type of 
long-range plan and oversight used for 
traditional builds, he adds. 

Capacity planning, for instance, can't 
go out the window with the modular 
approach. After all, IT managers will 
need to keep a close eye on growing IT 
needs. Those who choose this approach 
need a good capacity-planning tool. 
They'll also need well-negotiated con- 
tractual procurement agreements that can 
take them through the entire modular 
build, Coors says. 

Built Offsite 

Enterprises looking to phase in data 
center growth often turn to one means of 
modular construction: the offsite con- 
struction of the actual buildings, says 
Sam Tikriti, vice president of Mod- 
Space's design and build division (www 
.modspace.com). 



Key Points 



Modular builds allow enterprises to scale 
data centers as needed. 

In a data center built in the traditional 
way, phase-in isn't incremental. 

The modular approach can be less 
expensive than traditional construction 
because fewer building materials are 
needed up front. 



through holes made during the buildings' 
manufacture. Or, buildings can be wired 
individually. This option is a good 
choice if an enterprise knows it will only 
need a few modular buildings. 

These data centers are outfitted like 
any other data center, including raised 
floors, cooling equipment, and needed 



"What's unique about modular construction is that while 
the building foundation and site infrastructure is ongoing 
on the job site, the building is being fabricated offsite. So 
these things happen concurrently and end up resulting in 
significant savings; 50% of savings on some projects." 



- ModSpace's Sam Tikriti 



center is constructed to accommodate the 
future business needs projected by enter- 
prise executives, Coors says. "On day 
one, all infrastructure, equipment, and 
space are built-out to support the current 
and future needs for space and technical 
infrastructure," he says. 

This is compared to modular data center 
design, where the total space eventually 
needed is split into several phases. So phase 
one can be built independently, without the 
need to install all the equipment for future 
requirements, Coors says. "A phased 
approach to building or adding to a data 
center allows companies to expand on an 
as-needed basis, based on what it needs at 
the moment, thereby avoiding wasted 
space," Coors adds. Additionally, modular 
design allows a data center to expand with- 
out service interruption and allows enter- 
prises to bring in the most up-to-date 
technology with each phase, Coors says. 

This approach can also help optimize 
the data-center cash flow and energy effi- 
ciency by expanding space, power, and 
cooling to suit an enterprise's immediate 
needs. In turn, it optimizes a data center's 
power usage effectiveness, or PUE, reduc- 
ing its carbon footprint, he adds. 

Drawbacks to modular design do, of 
course, exist. Because expansions occur 
in phases, each section may not have the 
same technology advancements as older 
sections, Coors says. Although not 
always the case, the capital expenditure 
for the modular project may be higher 
than for a one-build data center because 



"What's unique about modular con- 
struction is that while the building foun- 
dation and site infrastructure is ongoing 
on the job site, the building is being fab- 
ricated offsite," Tikriti says. "So these 
things happen concurrently and end up 
resulting in significant savings — 50% of 
savings on some projects." 

The modular building is fully fabricated 
in a manufacturing center and can be 
shipped to the site and connected to other 
buildings. If an expansion is called for in 
the future, another modular building is 
brought onsite, he says. With this modular 
building approach, enterprises can expand 
and contract their data centers fairly quick- 
ly, and at will, he adds. "It's kind of like a 
building-block concept. You can add or 
take out blocks as you wish," he says. 

The wiring issues unique to data center 
builds are dealt with in one of three 
ways, Tikriti says. Wiring can be in- 
stalled onsite and run through all the 
connected modular buildings. Or, the 
wiring can be coiled at one end of the 
modular building during its construction. 
Then, once onsite, the wiring is run 



insulation, he adds. They're built to spec- 
ifications provided by the enterprise. 

Management Is Key 

This approach to modular building — sim- 
ply bringing in another building when need- 
ed, involves less site disturbance than a 
traditional build. Because less work is done 
onsite, the cost is lower, as well, Tikriti says. 

Also, the modular units can be used as 
temporary data centers in locations 
where a data center is needed for only a 
short time. They've been sited in parking 
lots while an existing building is being 
renovated, for example, Tikriti says. 
They can also be hauled to desert or hilly 
areas where traditional construction 
might be difficult or it could be expen- 
sive to bring in building materials. 

But, the two construction types — modular 
or traditional — do have one important ele- 
ment in common. "Without good project 
management, you'll have the same draw- 
backs," Tikriti says. So, whether modular or 
traditional, the usual methods of planning 
and overseeing the project must be fol- 
lowed, he says. 



Same Great Look 

Because modular units constructed offsite can be finished with the same material used to 
finish traditionally built structures— brick, stucco, wood, and the like— employees wouldn't 
be able to distinguish a modular from a traditionally built data center, says Sam Tikriti, vice 
president of ModSpace's design and build division (www.modspace.com). 
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GREEN TECH & TIPS 



Improve Data Center Build-Out Speed & Efficiency: 

Self-Contained Modular Data Centers Make Inroads 



BY ROD SCHER 



Wade Vinson is an articulate, personable fellow with an odd title: He's a POD 
architect for HP. "POD architect" is HP's term for a data center designer who special- 
izes in self-contained, modular data centers such as those currently being designed and 
used by HP, Google, Microsoft, SGI, and others. 



HP calls its modular centers PODs, 
short for Performance Optimized Data 
Centers. They're built into industry- stan- 
dard 20- or 40-foot shipping containers 
and sent off to customers, ready to go 
right out of the box. You get a fully 
implemented and populated data center in 
as little as six weeks — ^just add water, 
electricity, and network access, and your 
data center is up and running. Compare 
that to the two years it might take to 
design, build, and populate a standard 
data center from scratch. 

The idea of modularized self-contained 
data centers has been around for a while; 
some companies have been building them 
for large customers (civilian and military) 
since the 1990s. The idea took off in 
earnest in 2005 or 2006, when designers 
began wondering whether data centers 
could keep up with surging power trends, 
whether they could be made more effi- 
cient, and whether it was possible to 
deploy multiple racks at one time on a 
large scale. 




Why Go Modular? 

The big question is Why? Other than 
speed, what' s so compelling about a mod- 
ularized data center? According to Vinson, 
it boils down to three things. 

First, consider power and equipment den- 
sity. A 40-foot HP POD can dehver 34kW 
of power to every rack. "The POD can 
accommodate five cVOOO chassis per rack, 
which can each hold 32 servers," Vinson 
says. "This equates to 160 servers per rack. 
The 40-foot POD has 22 racks, meaning it 
could contain up to 3,520 servers." 



Second, consider efficiency. A fully 
configured and utilized HP POD can 
deploy at a PUE of 1.25, compared to the 
PUE of 2 that's typical of standard data 
centers. The POD can provide a power 
capacity of VOOkW per square foot, giving 
you the equivalent of 5,000 square feet of 
data center space in a package measuring 
about 400 square feet. With a self-con- 
tained, prepopulated data center, you can 
deploy modules when you need them and 
at the right scale. The bottom line, quite 
literally, is that you don't spend money 



until you need to, and as soon as you turn 
it on, your data center is operating at 
100% efficiency. 

Finally, consider scalability. You can 
scale up within a container, adding racks 
and servers as necessary. A half-empty 
POD won't be 100% efficient, of course, 
but it will be much more efficient than that 
half-full building you paid to build (and 
which you're paying to heat and cool and 
light) just because you think you'll need 
the capacity down the road. Of course, you 
can also scale out, adding more prepopulat- 
ed data center units as and when needed. 

By its nature, any process that is effi- 
cient is green. That is, anything you do in 
a way that consumes fewer resources than 
it might otherwise consume is by defini- 
tion eco-friendly. A data center — whatever 
its provenance or design — that uses less 
energy and saves money is a good exam- 
ple of what we've come to call "green 
tech," and you may find that a self-con- 
tained data center can save you dollars 
while it conserves kilowatts. 



Physical Infrastructure 



CS-3AVY Sentry Smart CDU 

/Provides reliable 3-Phase 
power distribution. Multiple out- 
let types distribute multiple volt- 
ages via 3-Phase 208V Wye 
power in-feed. 




High Density 
Multiple Voltage Outputs 
Input Current Monitor 
IP Access & Security 
SN MP Traps 

Environmental (Temperature 
& Humidity) Monitoring 
Branch Circuit Protection 
NEW! Linking for Smart 
CDU (Expansion Modules) 



Server Technology, Inc. 



Server Technology Inc. 

(800) 835-1515 
www. se r ve rtec h . co m 



Physical Infrastructure 




CS-2HD2/HDE Smart Power Monitor 

Easily add input current load and power monitoring to any ex- 
isting cabinet 

Quickly added to SAN's or other cabinets that do not have 
any power monitoring capabilities 
Measure aggregate current draw on each power circuit 
IP access and security/Environmental monitoring 
Provides automated SNMP-based alarms or email alerts 
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Server Technology Inc. 

(800) 835-1515 
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Physical Infrastructure 



CW-24V5 Sentry Switched CDU 

Mixed Outlet 3-Phase 
415V/240V 

• Achieve greater efficiencies 
by bringing 3-Phase 415V to 
the cabinet and 240V to the 
devices 

• Single-power input feed; 24 
outlets per enclosure 

• Delivers up to 21.6kW 

• Remote power management 

• IP access and security 

• SNMP traps and email alerts 

• Environmental monitoring 

• Ability to add an expansion 
module 
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CLEAN-ROOM DATA RECOVERY 



FAST. REIIABLE. SECURE. 



High Recovery Success • 
Class-100 Clean Roem lab Standards • 
Affordable, Up-front Pricing • Complete Computer Forensic Services • 
(no hiddeii charges) Downloadable Data Recovery Software • 



RAID/HDDs/Tape 
DOD-Level Security 




datarecovery.com 

ESS DATA RECOVERY lABS 

800.237.4200 



USA: 110 N. Research Drive, Edwardsville, Illinois 1241 Quarry Lane, Pleasanton, California 
6043 Hudson Road, Woodbury, Minnesota CANADA: 7300 Warden Ave., Toronto, Ontario 
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Kyoto Cooling 

Technology Cools Data Center Using A Heat Exchange System 



by Dan Heilman 
• • • 

When the UNFCCC (United Nations 
Framework Convention on Climate 
Change) adopted the Kyoto Protocol in 
1997, thus binding 39 industrialized coun- 
tries to the ongoing reduction of green- 
house gases, few predicted that one of the 
byproducts of the agreement would be 
cooler data centers. But that's been an 
indirect result of the battle against global 
warming, as the idea of heat wheel cool- 
ing, sometimes called rotary heat ex- 
change or Kyoto cooling, begins to gain 
traction in North America. 

Heat wheel cooling takes advantage of 
outside air to improve cooling efficiency in 
data centers, thus reducing power bills. 
Proponents of the heat wheel say that by 



using a rotary exchange wheel, half of 
which is exposed in the interior and the 
other half to the exterior of a building, the 
machine can carry hot air from inside a data 
center to the outside of the building, all the 
while keeping any contaminants out. Instead 
of introducing exterior air directly into the 
server room, the heat wheel briefly mixes 
the outside air and exhaust air, creating a 
heat exchanger. 

Heat wheels have been used for years in 
industrial air conditioning, but their use in 
data centers is relatively new. Like air- 
side economization, heat wheels could 
produce significant energy savings by 
decreasing the need to use chilling units 
in data centers. 

"The heat wheel concept is not new," 
says Lex Coors, group VP for data center 



"One emerging trend is containers 
that cool only a rack or multiple racks, 
and not the entire room. These are 
most often closed-loop solutions." 



-Afterburner Solutions' Warren Mills 
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technology and engineering at Interxion 
(www.interxion.com). "It dates back many 
years when it was used to heat up air rather 
than cooling it — they were called rotating 
air heaters." 

Reduction In Power Use 

The Kyoto wheel, however, is seen by 
some as an improved form of the original 
heat wheel in that it almost completely sep- 
arates outside air from inside air, making it 
a good fit for the cleanliness requirements 
of data centers. 

The wheel runs between 13 and 20 feet 
in diameter. It's usually set to turn at 
3rpm, although it can run as fast as lOrpm. 
Ideally, the Kyoto wheel picks up tangible 
heat from the data center as it goes 
through half a rotation, and then it releases 
the heat into the cooler outdoors during 
the second half of its rotation. 

According to data center power expert 
Bob McFarlane, of New York-based Shen 
Milsom & Wilke, the Kyoto wheel uses 
between 8 and 25% of the power used by 
equivalent mechanical cooling systems. In 
a major metropolitan area such as Chicago 
or New York, McFarlane says, a group of 
Kyoto wheels could supply total cooling 
to a 2.5-megawatt data center almost 300 
days a year, using only about 9% of IT 
power for cooling. 

Despite the mostly favorable reviews, 
Kyoto cooling has its skeptics. Some peo- 
ple see the size of the wheels as an obsta- 
cle: Some data centers would have to do 
major build-outs to accommodate the heat 
exchange system. Also, the number of 
days in the year when Kyoto cooling can 
effectively be used depends on a facility's 
location and the time of year: During a 
summer in Arizona, for instance, you're 
not going to want to bring in outside air to 
mix with what's almost surely cooler 
inside air. 

To others, Kyoto cooling smacks of 
overkill. Warren Mills, principal of Mesa, 
Ariz., -based Afterburner Solutions (www 
.afterburnersolutions.com), says the tech- 
nology might turn some IT folks off 
because it focuses on cooling the entire 
data center rather than just the equipment, 
something he compares to leaving a cold 
bottle of milk on a kitchen table in an 
attempt to cool the entire room. "One 
emerging trend is containers that cool only 
a rack or multiple racks, and not the entire 
room," he says. "These are most often 
closed-loop solutions." 

Interxion' s Coors also points out that 
controlling humidity in a room with a 
Kyoto cooler can be difficult due to a 



Key Points 



Kyoto cooling, also known as heat wheel 
cooling, takes advantage of outside air to 
innprove cooling efficiency in data centers, 
thus reducing power bills. 

In a nnajor metropolitan area, a group of 
Kyoto wheels could supply total cooling to a 
2.5 nnegawatt data center for ainnost 300 
days in a year, depending on the data 
center's location. 

Skeptics say that Kyoto cooling needlessly 
cools an entire data center rather than the 
specific connponents that need cooling. 



constant percentage of outside air being 
introduced into the data center. "This has 
to be compensated for with additional 
humidification," he says. 

Kyoto Comes To Montana 

The Dutch company KyotoCooling is 
understandably bullish on the technology. 
But Mees Lodder, CEO of KyotoCooling, 
sees the technology as gospel to be spread 
as much as a product to sell. "We're trying 
to entice innovators from around the world, 
so that this type of cooling technology 
catches on in every country," he explains. 

Lodder says the primary idea is to keep 
the heat in data centers under control, and to 
do it in the most efficient way, so no matter 
what happens, the power and cooling are 
available 24/7. "By doing that, you're in 
better control of the technology in the data 
center, because you don't have the elements 
interrupting the data center's primary func- 
tions," he says. 

Kyoto cooling has caught on in North 
America in Montana, where the state has 
installed cooling wheels in its new $7.2 
million data center. Montana is an ideal 
setting for the technology due to its moder- 
ate temperatures. 

Dick Clark, Montana's chief information 
officer, told the Helena, Mont., Independent 
Record that typical data centers incur any- 
where from 50 cents to $1.50 in cooling 
costs for every dollar of electricity the cool- 
ing system uses. Montana's new system, 
meanwhile, can reduce the cost to as little 
as a nickel for cooling each dollar's worth 
of energy. 

Lodder says that's the sort of figure that 
anyone can understand when considering a 
Kyoto cooling system. 

"The bottom line is that the energy sav- 
ings from these wheels are significant, and 
that's what gets people's attention," he says. 
"Money talks." □ 




The city of Zurich, Switzerland, utilizes a Kyoto cooling system, which uses heat wheel technology. 
The 9 megawatt hybrid system uses chilled water adiabatic closed loop dry coolers connected to 
water-cooled chillers outfitted with compressors. Shown here are the adiabatic dry coolers. 



January 28, 2011 



Processor.com 



Page 17 



PHYSICAL INFRASTRUCTURE 



BUYING GUIDE 




Buying Tips: 



by Nathan Lake 



KVMs 



Enterprises that haven't 
looked at KVM switches in a 
while may be surprised by the 
rapid advancements, including 
built-in IP connectivity that lets 
admins use one keyboard and 
mouse from anywhere in the 
world to control up to hundreds 
of servers. Improvements have 
also been made to the number of 
computers you can control, the 
maximum resolution, and num- 
ber of people that can use the 
KVM at the same time. 

KVM over IP. Using the TCP/ 
IP Internet infrastructure allows 
KVMs with IP to manage and control 
servers from anywhere using an Internet or 
LAN connection. According to a spokesper- 
son from Trendnet (www.trendnet.com), 
"Network administrators who get calls at 
odd hours can now jump on any Internet 
connection instead of having to go to the 



Buyers' ChecWist 
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capabilities? QgD to save 
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actual server room to resolve an issue." All 
the connected servers simply connect to the 
KVM, which features an RJ-45 Ethernet 
port that lets admins remotely (or locally) 
log in to the system via a Web browser. For 
security, the KVM over IP switch will uti- 
lize a few encryption protocols to keep the 
keyboard, mouse, and video data secure. 



On-screen display. KVMs with an 
OSD provide a visible interface that lets 
admins manage switch features and per- 
form other operations, such as initiating 
channel scanning, logging out of the 
KVM, or providing password authoriza- 
tion. The convenient controls offer a more 
intuitive way to use common KVM fea- 
tures than using a selector switch. 

Cascading. Sometimes an enter- 
prise needs to control more comput- 
ers and servers than one KVM switch 
can handle. Many new KVM switch- 
es support the daisy-chaining of sim- 
ilar KVM switches, so admins can 
control a greater number of servers 
from a single console. 

Compatibility. KVMs that work 
with a mix of platforms, such as 
PCs and Sun-based servers, offer 
the freedom to control a group of 
servers with varying hardware and 
software. Many KVM switches 
also feature emulation to give 
admins the ability to mix legacy 
PS/2 servers with new USB -based 
equipment. "Keep in mind that 
not all KVM solutions support 
Mac computers," Trendnet' s 
spokesperson adds. "If you plan 
to connect one or more Mac computers, 
then remove all KVMs from your KVM 
short list that are not Mac-compatible." 

Plan ahead. Although an admin may 
need to connect to a given number of 
servers right now, that number will likely 
change in the future, so a KVM switch 
that can handle the extra connectivity is a 
wise investment. 



Key Terms 



Cascading. Connecting KVM switches 
togetiner in a chain by attaching one switch 
to the computer port of another. 

Converter. An add-on device that converts 
the KVIVI signal from one platform, such as 
Windows, to another, such as Apple. 

Emulation. A switch's ability to imitate a 
signal so that the PC thinks that it's directly 
connected to the KVM. 

IP (Internet Protocol). The protocol that 
enables admins to route commands across 
networks in order to work remotely. 

KVM extender. Converts the KVM signal to 
travel over a greater distance than it would 
have previously, eliminating the need to con- 
trol the servers from the server room. 

KVM sharing. The ability of a KVM switch to 
be accessed and controlled by more than 
one person. 

OSD (on-screen display). A display that 
lets admins control the switch and view infor- 
mation about the connected computers with- 
out needing to use a PC. 

Resolution. The maximum pixel height and 
width the KVM can display. 

Scan rate. The time it takes for the KVM to 
switch to a different port. 



FEATURED PRODUCT 



Try Before You Buy Into The Cloud 

Runaware Provides The Tools Needed To Succeed 



by Seth Colaner 
• • • 

The potential benefits of cloud com- 
puting are well-known, yet there remain 
several barriers that prevent many compa- 
nies from adopting the technology. To 
help break down some of those barriers, 
Runaware (www.runaware.com) has posi- 
tioned itself to help other companies safe- 
ly and efficiently test and release SaaS 
(software-as-a-service) and PaaS (plat- 
form-as-a-service) offerings. 

Based in Stockholm, Sweden, and 
founded in 1999, Runaware is a multicon- 
tinental company with offices in the 
United States, UK, and India. Runaware' s 
goal is to become the global leader in 
online software demo solutions and cloud 
computing initiatives. 

The company partnered with Citrix in 
2001, and ever since, its TestDrive hosted 
environment has been based on the Citrix 

Runaware TestDrive 



(954) 302-5340 
www.runaware.com 

Offers a try-before-you-buy approach to cloud 
computing, letting ISVs mitigate risks, calcu- 
late costs, run extensive tests, gather valuable 
data about usage, evaluate ROI and ROEI, 
and even offer tutorials and other educational 
materials to end users and employees. 



Presentation server suite and its related 
technologies. In 2009, Runaware unveiled 
Avatar, its new platform that provides the 
framework for its SaaS and PaaS products. 

Cloud Promises & Pitfalls 

Runaware views the cloud as the future 
of computing, from the software level to 
the infrastructure. The company sees the 
possibilities of Web-based productivity, 
virtualized desktops, online platforms for 
software development, cloud-based stor- 
age and servers, and more. Further, it sees 
how businesses can save money and offer 
better services by delivering applications 
faster and with less waste. 

However, Runaware also acknowledges 
the potential pitfalls of cloud computing 
and the barriers to adoption many compa- 
nies face. The primary barriers Runaware 
sees are the need for more education about 
new technologies, solving problems 
around disruption when implementing 
new technologies, estimating initial costs, 
and extensively testing applications before 
they can be released or purchased. 

A big part of moving into the cloud is 
migrating existing software, a feat that can 
be daunting for many companies. In addi- 
tion to the task of actual migration, many 
companies fear the loss of certain measures 
of control, the costs involved, the adjust- 
ment its users must make, and backward 
compatibility with the legacy versions of 
its product. 




A 




The '3 Es' of Earty Cloud Adoption 



Runaware TestDrive uses a three-step approach to minimizing the risk of failure when 
using the cloud: evaluation, experimentation, and education. 



To alleviate these problems, Runaware 
has developed its "try before you buy" 
approach to migration, providing tools 
and a platform with which any company, 
large or small, can run software demos in 
the cloud. This feedback enables com- 
panies to see how a hosted version of 
their software would work, troubleshoot, 
evaluate ROI and ROEI (return on exist- 
ing investment), and even develop 
means of educating end users about the 
new product. 

Tools & Services 

The "try before you buy" ethos is real- 
ized in Runaware' s flagship product, 
TestDrive. In addition to providing a host- 
ed testing environment, TestDrive offers 
tools and services that cover online mar- 
keting, customer profiling, lead capture, 
downloads, and more. 

TestDrive works within virtually any 
Web browser and on any operating 



system. Users can click a URL to launch a 
SaaS deployment, which will be active 
with all its features, just as if it were 
installed locally. It supports multiple con- 
current users and can simultaneously 
deploy content at multiple locations. 

TestDrive can also capture valuable 
data about user preferences and usage pat- 
terns, providing excellent feedback for 
developers. The tool can even be used for 
proof of concept and beta testing, and 
once migration is complete, companies 
can use the platform to run online demos 
and tutorials for end users, marketing 
teams, training staff, and engineers. 

Runaware provides the tools necessary 
for companies of virtually any size to con- 
duct due diligence regarding migrating to 
the cloud, enabling ISVs to confidently 
move forward secure in the knowledge 
that the costs, technical considerations, 
and user experience will all satisfy their 
needs and concerns. 
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KVMs 



AdderView CATxIP 5000 



The AdderView CATxIP 5000 is the culmination of Adder's 
KVM over IP expertise to date. This new device offers 
four non-blocking simultaneous IP connections together 
with a local port (five separate users) and allows the user 
to control 16 separate devices. The AdderView CATxIP 
5000 is small and compact, enabling you to fit two units 
side by side to support 32 computers and 10 sessions in 
just 1 U of rack space. 

• Four simultaneous users connect via IP to any of the 
16 connected devices 

• Direct connection for one local user to connect straight 
to the switch 

• LDAP integration 

• Integrated RS-232 control for managing external 
devices 

• ADDER.net management software automates the task 
of managing network control hardware 

Best For: IT administrators who need to control a large 
group of computers over IP from a single KVM switch. 

Price: $1,750 



AdderView PRO Multiscreen 




The AdderView PRO MultiScreen is a professional-grade 
KVMA switch that delivers ultimate flexibility for users who 
want to share high-resolution screens and modern USB 
peripherals between multiple computers. The AdderView 
PRO Multiscreen enables up to four multihead comput- 
ers to be controlled from a single high-resolution KVM 
console using either dual-link DVI or high-definition analog 
video links. 

• Features Adder's True Emulation technology, 
which ensures that the full characteristics of the 
connected USB keyboard and mouse are passed 
to every system 

• Dual-link DVI-I with extended profile DDC EDID 

• Includes two independently switchable USB 2.0 
channels and an audio channel 

• Supports resolution of 2,560 x 1 ,600 

• Broad USB 2.0 Hi Speed device support 

• Available in dual-, triple-, and quad-head versions 

Best For: IT administrators, post production, graphic 
designers, detailed medical imaging, and broadcast 
studio professionals. 

Price: $1,795 



Black Box ServSwitch Agility 




The ServSwitch Agility from Black Box can function as a 
KVM switch, a sharing portal, or a DVI extender, depend- 
ing on how it's configured. Admins can set it up as a point- 
to-point KVM extender for KVM switching, single-target 
sharing, or multicasting. Black Box's iPATH system lets 
IT administrators configure devices, users, and channels 
and features an on-screen dashboard that provides an 
overview of the entire system. 

• Flexible topology for KVM extension 

• Delivers digital video with no loss, minimizing band- 
width use while maximizing the user experience 

• Features keyboard/mouse emulation and emulation 
for other standard human interface devices, such as 
touchscreens or flash drives 

• Distance is limited only by your network capabilities 
when you use network switches 

• Mounting options include rack mounting, desktop, and 
wall mounting 

Best For: Health IT, command and control room setups, 
media post-production, and digital signage environments. 

Price: $2,045.95 

Contact: (724) 746-5500 I www.blackbox.com 



Minicom Smart 232 IP Switch 




The Smart 232 IP Switch from Minicom is a multiuser, 
remote access IP KVM switch for data center and server 
room rack environments. The Smart 232 IP allows two 
remote administrators and one local user to access and 
control up to 32 servers through a standard Web brows- 
er. The Smart 232 IP measures 1 U for convenient rack 
mounting with the included rackmount kit. 

• Three simultaneous KVM users (two remote and one 
local) and two additional serial session users 

• Utilizes the highly secure 256-bit AES encryption 
protocol with multilayer user rights 

• Absolute mouse support means no need to change 
mouse settings in Windows OS 

• Innovative Minicom KVM over CAT 5 technology 

• Multiplatform support for PS/2 and USB 

• Extends distance between servers and switch up to 
30 meters/100 feet 

• Seamless power control 

Best For: Companies in need of a versatile, high- 
performance KVM with central management capabilities. 

Price: $3,495 



OpengearlP-KVM-1001 




KVM is a one-port KVM over IP switch with both USB 
and PS/2 connectors for server and client connections. 
The IP-KVM-1001 is also equipped with dual RJ-45 
10/100 Ethernet ports, USB connections, virtual media 
options, and a local KVM interface for direct access. 

• Cost-effective OU device for KVM control at the rack or 
remotely over IP 

• Access systems during boot up, BIOS, and frozen OS 
conditions 

• No client software 

• Secure, encrypted browser sessions with 
authentication 

• Deliver patches/upgrades as if onsite 

• Console access to switches, routers, PBXes, or an 
external modem 

Best For: IP-enabling analog KVMs and avoiding 
the single point of failure found in high-density 
KVM appliances. 

Price: $345 



Rackmount Solutions 
CyberView Matrix High-Density 
CAT 5 KVM (UIP-3202) 



The CyberView 
UIP-3202 from 




Rackmount 

Solutions is a 1 U high-density CAT 5 KVM switch with 32 
ports. It offers a maximum distance of 40 meters (130 feet) 
between your server and KVM switch with the rear cable 
management using CAT 5 cords. With the UIP-3202, you 
can mix PS/2, USB, and SUN with multiplatform switch 
capability. A second user can work securely over 128-bit 
encrypted IP access using the Web interface to control 
multiple servers down to the BIOS level. 

• Use of the RJ-45 CAT 5 interface allows for a higher 
number of ports in smaller density 

• Traditional CAT 5 cords provide simpler cable 
management compared to coaxial cables 

• 1 28-bit secure browser-based user access from 
anywhere in the world over IP 

• Advanced user profiles and configurable OSD hotkey 
combinations 

Best For: Enterprises that need a KVM switch that offers 
increased density, increased distances, enhanced cable 
management, and multiplatform capabilities over traditional 
KVM switch platforms. 

Price: $1,543 



Product 



Description 



Product 



Description 



Contact: (866) 207-6631 I www.rackmountsolutions.net 



January 28, 2011 



Processor.com 



PRODUCT SPOTLIGHT 



Page 19 




YSICAL INFRASTRUCTURE 



Processofs Product Spotlight highlights options available in key data center product categories, providing product information side-by-side for easy comparison. 

Compiled by Nathan Lake 



Black Box ServSwitch Freedom Broadrack Saturn 8D 




The Black Box ServSwitch Freedom is a four-port switch 
that works as if there is an extended desktop on a single 
computer, except that the user is accessing the desktops 
of four different PCs. Once the screen layout is config- 
ured, the user moves the mouse cursor over the X and Y 
borders to switch PC access. The ServSwitch Freedom 
supports a mix of USB peripherals, and it works on 
Windows, Linux, Mac, Sun, and NetWare systems. 

• Makes for speedy switching between monitors from 
a tradeshow floor 

• A flexible, four-port, professional-grade switch for 
simplifying USB keyboard/mouse access to multiple 
computers 

• Enables a single user to switch between four moni- 
tors and attached CPUs and share USB peripherals 
between them 

• Features two independent USB 2.0 channels 

• Supports "quick-fire" switching via hotkeys, a mouse, 
or front-panel buttons 

• Features stereo audio 

Best For: Command and control centers. 
Price: $495 

Contact: (724) 746-5500 I www.blackbox.com 




The Saturn 8D is a modular, eight-port DVI USB KVM 
switch with an audio switching function for Gemini and 
Unicorn consoles. It gives admins control over eight USB- 
enabled multimedia computers with DVI video interfaces, 
using keyboard hotkeys to select the computers, USB 
device hub port control, and audio channels. It's TMDS 
compliant to support DDC2B emulation and HDCP com- 
pliant for digital content protection. 

• Eight-port DVI USB KVM switch with audio switching 

• TMDS signal pass through 

• USB keyboard and mouse support 

• Support for Windows 98/SE/ME/2000/XPA/ista, Linux, 
and Mac OS 

• Built-in two-port USB 2.0 device hub for sharing high- 
speed USB devices 

• Supports resolutions up to 1 ,280 x 1 ,024 

Best For: Organizations that need a KVM with support 
for digital video, USB devices, and audio switching. 



HP Server Console Switch G2 



The Server Console Switch G2 from HP integrates KVM 
and serial devices into a single management console for 
all of a data center's servers, network devices, and infra- 
structure. The G2 requires no software to be installed on 
the target servers, and it uses CAT 5 UTP cables between 
switch and server to improve cable routing and allow for 
field termination of custom cable lengths. The switch inte- 
grates with the HP IP Console switch to ensure that local 
KVMs can be integrated smoothly and easily into a KVM/IP 
remote management setup. 

• Offers local console, USB, keyboard, and mouse support 

• Scalable to 256 servers 

• Integration with iLO and the HP IP Console Switch 
ensures that the local KVM user and remote manager 
work smoothly together 

• Serial, PS/2, USB, and BladeSystem interface adapters 
to integrate all servers and devices into a single KVM 
infrastructure 

• CAT 5 KVM cabling means minimal cabling in the back 
of the rack to ensure clean airflow and maximum cooling 
for today's dense data centers 

Best For: Small and midsized businesses that need 
expandable support or enterprises that want a cost- 
effective KVM solution in a managed data center. 

Price: Starts at $769 for eight ports 



Trendnet TK-804R 




Trendnet's eight-port TK-804R KVM switch features 
an on-screen display that lets you manage multiple 
computers with just one keyboard, monitor, and mouse. 
It supports USB and PS/2 interfaces on the console side 
and USB interface on the PC side. Users can switch 
between PCs using hotkey, push button, or on-screen 
display for flexible management and can hot-plug PCs 
quickly to avoid downtime. 

• High video quality; supports up to 2,048 x 1 ,536 
resolution 

• Advanced adjustable auto-scan modes for monitoring 
multiple computers 

• LED display for easy status monitoring 

• Password protection with auto timeout logout 

• Auto-detect power module bank number when 
daisy-chaining 

• Built-in daisy-chain port for cascading up to 1 6 levels 
(128 computers) of up to 30 meters total distance 

• Beep alert for port switching confirmation 

• Standard 19-inch 1U rackmount design 

Best For: SMEs that need to monitor multiple PCs 
quickly and efficiently. 

Price: $299.99 



Trendnet TK-IP1 01 




The TK-IP101 from Trendnet is a one-port KVM over IP 
switch that provides cost-effective remote server manage- 
ment for multiple users, regardless of server status. It 
eliminates the need to physically be in the server room to 
troubleshoot, reboot, and edit pre-boot functions. The TK- 
IP101 gives admins highly secure access to both Windows 
and Java-based clients. The TK-IP101 supports four 
concurrent logins with up to 16 active user accounts. 

• Save time and resources by managing resources 
remotely 

• Centralize management of multiple servers when 
connected to a conventional KVM switch 

• Multiple user access control 

• Crisp 1 ,600 X 1 ,200 resolution 

• Intuitive Web user interface permits upgrades 
and backups 

• Supports user-friendly Telnet sessions and FTP access 

• Use with TRENDnet's TK-RP08 to control on/off power 
cycling of multiple devices remotely 

• Works with LDAP, RADIUS, and Active Directory 
servers 

• Supports Ethernet RJ-45 and PPP connection over 
serial RS-232 interface with data rates up to 1 Mbps 

Best For: IT staff that want to control BIOS-level functions, 
Windows-based applications, and other interfaces from a 
single intuitive Web user interface. 

Price: $499.99 



Trendnet TK-RP08 




The TK-RP08 from Trendnet is an eight-outlet remote 
power controller that provides remote on/off power 
control for devices in the network. With the TK-RP08, 
admins can service, reboot, and troubleshoot a network 
from one computer system. It can cascade up to 16 
rack-mountable units and manage up to 128 total 
power outlets. 

• Allows remote power control of eight electrical outlets 
using ASCII commands 

• Numerical module display identifies power module 
bank number for each cascaded unit 

• Service, reboot, and troubleshoot the network from 
any location when used with the Trendnet TK-IP101 
KVM over IP switch 

• 19-inch metal rackmount case 

• Intuitive management interface 

• Numerical LED display provides total real-time 
current loads 

• Eight green (on/off) LED indicators monitor AC outlet 
status and eight red (alarm) LED indicators display 
power outlet state of failure 

Best For: Those that want to save resources by 
performing power management from one computer. 

Price: $249.99 
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Power Distribution Units 



Product 



CyberPower PDU15SW8RNET 



Description 




The CyberPower PDU15SW8RNET is an eight-outlet rack- 
mount networked PDU that is made of rugged, industrial- 
grade metal and provides 1 20V 1 5A output. From a single 
NEMA 5-1 5P input, it delivers an unfiltered electrical pass- 
through current to eight NEMA 5-1 5R receptacles. The 
PDU15-SW8RNET provides a network connection through 
an RJ-45 Ethernet port and offers remote management. 

• LCD screen provides real-time load monitoring 
measured in amps 

• 1 0-foot AC power cord included 

• Can be mounted horizontally or vertically 

Best For: Organizations looking for a rugged, industrial- 
grade switched PDU. 

Price: $595.95 



CyberPower PDU20MV20F 



The 20-outlet CyberPower PDU20MV20F OU vertical 
rack-mounted metered PDU can support 20 NEMA 5- 
20R receptacles with unfiltered electrical pass-through, 
and the LCD screen offers real-time load monitoring 
measured in amps. With an industrial-grade metal exteri- 
or, the PDU20MV20F offers a rugged design and can be 
mounted horizontally, vertically, or on the wall. 

• 20-amp electrical capacity with a circuit breaker 

• 1 0-foot AC power cord and cord retention tray 
included 

• ETL/RoHS-certified 

Best For: Data centers in need of a flexible and rugged 
metered PDU. 

Price: $198.95 



CyberPower PDU30BHVT10R 



The CyberPower PDU30BHVT10R is a rackmount 
basic PDU with 10 outlets that offer 200V/230V 30A 
output and deliver unfiltered electrical pass-through 
power to 10 IEC-320 (two C19/8-C13) receptacles 
from a NEMA L6-30P twist-lock plug. The industrial- 
grade metal housing provides a rugged exterior, and it 
includes a 10-foot AC power cord. The PDU30BHVT10R 
can be mounted horizontally and vertically, and it 
comes with a lifetime warranty for defects in design, 
assembly, material, and workmanship. 

• 30-amp electrical capacity with a circuit breaker 

• Includes a cord retention tray 

• ETL/RoHS-certified 

• 1 U rackmount 

Best For: Companies looking for a rugged basic PDU. 
Price: $209.95 



Product ! 



PDUs Direct C-16V1-C20MX 



Description 




The C-16V1-C20MX is a metered OU vertically-mounted 
PDU that features 16 NEMA 5-20R outlets, multiple in- 
feed plug types, and a local amp meter. Engineered to 
be compact, the C-16V1-C20MX is mounted in the rear 
dead space, so your rack space is open for equipment 
and ventilation. 

• 1 5- or 20-amp steel-cased enclosure 

• Includes local LED input current monitoring to accu- 
rately measure the amps drawn on the connected 
power circuit 

• Immediately observes new equipment's impact on the 
collective current draw 

• Loads each circuit to its threshold safely, decreasing 
the risk of overloads 

Best For: Small to midsized organizations looking for a 
compact PDU. 

Price: $225 

Contact: (888) 751-7387 I www.pdusdirect.com 



PDUs Direct CW-8H2-C2GM 




With the 208V CW-8H2-C20M, you can control and mon- 
itor your outlets remotely through an IP connection or 
serially for out-of-band access and enjoy the combina- 
tion of local metering and remote management. This 
PDU also provides power and environmental monitoring, 
and when power or environmental conditions surpass 
the maximum limit, users are alerted through SNMP or 
email alerts. The industrial-grade outlets provide multi- 
ple in-feed plug types and upgradeable firmware for 
dependable power distribution. Outlet Grouping also lets 
users reboot both single- and dual-power servers with 
just one command. 

• Individual and grouped outlet control 

• Environmental monitoring 

• Network and serial connections 

• Eight NEMA 5-20R outlets or eight lEC CI 3 outlets 

Best For: Small to midsized organizations looking for a 
remotely controlled power unit. 

Price: $360 



Rackmount Solutions 
BED Series 




The Rackmount Solutions BED Series comes in a variety 
of sizes with heights of 24, 48, and 70/72 inches. All 
units are 120 volts and come UL- and cUL-listed. The 
BED Series protects against overloads on each vertical 
power strip through a resettable circuit breaker, and the 
rugged, gray aluminum exterior protects against physical 
damage. The 15-amp vertical power strips feature snap- 
on/slide-off mounting, while the 20-amp models have 
spring-clip mounting. 

• Lighted on/off switch (available without; please ask) 

• Two-year product warranty 

• 15-foot cord included 

Best For: Small to midsized organizations looking for a 
simple power strip PDU. 

Price: Starts at $66 

Contact: (866) 207-6631 I www.rackmountsolutions.net 



Contact: (888) 751-7387 I www.pdusdirect.com 
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Compiled by Tessa Warner Breneman 



Cyber Switching Dualcom PLUS Cyber Switching ePower 




The Cyber Switching Dualcom PLUS is for IT administrators 
that need to manage equipment around the clock. The Dual- 
com PLUS includes features not found on other entry-level 
vertical PDUs. Cyber Breaker, the Virtual Circuit Breaker, 
isolates overcurrent conditions to one outlet and protects 
other equipment on the bank, thereby reducing downtime. 
Individual current monitoring on every outlet lets you monitor 
the usage on every outlet and make informed decisions on 
how best to manage your power grid. 

• Remotely monitor and manage your equipment through a 
Web browser, a Telnet session, or with SNMP commands 

• Schedule times for outlets to power on and off 

• Event logging 

• Warnings for over- and under-currents 

Best For: IT administrators needing an entry-level intelligent 
PDU with a robust feature set at a great value. 

Price: Starts at $599 per unit 

Contact: (888) 311-6277 I www.cyberswitching.com 




Cyber Switching's ePower family is targeted at data center 
managers searching for greener solutions. These products 
integrate enhanced features while remaining reliable and 
affordable. Patented Individual Outlet Power Metering and 
Control provides billing-grade metering for each individual 
outlet at an accuracy of 2% or better. Utilizing the unit's 
full-color LCD touchscreen or a standard Web browser, 
IT personnel can keep up-to-date on critical information, 
including real-time power information, load details, input 
line utilization, and system status. ePower saves your com- 
pany time and energy while also saving the environment. 

• Patented Cyber Breaker® technology protects equip- 
ment by limiting overcurrent conditions to a single outlet 

• Color LCD touchscreen has an intuitive interface 

• Two high-speed USB ports can support up to 127 
peripherals, such as environmental sensors 

• More than 60 high-density PDU configurations 

• Network connection allows for remote monitoring and 
management of your power usage 

Best For: Companies looking to implement a compre- 
hensive data center management plan. 

Contact: (888) 31 1-6277 I www.cyberswitching.com 



Eaton ePDU Core Power Series 




The Eaton ePDU Core Power Series is built to provide 
reliable power distribution for high and ultra-high power 
density applications. The 30A three-phase Core Power 
Series units are optimal for 208V three-phase solutions 
and up to 50A of power. They are available in both basic 
and monitored network technologies. In addition to being 
able to remotely monitor the current draw of individual sec- 
tions, the monitored versions also have the capability to 
monitor for hot spots or cooling loss within the enclosure. 

• Deliver adequate, but not excessive power, targeting 
8.7kW per enclosure 

• Minimize wasted poles to fully utilize available power 
on panel boards 

• Prevent temperatures from reaching levels that 
demand costly cooling solutions 

Best For: Mid- to enterprise-level data centers with high 
power requirements. 

Price: Starts at $499 



Rackmount Solutions 
SPDU20-0U Power Connnnander IQ 



Server Technology 
Snnart Power Monitor 



The SPDU20-0U Power Commander IQ is a network- 
controlled PDU from Wiremold/Legrand that delivers secure 
remote access to all power outlets through an HTTP Web 
browser. Telnet, SNMP, external modem, or email. Addi- 
tionally, users can send control commands through email, 
and the AutoPing feature reboots the system if it ever goes 
down. Through the embedded Web server, you can modify 
settings or the system status and view the current or tem- 
perature through the TCP/IP network or a local direct con- 
nection. The SPDU20-0U Power Commander IQ offers 
three hardware options for mounting in racks and cabinets. 

• 64-bit network security with username and password 
protection and IP screening per outlet 

• Alarms for predetermined settings, including audio 
buzzer, email, TRAP or data log, and alarm message 
time interval 

• Convenient Access Control List for assigning access rights 

Best For: Small to midsized businesses looking for flexible 
mounting options for racks and cabinets. 

Price: Starts at $430 

Contact: (866) 207-6631 I www.rackmountsolutions.net 




The rack-based Smart Power Monitor from Server Tech- 
nology lets you add current load or power monitoring to 
your cabinet via Web GUI using either a serial connec- 
tion or a Web-based interface. Additionally, you can be 
sure your CDU's power in-feed is correctly loaded. The 
Smart Power Monitor can support two external 10-foot 
probes, which measure the temperature and humidity 
levels. You can view the conditions through a Web inter- 
face and receive alerts when environmental levels sur- 
pass thresholds you've set. 

• Input current monitor measures the aggregate current 
draw on each power circuit 

• Remote management via Web-based interface or 
serial connection 

• Supports two external 10-foot probes that measure 
temperature and humidity 

• True RMS current monitoring 

Best For: Organizations that need to remotely monitor and 
aggregate information for data centers and other facilities 
and already have Basic or Metered PDUs deployed. 

Contact: (800) 835-1515 I www.servertech.com 



Server Technology 
Sentry Power Manager 




The Sentry Power Manager from Server Technology is 
engineered to let users access and manage multiple 
Sentry devices in an IP-based enterprise network. Not 
only do you get a global view of all Sentry CDUs, but you 
can view devices based on their temperature, humidity, 
current, and device status. 

• Access through any standard network browser 

• Group and cluster outlets for remote reboot and power 
data on one CDU, across linked CDUs, or across an 
IP address 

• Logs by start and end date include information such 
as discovery and user login 

• Trending capabilities include the ability to graph using 
start- and end-date temperature, humidity, infeed load, 
infeed power, system watts/unit area, and system total 
power 

• Real-time alarm notification 

Best For: IT managers needing to remotely manage 
power consumption and maximize energy efficiency. 

Contact: (800) 835-1515 I www.servertech.com 
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Poor VM Densities 
Could Be Costing You 

Average virtual machine densities are just 
two virtual machines per core, but allocated/ 
actual memory is 70% of a server's RAM — 
leaving 30% in reserve, according to a 
recent report from VKernel. 

Bryan Semple, chief marketing officer at 
VKernel, says that "Concerns over memory 
utilization cause organizations to overallo- 
cate CPU, but underallocate memory. There 
is some validity to the concern that memory 
issues cause a majority of performance 
problems in virtualized environments, but 
not enough to justify the level of underallo- 
cation the study reported. This is more a 
psychological ceiling vs. one based on actu- 
al memory usage." 




The end result of the memory underallocation 
is that no additional VMs can be installed on 
a server, no matter how much CPU or stor- 
age capacity remains. VKernel's Virtuali- 
zation Management Index report found that 
the majority of hardware environments fea- 
ture dual-socket, quad-core processors with 
50GB of memory and 2TB of storage. Cost is 
the primary problem with installing more 
memory because of the limited number of 
memory slots. To increase memory capacity, 
enterprises will need to invest in expensive, 
higher-density modules that are often in the 
double-digit gigabyte range. 

Back To The Mainframe 

"Organizations need to wind the clock back 
and look at how capacity management was 
done in the mainframe days. You had a 
shared memory, CPU, [and a] storage pool 
of resources that multiple applications 
shared. With proper capacity management, 
you maximized the number of applications 
you could run and you had plenty of lead 
time to order new hardware," Semple says. 

VKernel recommends capacity manage- 
ment for any large enterprise with more 
than 100 virtual machines. The reclamation 
of the overallocated CPU and underallocat- 
ed memory can be applied to other virtual 
machines to increase the VM density per 
host and lower cost. 

"Advanced virtualization projects won't get 
off the ground if resource uncertainty is not 
eliminated. This will lead to VM stall and a 
slowdown of virtualized applications in the 
data center," Semple says. Overallocation 
costs you money, and the uncertainty about 
resource requirements causes enterprises 
more concerns when deploying mission-criti- 
cal applications. "Lost host/VM densities cost 
nearly 50% more per VM than higher-density 
environments. This will become an issue as 
organizations look for more cost savings 
from virtualized environments," Semple says. 
A better utilized infrastructure will deliver 
improved results and more cost savings. 

by Nathan Lake 
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Watch Your Web Traffic 

Apparent Networks' AppView Web 

Shows Whether Your Network Performance Is Up To Snuff 



by Holly Dolezalek 
• • • 

Performance problems are hard enough 
to detect and troubleshoot when they're on 
your own network. But what if your compa- 
ny's network problems are coming from the 
cloud, not you? As you experiment with 
having business-critical functions in the 
cloud, monitoring the provider's perfor- 
mance can be just as critical as monitoring 
that of your own network. 

That's Apparent Networks' business 
model. Founded in 2000, the company's 
mission, in part, is to help companies that 
are using the cloud to get the performance 
they need from their providers. 

"Companies in the SMB market are 
rapidly embracing the cloud," says Jim 
Melvin, CEO of Apparent Networks (www 
.apparentnetworks.com). "They're some- 
what resource-thin and don't have a lot of 
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infrastructure, and rather than focus on IT, 
they're focused on making their business 
run. So there's significant interest there in 
hosted messaging. Exchange, voice ser- 
vices, or other services through the cloud 
instead of providing them on-premises." 

However, Melvin points out, where 
they once only did one or two functions 
in the cloud, companies are now turning 
to the cloud for all kinds of services, 
such as VoIP, storage, backup, or desk- 
top virtualization. And especially when 
those services include business-critical 
applications or customer-facing Web 
sites, many companies can't afford 
to simply head to the cloud and hope 
for the best. "Networks, when left alone 
or unmanaged, will have per- 
formance issues," he says. 
"If you don't measure what's " 
happening, you can't count on 
their performance." 

PathView 



pay for from the cloud, Melvin explains. 
"For example, am I getting what I'm paying 
for from my carrier? The carrier charges me 
$3,000 a month for 10 megs of bandwidth, 
but am I really only getting 3?," he says. 
"That kind of thing happens all the time, 
and end users have no way to monitor that. 
Our technology allows continual monitoring 
of what the carrier is really providing." 

PathView Cloud does this same analysis 
for third-party networks, such as the sort 
used by cloud providers. PathView Cloud 
is subscription-based, like PathView, and 
is also installed via the Apparent Networks 
microclient. It monitors network paths to 
and from remote sites and keeps an eye on 
such performance-killing phenomena as 
jitter, loss, and latency. 

AppView Web 

The same logic behind PathView 
Cloud motivated the 
^ creation of the soft- 

ware's newest mod- 
ule, AppView Web. 
AppView Web is 
one of several avail- 
able add-on modules 
that can accompany 
the basic PathView 
installation. The mod- 
ule monitors the performance and uptime 
of any Web site, so any company that has 
one of its Web sites in the cloud can keep 
an eye on how that site is running while 
it's in the cloud. 

"Maybe you're using Salesforce.com, 
a backup service, hosted email, or some 
other Web service," Melvin says. "App- 
View Web allows you to monitor the 
actual HTTP throughput and make sure 
it's working appropriately." 

AppView Web came out in December, 
and Melvin says it' s already a big hit with 
the company's customer base. "We've got 
about 1,000 customers online right now, 
and we've got 20% of that base installing 
it," he says. 



Apparent Networks 
AppView Web 



(800) 508-5233 
www.apparentnetworks.com 

Description: AppView Web is an add-on 
module for Apparent Networks' PathView 
remote performance management system 
that allows PathView users to track and 
monitor the performance of any Web site. 

Interesting Fact: AppView Web compares 
the speed at which a network is able to 
deliver traffic to the actual live Web traffic 
to determine whether the site is performing 
to its capacity. 
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Apparent Networks' flagship 
product is PathView, a remote per- 
formance management system. 
PathView is installed on a micro- 
client, about the size of a smart- 
phone, that plugs into any port on 
the network. The microclient 
enables a hosted service that 
allows users to identify network 
faults, configuration problems, and 
other performance issues for any 
IP address. They can also do 
remote packet capture and perform 
application performance analysis. 

"There are a lot of traditional network 
management tools out there that are device- 
based and capture information, but very few 
that can give end-to-end performance and 
manage a remote site through complete per- 
formance management," Melvin says. 

The software helps companies keep an 
eye on whether they're getting what they 
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AppView Web continuously monitors the performance and uptime of 
any Web site to help identify performance issues. 



Some business for the module is coming 
from customers who want to keep an eye on 
their own Web sites. But Melvin says that 
many of Apparent Networks' customers are 
managed service providers, and they, too, 
are interested in the module because it helps 
them make sure they're delivering the ser- 
vice levels they've promised. 



Other customers come from health care, 
where the change to electronic medical 
records means doctors are updating those 
records in real time and occasionally mov- 
ing large files, such as CAT scans or X- 
rays. Melvin says that Apparent Networks 
also gets business from higher education 
institutions, from financial companies such 
as regional banks or credit unions, and from 
energy companies. 

Responding To Network Complexity 

Melvin says the module's popularity is a 
sign that customers are getting smarter 
about how critical network performance is 
to the success or failure of key applications. 
And network performance problems get 
more subtle all the time. For example, he 
says, QoS tags are intended to get the right 
treatment for the right kind of traffic in net- 
works. "If it's voice traffic, you want a 
high-quality service tag attached to that traf- 
fic so that it takes priority over, say, Web 
surfing traffic, where the performance isn't 
as critical," he says. Originating devices put 
these tags on traffic, which should guarantee 
their proper handling, but routers on the 
Internet or carrier backbone have to pre- 
serve those tags. Routinely, they don't, and 

if the tag gets stripped out, sud- 

T,. denly that voice traffic looks like 

A ordinary Web traffic. 

Another example he gives is 
that of a cable that is starting to 
go bad — not so bad that the 
problem is obvious, but to a 
point that maybe it's losing 5% 
of the packets. "Now that traffic 
has to get retransmitted from 
somewhere else, and that' s going 
to lead to performance impair- 
ment," he says. "It's not the dif- 
ference between performance or 
no performance, it's the differ- 
ence between full productivity 
and less productivity." 

Melvin says that AppView Web 
and PathView can take the guess- 
work out of whether third parties 

are really delivering the service 

levels they've promised in environments 
that have traditionally had low visibility for 
customers. "Networks are dynamic and will 
reconfigure themselves in the event of a 
problem, but when they do, their perfor- 
mance characteristics will change," he says. 
"And while they might get better, they 
mostly get worse." 
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TECH IN-DEPTH 



Key Points 



Fibre Cliannel over Ethernet encapsulates Fibre Channel 
frames into Ethernet frames, allowing them to run alongside 
traditional IP traffic. 



Converged networking enables network consolidation 
and network bandwidth provisioning for applications on 
demand, increasing business agility. 



Moving to a unified, converged infrastructure can be done 
gradually. FCoE does not require a disruptive deployment and 
can be implemented in phases on installed storage networks. 



Fibre Channel 
Over Ethernet 

Reducing Network Complexity 



BY CHRIS A. MACKINNON 

There has to be a logical evolutionary step for converging Ethernet networks 
and Fibre Channel for storage-area networks, without a downside. FCoE 
(Fibre Channel over Ethernet) answers this need by reducing network com- 
plexity in the data center FCoE, a storage networking protocol that supports 
Fibre Channel natively over Ethernet, encapsulates Fibre Channel frames into 
Ethernet frames, allowing them to run alongside traditional IP traffic. 



I 



■ GAINING GROUND 

According to Saqib Jang, with the data 
center products group at Brocade (www 
.brocade.com), the interest in FCoE is tied 
to the overall trend toward data center I/O 
consolidation. "Simply put, I/O consolida- 
tion is the ability of a host bus adapter, 
switch, or storage system to use the same 
lOGbE physical infrastructure to carry data, 
storage, and cluster networking traffic hav- 
ing typically very different characteristics 
and handling requirements," Jang explains. 
On the network infrastructure side, he says, 
this equates to installing and operating a 



single network capable of handling the 
throughput, latency, and reliability require- 
ments of different types of traffic. 

Deirdre Wassell, director of solutions 
marketing at EMC (www.emc.com), says 
that with FCoE, servers can deploy CNAs 
(converged network adapters) and utilize 
an Ethernet cable. "Costs savings, there- 
fore, come in the form of server adapters, 
cables, and power and cooling," Wassell 
says. "FCoE is also gaining attention 
because storage vendors now have native 
support for FCoE. Also, virtualized server 
environments can take advantage of the 
increased bandwidth FCoE provides." 



DATA CENTER IMPACT 



According to Henry Baltazar, senior 
storage analyst with The 451 Group, the 
transition to FCoE will not be an easy 
one. "SANs are deployed and managed by 
storage administrators, while IP networks 
are run by separate networking teams," he 
says. "The largest obstacle to FCoE adop- 
tion will be driven by various political 
questions such as 'Who is responsible for 
(or funding) the deployment?,' 'How do 
we deal with patch management?,' 'How 
do we get storage and networking teams to 
collaborate?,' and 'How do we secure the 
unified network?'" 

FCoE's impact on business agility will 
be huge because deploying a converged 
network enables network consolidation and 
facilitates network bandwidth provisioning 
for applications on demand, says Shaun 
Walsh, vice president of marketing at 
Emulex (www.emulex.com). "It also com- 
plements server virtualization deployments 

Gradual Deployment 

The idea of switching to a new network infrastructure can seem daunting, but one of the biggest 
benefits of Fibre Channel over Ethernet is that it does not require the SIVIE to gut its existing 
infrastructure and start from scratch. 

According to Kash Shai[<h, senior manager of data center switching at Cisco (www.cisco.com), 
FCoE deployment can be broken down with a phased approach and multistep journey. Shaikh 
explains, "Moving to a unified and simplified converged infrastructure can be done gradually— 
FCoE does not require a 'rip and replace' or disruptive deployment; it can be implemented in 
phases nondisruptively on installed storage networks." 



Interest in FCoE is 
tied to the overall 
trend toward I/O 
consolidation. 

(which enables higher efficiencies and 
agility inherently) and enables IT organiza- 
tions to dynamically respond to changing 
business demands through rapid provision- 
ing of application and infrastructure ser- 
vices from shared pools of consolidated 
compute, storage, and network resources," 
Walsh explains. 

Looking to the future, Jang says enterpris- 
es with existing Fibre Channel SANs are 
likely to continue adding to their Fibre 
Channel environments, taking advantage of 
newer, higher-speed Fibre Channel SAN 
technologies in a nondisruptive fashion. _ 



On Tim^7 

Why navigate through countless Web sites when you can get all 
the information you need in just a few minutes by reading Processor! 
Processor's content is comprehensive, but it's presented in a 
quick, easy-to-read format, so you can keep up with the constant 
flood of new data center products and technologies. 




LOGICMONITOR 



NEW PRODUCT 



Increase Uptime Without 
Increasing Staff Time 



Implementing effective monitoring is 
one of the biggest things a data center 
professional can do to increase uptime 
and end user satisfaction while reducing 
troubleshooting time. Unfortunately, 
that's not so easy. 

Most monitoring systems require a 
heavy investment in staff time to get all 
devices properly monitored. Knowing 
what needs to be monitored on every 
device throughout the infrastructure; 
how to collect the right data; how to 
display that data in a useful, visual 
form; what thresholds are important to 
alert on; and how to set up escalating 
alert chains is a unique skillset that isn't 
always readily available within many 
IT departments. 

LogicMonitor quickly addresses this 
dilemma. 

With its hosted solution, monitoring 
and alerting for most systems found in 
a typical data center — servers, hypervi- 
sors, applications, switches, routers, 
firewalls, load balancers, and storage 
area networks — is preconfigured based 
on industry best practices. 

So instead of requiring months of 
costly staff time to set up, Logic- 
Monitor provides IT managers with in- 
depth visibility into their entire data 
center within just 30 minutes. 




nitor 



LogicMonitor 

Provides in-deptli visibility and alerting for 
networks, servers, applications, and storage. 



monitoring that matters 



LogicMonitor' s key features: 

• View the entire infrastructure from a 
single window 

• 24/7 real-time alerting via cell phone, 
email, and SMS paging 

• Alerts provide suggested resolution 
steps 

• Historical trending up to one year 

• Accessible from any browser 

• Deploys in minutes 

• No setup fees or upfront costs 

The LogicMonitor system features an 
automated discovery engine that automati- 
cally discovers new devices and starts 
monitoring. This automation is essential 
for enterprises that have migrated to a vir- 
tual or cloud infrastructure where configu- 
rations are constantly changing. 

LogicMonitor is available on a month- 
to-month subscription basis, with no con- 
tract required. 

To receive complimentary monitoring 
and alerting for up to 10 hosts for 30 days, 
visit LogicMonitor.com/Processor. 



(888)-41 Logic (888/415-6442) 
www.LogicMonitor.com/Processor 
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News 



Networking 
Equipment Sales 
Experiencing Boom 

The word from Infonetics' third-quarter 2010 
Data Center Network Equipment report is that 
sales of networking technology is on the rise 
as many data centers undergo a round of 
upgrades. The report looked at data center 
network equipment that includes data center 
Ethernet switches, application delivery con- 
trollers, and WAN optimization appliances. 

As new technologies enjoy wider adoption 
and other technologies see improvements, 
data centers must upgrade to keep pace with 
the rest of the industry. According to the 
report, advancements in virtualization tech- 
nology are a factor in the sales increase. Part 
of the demand also stems from the fast-grow- 
ing amounts of data that require storage, 
especially as cloud computing continues to 
increase in popularity. Further, many compa- 
nies played it safe during 2009's economic 
downturn, by being fiscally conservative and 
putting off investments, and are now ready to 
spend the money to catch up. 

Infonetics believes that these factors will 
drive the networking equipment market totals 
for 2010 up 67% over 2009 and reach a high 
of $7.6 billion worldwide. Global revenue for 
data center networking equipment was up 2% 
sequentially in the third quarter to $1 .9 billion 
and was led largely by growth in North Amer- 
ica, Europe, the Middle East, and Africa. 




It appears as though 10 Gigabit Ethernet 
technology, which is gradually coming down 
in price, has a hand in the growth. Although 
the percentage is lower in the general Ether- 
net switch market, lOGbE accounted for 14% 
of all data center switch ports in Q3 2010, 
and Infonetics predicts that it will reach 50% 
penetration by 2014. 

Manufacturers Bouncing Back 

Although the general upward trend of data 
center networking equipment sales due to 
upgrades helps, application delivery con- 
trollers get an additional boost from the 
recovering financial sector and from tele- 
com carriers. 

A few companies in particular have been 
benefitting from the upsurge in the data cen- 
ter networking equipment market. F5 and 
Cisco still maintain a strong presence in the 
application delivery controller market, but 
Citrix edged past the latter by boasting a 
revenue increase of 25% in the third quarter. 
In the WAN optimization appliance sector. 
Riverbed stands alone as the dominant play- 
er. In the third quarter, the company's rev- 
enue in that market leapt 22%. 

In addition to F5, Cisco, Citrix, and Riverbed, 
Infonetics tracks players such as ADTRAN, 
Alcatel-Lucent, Avaya, Brocade, Enterasys, 
ForcelO, HP, Juniper, NETGEAR, Radware, 
and Silver Peak. 

by Seth Colaner 
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Networking Options 
For Virtual Servers 

Address The Challenges Of Larger Virtualization Farms 
& Scaling Networks Accordingly 



by Elizabeth Millard 
• • • 

Virtualization is an established IT 
trend, but as people get comfortable with 
the technology and as the number of 
CPU cores per server keeps increasing, 
enterprises are looking to boost consoli- 
dation ratios from today's modest five to 
10 per server to 20 or more. An explod- 
ing number of VMs per server farm, like- 
ly to be in the hundreds, creates new 
challenges in integrating all of these 
VMs into data (LAN) and storage (SAN) 
networks. But there are ways to address 
the larger issues and scale enterprise net- 
works accordingly. 

Challenge Round 

Current virtualization technologies 
enable consolidation of increasing densi- 
ties that challenge the underlying infra- 
structure, notes Sunil Bhatt, CTO of Allied 
Digital Services (www.allieddigital.in), an 
IT services provider. He says, "Increasing 
computing densities and redundancy 
options create hot spots that call for adapt- 
ability within our data center infrastructure 
from nearly every aspect, including LAN/ 
WAN/SAN connectivity, power, cooling, 
and management." 

Large virtual server farms usually expe- 
rience challenges in capacity management 
and overall environment-wide health 
monitoring more intensely than other 
environments, believes Kris Domich, 
principal consultant at Dimension Data 
(www.dimensiondata.com). In large 
farms, tight control over who can create a 
VM, and on what physical server they 
may create it, is critical. "While the 
behavior of a plain-vanilla VM is reason- 
ably predictable, software that may be 
developed or otherwise installed on the 
server can introduce variables that can 
cripple a physical server or network seg- 
ment, potentially affecting multiple 
VMs," he says. 

Because of that, comprehensive man- 
agement can be a challenge, adds Matt 
Theurer, senior vice president of solu- 
tions architecture at Virtustream (www 
.virtustream.com). Management tools 
that provide a larger view can assist the 
IT manager in making the decision of 
where to spend additional monies in the 
most effective manner, he says: "For 
example, it may be more effective to add 
an additional compute host to service 
load, rather than upgrade an existing host 
with more capacity, if by upgrading the 
host capacity, that host will overrun its 
storage or network interfaces." 

Steps Toward Scaling 

The very first step in scaling networks 
is to validate the organization's needs and 
mission statement, to ensure that the 
direction of the business services are in 
line with that goal, advises Paresh Shah, 
director of technology solutions at Allied 
Digital Services. He says, "A chargeback 
mechanism, preferably one that can finely 
monitor data center usage and integrates 



Key Points 



• Large virtual server farms tend to experi- 
ence more challenges in capacity man- 
agement than other environments. 

• It may be more effective to add an addi- 
tional compute host rather than upgrade 
an existing host with more capacity. 

• When doing network scaling, IT 
needs a thorough understanding of traf- 
fic patterns. 



with the organization's ERP system, is 
key to ensuring that IT can accurately 
quantify the real costs of the investments 
made in virtualization among the depart- 
ments that most utilize it." 

Once that piece is in place, IT should 
gain a thorough understanding of what 
types of protocols, volumes, and patterns 
of traffic are going to be present, Domich 
states. The demands of these require- 
ments will often look different than the 
traditional nonvirtualized networks com- 
monly served by the physically separated 
core distribution access models. 

He notes that in the virtualization- 
optimized network, the traditional tiers 
are preserved functionally by logically 
representing them using fewer physical 
components. He says, "The scalable virtu- 
alization-optimized network can combine 
application and storage traffic in large 
quantities leveraging a common Layer 1 
with fewer physical connections — and 
often using less space, power, and cooling 
than a legacy network design." 

Enterprises that take the time to under- 
stand traffic flows and size will find it 
easier to design and implement a scalable 
solution from the beginning than to retro- 
fit an existing architecture, notes Sean 
Jennings, vice president of solutions 
architecture at Virtustream. Bringing in 
tools and technologies for traffic flow 
management can be useful for achieving 
this goal. 

Populating templates with utilization 
peaks and troughs and enacting detailed 
mapping of data and utilization levels can 
be helpful, as well, according to Aninda 
Bose, head of strategic sales and marketing 



at NIIT Technologies (www.niit-tech 
.com). He adds, "With the advent of the 
cloud, virtualization, and compression 
technologies, an existing network can 
almost scale 20 to 30% higher than if these 
technologies are not explored." 

Avoiding IVIissteps 

The most common mistake that IT 
managers make in trying to scale net- 
works in virtualization farms is to treat a 
virtualized infrastructure like a tradition- 
al physical infrastructure in terms of 
management, notes Bhatt. Some areas 
that tend to be overlooked are virtualiza- 
tion-layer security and integrated moni- 
toring of applications, networks, and 
servers, he adds. 

Another common misstep is imple- 
menting aggregation protocols without 
understanding how they function or 
how to properly implement them, adds 
Jennings. Implementing these protocols 
between a host and a network can be 
complex, and even the smallest mismatch 
between the host and switch can result in 
degraded performance or loss of func- 
tionality. "In addition, link aggregation 
protocols don't guarantee an even distrib- 
ution of network traffic amongst all the 
bonded interfaces," Jennings says. "Thus, 
a single network link can still be over- 
loaded while its companion link in the 
aggregate may be underutilized." 

He adds that a stumbling block can also 
occur when a "top of rack" network design 
is utilized. It's not uncommon, Jennings 
notes, for the link between the top of rack 
switch and the core switch to be under- 
sized, resulting in traffic congestion on 
that link or for this to represent a single 
point of failure. 

In general, understanding the challenges 
of larger virtualization farms and avoid- 
ing common missteps can go a long way 
toward increasing consolidation ratios and 
scaling networks accordingly. 

"Keep in mind that the implementation 
of VM farms is intended to enhance per- 
formance, availability, and efficiency," 
says Domich. "This notion should be pre- 
served throughout all architectures in the 
data center, from application design to 
networks and even facilities." ^ 



Network Scaling Shortcuts 



Although network scaling is a complex process, here are a few top-level shortcuts to keep in 
mind, from Kevin Vuong, lead network engineer at Venyu (www.venyu.com): 

• Look into virtual chassis-type technology. It's easier to manage fewer virtual chassis than 
multiple individual switches and can assist in minimizing any configuration errors that may occur. 

• Use configuration groups that can be applied to switch ports when possible. ESX 

physical NICs belonging to the same vSwitch are typically trunks with multiple VLANs 
associated with them. By keeping that same mentality on the switch side, an IT manager 
minimizes any VLAN pruning that can cause downtime if a VM ends up on a switch port 
that's missing the correct VLAN. 

• Make sure the network is thoroughly monitored. The more VMs per physical host, the 
more chance of traffic spikes that could affect a greater number of servers and applications. 
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T7 1 10Gb Ethernet 
^■J llll I Solutions 




1026T-6RFT+ 

t Dual 10Gb Ethernet LAN 

8 2.5'' HDD Hot-Swap SAS/SATA Drive Bays 
Gold Level High-Efficiency, Redundant Power 




10G LOM (LAN on motherboard) 

• Dual 1 0Gb Ethernet LAN onboard controller 

• 1 U, 2U, 3U and 4U Solutions Available 
Blade Solutions 

• Switched 1 0Gb Ethernet Access for Systems 
of Up to 20 Blades 

• Up to 1 External 1 0Gb Ethernet 
Connections {SFP+) 

Standalone Switch 

• 1U, 24 Port, Full Bandwidth 

• Advanced Layer 3 switching 

It's in our DNA. 



6016T-6RFT+^ 

DuaM 0Gb Ethernet LAN 

Gold Level High-Efffciency, Redundant Power Supplies 





6026T-6RFT+ 

Dual 10Gb Ethernet LAN 

94% Efficiency, Platinum Level, Redundant Power Supplies 
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SSE-X24S 

• 24 Ten-Gigabit Ethernet ports - SFP+ Connectors 

• 480 Gbps Switching Capacity 



TwinBlade® 
10 Blades (20 DP Nodes) in 7U 
Dual 1Gb Ethernet, Dual 10Gb Ethernet (optional) 
94% Efficiency Platinum Level 2500W Power Supplies 
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SSE-G48-TG4 

• 48 One-Gigabit 
Ethernet linl<s- 48 
RJ45 Copper ports- 
Four fiber SEP 
combo ports 

• Up to four 10-Gigablt 
Ethernet uplinks 

• 184 Gbps Switching 
Capacity 

SSE-G24TG4 

• 24 One-Gigabit 
Ethernet links- 
24 RJ45 Copper 
ports- Four fiber SEP 
combo ports 

• Up tofour 10-Gigabit 
Ethernet uplinks 

• 136 Gbps Switching 
Capacity 
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AMAX 

1 -800-800-6328 
www.amax.com 



Arrow Electronics 

1-888-427-2250 
www.arrownacp.com 



ASI 

1-800-2000-ASI 
www.asipartner.com 



Bell Micro 

1-800-232-9920 
www.bellmicro.com 



Ingram Micro 

1-800-456-8000 
www.tngrammicro.com 



MA LABS 

1-408-941-0808 
www. ma [a bs.com 



Synnex 

1-800-756-5974 
www.synnex.com 



Tech Data 

1 -800-237-8931 
www.techdata.com 



www.supermicro.com 
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Keeping Up 

With IVIobile Employees 

Mobile employees present a number of 
challenges. We talked with experts to 
come up with helpful tips and advice in 
several key areas. 
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Can Security & IVIobility 
Co-Exist? I 26 

■ Data center leaders are learning to 
deploy mobile technology without 
security gotchas. Consider the follow- 
ing tips before sending mobile users 
and their technology into the field. 



Have Device, Will Connect | 27 

■ Although mobile devices have the 
ability to increase productivity and 
improve communications across the 
organization, they also carry the 
potential to trigger a host of security, 
compliance, and support concerns. 



Supporting IVIobile Users | 28 

■ IT and data center managers know 
the productivity gains that mobile 
devices offer a company's employees 
and bottom line. But they also know 
that supporting those mobile users 
can put demands on the network. 



Trimming The Costs 
Of A IVIobile Workforce 



28 



■ As the number of employees who 
use smartphones and other devices 
for work continues to grow, so do the 
costs associated with that mobility. As 
a result, an increasing number of IT 
managers are looking for ways to trim 
mobility costs. 



Can Security & Mobility Co-Exist? 



The Two Are Not Mutually Exclusive, Provided You Plan Ahead 



by Carmi Levy 
• • • 

Not so long ago, mobile technology 
was the security equivalent of a black 
hole. Protocols, processes, and tools that 
had been refined for generations on con- 
ventional, wired infrastructure within the 
firewall were rendered virtually useless 
once laptop- and smartphone-toting end 
users left the building. 

Those days are rapidly drawing to a 
close as data center leaders learn to de- 
ploy mobile technology without security 
gotchas. Consider the following tips 
before sending mobile users and their 
technology into the field. 

Create A Mobile Security Frameworl( 

Mobile security has often been some- 
thing of an afterthought in most organiza- 
tions. It's an attitude that needs to change, 
quickly, as new forms of devices, such 
as tablets, invade the office. 

"In the past, mobility has been 
kind of the Wild West," says Tim 
Weingarten, CEO of Visage Mobile 
(www.visagemobile.com). "There 
were multiple devices, and IT man- 
agers often didn't know what was 
connecting to ActiveSync or to the 
Exchange Server. No one really 
knew, and it was complete chaos." 

Weingarten says the first thing IT 
must do is document the devices and 
operating systems that employees at 
specific levels in certain roles or busi- 
ness units can choose from. 

"They need to put a framework in place 
that allows IT and the business to follow a 
controlled, procedural approach," he adds. 
"The most important thing is to draft a pol- 
icy, document it all, and put it out there for 
everybody to see across your company." 

Top Tip: Expand The 
Definition Of IVIobility 

Mobility is no longer limited to laptops, cell 
phones, and smartphones. Darryl Cox, 
manager of audit and control for QTS (www 
.qualitytech.com), says growing tablet use- 
especially by executives— is forcing IT to 
redefine what a mobile device is. It doesn't 
stop there. 

"It's hard to say for sure what your employ- 
ees may be doing with their portable gaming 
units on their break time," Cox says, "but as 
vendors bring wireless-capable devices to 
market, it's clear that those will be capable, if 
not today, then in the near future, of access- 
ing things that could be considered corpo- 
rate resources." 



Avoid Older IVIobile Operating Systems 

Outside of BlackBerry devices, which 
have always been based on highly se- 
cure architecture, only more recent 
mobile environments such as Apple's 
iOS 4 and Google's Android 2.2 can be 
truly considered secure enough for cor- 
porate deployment. 

"By far the most important thing is 
picking the operating system," says 
Weingarten, who adds 
that organizations 



their own devices to corporate infrastruc- 
tures. Although there is no one best model 
for everybody, Paul DePond, CEO of 
Notify Technology (www.notifycorp.com), 
says IT still needs to manage the process. 

"Once you allow people to bring in their 
personal devices, there probably needs to 
be some sort of company policy over how 
those will be treated since they're not 
corporate-owned," says DePond, who 
describes the employee-purchased 
trend as something of a 
mixed bag for IT. 
"One of the 




running 
ActiveSync on 
the server side often 
found themselves exposed by end 
users running devices with older, less 
secure operating systems. "Before An- 
droid 2.2 and iOS 4, you could have all 
those security policies built into Active- 
Sync but they weren't being enforced on 
the end user's device. These new operat- 
ing systems incorporate strong encryption, 
remote wipe and kill, and all the basic 
functionality to manage any device just 
like you would a BlackBerry." 

Adopt A Device Ownership Policy 

When mobile devices such as laptops and 
cell phones were first adopted by enterpris- 
es, most organizations bought all the hard- 
ware, deployed it to end users, and managed 
these devices throughout their life cycles. 
Organizations seeking to cut costs now 
increasingly allow employees to connect 



good 
things about it is 
your employee is pay- 
ing, in some cases unreimbursed, 
for the device and air time. It also gets the 
company out of the business of having to 
deal with purchase, management, [and] 
billing [of] these devices." 

Segment End Users & Groups 
Into Different Classes 

Not all forms of data, applications, and 
devices are equally crucial to the organiza- 
tion. In some cases, lower-level employees 
who may be using mobile devices to 
access less critical information can get 
away with a somewhat less stringent secu- 
rity regime than a VP who routinely works 
with sensitive, strategic resources. 

"Not everybody may need the same level 
of security," DePond says. "This may not 
be true for every organization, but in every 
organization, you can have some folks that 



Key Points 



Create a framework to provide foundation 
and context for more secure mobile infra- 
structure planning, deployment, and oper- 
ational management. 

Stick to newer mobile operating systems 
to take advantage of the latest enterprise- 
class security features. 

Move beyond passwords to biometrics 
and certificate-based solutions. Increas- 
ingly affordable multifactor authentication 
solutions can also cut down device- 
level vulnerability. 



are dealing with more sensitive information 
than other folks. So you may want to have a 
different course of action based on the level 
or sensitivity of information that different 
groups of users may have." 

Implement Biometrics 

Passwords can only take you so far. 
Increasingly sophisticated and deter- 
mined hackers now have the tools to 
break through this often-solitary line 
of defense. Biometric validation adds 
another layer of protection. 

"Enterprise security is rooted in 
ensuring that data, systems, and appli- 
cations can only be accessed by the 
appropriate individuals," says Jim 
Fulton, vice president of marketing at 
DigitalPersona (www.digitalpersona 
.com). "With fingerprint biometrics on cor- 
porate laptops, you can know for sure who 
is logging in and seeking access to sensitive 
information. This also removes the threat 
that lost, stolen, or shared passwords and 
tokens pose to the organization." 

The only caveat is cost, as it requires 
third-party devices or the purchase of new 
devices that incorporate biometric readers. 

Move To Cheaper Multifactor 
Implementations 

Although hardware such as biometrics 
and secure USB key fobs may provide a 
smooth path to multifactor authentication, 
their cost often limits their appeal. A 
phone-based factor, in which a secure log- 
in attempt can only be completed after the 
end user responds to a call to his cell 
phone, can deliver similar security for less. 

"It's a much more cost-effective means to 
achieve the same results in an out-of-band 
manner than having to buy expensive key 
fobs," says Darryl Cox, manager of audit 
and control for QTS (www.qualitytech 
.com). "We're also beginning to see SSL 
certificates bound to specific laptops. I 
would expect there to be more creative 
approaches in two-factor authentication." [3 
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Have Device, Will Connect 



The Right Management & Support Tools 

Can Take The Angst Out Of Deploying Mobile Devices 



by Julie Knudson 
• • • 

There's no denying that mobile devices 
have moved out of the shadows and onto 
center stage. In a 2010 study conducted by 
Forrester Consulting, more than 95% of 
enterprises reported that they had deployed 
mobile devices to at least a portion of their 
staff, and 75% of respondents were support- 
ing more than one mobile OS. The question 
today isn't if you'll need to ramp up your 
mobile device efforts, it's when. 

But while mobile devices have the abili- 
ty to increase productivity and improve 
conmiunications, they also carry the poten- 
tial to trigger a host of security, compli- 
ance, and support concerns. Choosing the 
right devices, carefully managing access. 



Key Points 



Connprehensive device nnanagennent 
software is critical to a healthy and 
secure network. 

Acknowledge personally owned devices 
and create specific IT policies to 
acconnnnodate thenn. 

Ennpowering users to self-nnanage 
connnnon tasks saves tinne and nnoney. 



and providing good tech support will help 
you launch a healthy mobile device pro- 
gram and keep it running smoothly. 

Select The Device(s) 

Many data center managers don't have 
much say in the selection of approved 
devices. As Matthew Dieckman, product 
manager for secure remote access at Sonic- 
WALL (www.sonicwall.com), explains, 
"What we've seen is that a lot of this is dic- 
tated by high-level executives. They go out 
and purchase their own devices, and then 
it's mandated that the IT administrators pro- 
vide support for these devices." If you're in 
the fortunate position of making a yes/no 
decision, Dieckman advises keeping compli- 
ance issues front and center. "Ask yourself, 
'What are our compliance requirements, 
and does this platform fit within our compli- 
ance framework?'" he says. Issues such as 
PCI requirements and other considerations 
should be factored into your final decision. 

Remember, too, that different operating 
systems use different mechanisms for stor- 
ing and protecting data on the device (and 
some offer no onboard storage at all). Your 
organization's security requirements should 
guide you toward the best solutions, or at 
least steer you away from those that don't 
offer the specific security tools you need. 

Manage The Environment 

Now that the device selection step is out 
of the way, it's time to implement some 
system management tools that will help you 
securely and efficiently support the con- 
nected devices. Enterprise managers will 
want to address several fundamental issues: 
How many devices are connected? What 
kind of devices are they? Who do they 
belong to? What policies do they have? 
How do I know if a blocked device is try- 
ing to connect? 

Mobile device management, or MDM, 
software is available in a range of flavors to 



address your organization's specif- 
ic needs. Most offerings provide 
management of multiple device 
platforms, the ability to automati- 
cally implement policies and block 
access, and varying degrees of self- 
service functionality. Says Dieck- 
man, "I think over time ... as the 
tools get better, it should become 
easier." Although he doesn't sug- 
gest that managing a multiplatform 
environment will be as easy as manag- 
ing a single-OS system, he does feel that 
MDM advancements will bring significant 
benefits. "There are tools out there now that 
are helping network administrators solve 
some of these challenges," he says. 

Leverage Automation 

As the number of devices in your enter- 
prise grows, you'll want a quick way to 
automatically update policies, modify 
access, and remove or block devices from 
the network. Custie Crampton, vice presi- 
dent of MDM technology at Tangoe 
(www.tangoe.com), stresses the importance 
of automation when it comes to security 
concerns such as removing a terminated 
employee's access. "You need to make sure 
those things are happening automatically. 
You can't be waiting for someone who's on 
vacation to go in to the system and manual- 
ly do that," he says. 

The automation of common functions not 
only makes normal management tasks more 
efficient, it also facilitates the use of more 
sophisticated IT policies. Implementing 
highly precise and targeted policies based 
on job function, reporting level, and other 
organization-specific factors results in better 
controlled access and increased security 
across the enterprise. 

Offer Self-service 

Most enterprises experience an ongoing 
dull roar of low-level support requests — 
those types of tasks that could easily be han- 
dled by the users themselves, if only they 
had the right tools available to them. Paul 
DePond, CEO at Notify Technology (www 
.notifycorp.com), says, "In organizations 
with a lot of users, administrators need to 
empower those users to do some of this 



Top Tip: Spend Less 

A smart device deployment strategy can actu- 
ally save the enterprise money in the long run. 
Here are a few key areas that offer savings. 

Carrier costs. Monthly charges for enter- 
prise-level connection plans vary widely. Look 
for a carrier that allows you to modify your 
plan or monthly commitment levels based on 
actual usage. 

Equipment costs. Negotiate prices for new 
and replacement devices, as well as acces- 
sories such as chargers, spare batteries, and 
cases. Costs add up quickly for multiple users. 

Internal costs. Limiting the platforms you sup- 
port may help reduce the number of IT staff 
you need. Self-service portals, finely tuned IT 
policies, and aggressive use of automation 
technologies will also keep a lid on the re- 
sources required to support your enterprise's 
mobile devices. 




stuff for themselves. They should create 
mechanisms such as portals so users can do 
things like block lost devices and change 
passwords." By using an MDM system with 
end-user capabilities, your support team will 
spend less time fielding garden variety 
phone calls and can instead focus on more 
complex support issues. 

IVIove Beyond Device Ownership 

If the idea of connecting employee- 
owned devices to your enterprise gives you 
hives, you're not alone — one of the most 
controversial elements of the mobile device 
discussion centers on personally owned 
devices that access corporate data. Con- 
trolling a device that your organization 
doesn't own, wondering what sort of sensi- 
tive information might be walking offsite 
each evening, and the prospect of remote 
wiping a non-corporate device — and poten- 
tially erasing personal data in the process — 
are among the primary concerns. 

According to the 2010 midyear numbers 
published by the CTIA, wireless penetration 
has reached a whopping 93% of the total 
U.S. population. As mobile devices become 
ubiquitous in the consumer arena, data cen- 
ter managers are guaranteed to receive more 
requests to incorporate the same technolo- 
gies and allow increased access within the 
enterprise. Because the majority of today's 
popular mobile devices support the synchro- 
nization of corporate data, consumers now 
have ready access to business-capable 
devices. "I go out and buy a device, and I 
probably know that I can connect to my cor- 
porate email," DePond says. Tangoe' s 
Crampton agrees that enterprise connectivi- 
ty is no longer a hurdle for the majority of 
consumer-level devices. "What we're see- 
ing is that a lot of the platforms are starting 
to come up to speed on what enterprises 
need," he says. 

Managing employee-owned devices is 
finally becoming less problematic, thanks in 
large part to solutions that allow IT adminis- 
trators to define unique parameters based on 
who owns each device. It's no longer neces- 
sary to apply the same IT policies across the 
board, unnecessarily restricting access for 
some and allowing too much access for 
others. "Administrators can set different 
policies for personally-owned devices vs. 
corporate-owned devices," DePond says. E9 



I Intel, Nvidia Reach Patent Deal 

Intel agreed to pay Nvidia $1 .5 billion in a 
six-year cross-licensing agreement that will 
allow the companies to use each other's 
technologies. The deal ends a legal battle 
that started in 2009, when Intel sued Nvidia 
claiming that Nvidia was not licensed to pro- 
duce chipsets for future Intel processors. 
Nvidia countersued, arguing that the chips 
were covered under a licensing agreement 
the two companies signed in 2004. The 
agreement will allow Intel to keep develop- 
ing chips with integrated graphics based on 
Nvidia technology, and Nvidia will retain the 
right to use Intel patents. 

I IT Still Confused About Clouds 

Almost half of the IT personnel in midmar- 
ket organizations admit that they're really 
not sure what cloud computing is. The sur- 
vey, conducted by Virtacore Systems, sur- 
veyed workers in companies with 100 to 
1 ,000 workers. About 48% of IT profession- 
als aren't sure what cloud computing is, 
according to the survey, and when you fac- 
tor in non-IT professionals in those organi- 
zations, about two-thirds (more than 64%) 
have yet to understand the concept of cloud 
computing. The cloud's potential cost 
reduction also appears to be a well-kept 
secret, as 47% cite lack of funding as the 
chief hurdle to cloud adoption in their work- 
places. Even among organizations that use 
Gmail, Google Docs, and other such plat- 
forms, 54% of those surveyed did not rec- 
ognize those as being cloud-based. 

I Analysts Expect Bank Tech 
Spending Boom 

According to research from consulting firm 
Ovum, a push for banking technology 
spending is on its way in the next five 
years. Ovum's "Retail Banking Technol- 
ogy Spending Model Through 2015" report 
predicts that bank tech spending will in- 
crease 24% annually on average, climb- 
ing to a whopping $132 billion by 2015; in 
the United States alone. Ovum predicts 
23% annual growth to total $50 billion in 
2015. The firm attributes the expected 
increase to investments in technology that 
aids in regulatory compliance, as well as 
tech that strengthens online banking op- 
tions for consumers; specifically. Ovum 
predicts spending of $9.7 billion on online 
banking technologies and $7.2 billion on 
risk management, security, and compliance 
management technologies. 

I Windows 7 Use Tops 20% 

Statistics from Net Applications show that 
Windows 7's share of the market reached 
20.9% in December, which was up 1 .2% 
from November and marked the first time 
it topped the 20% mark. Windows Vista's 




share fell from 12.6% to 12.1%, which was 
the lowest percentage Net Applications has 
seen since July 2008. Moreover, Windows 7 
has surpassed the peak numbers of Win- 
dows Vista, which hit 18.8% at its highest 
share in October 2009. Over the course of 
the past year. Net Applications data shows 
that Windows' share of the market dropped 
by 2% to 90.3%. 
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Supporting 
Mobile Users 

Make Sure Your Network & Support Technicians 
Are Up To The Task 



by Holly Dolezalek 
• • • 

IT AND DATA CENTER MANAGERS knoW the 

productivity gains that mobile devices offer a 
company's employees and bottom line. But 
they also know that supporting those mobile 
users can put demands on the network — and 



Key Points 



IVIobile users nnay not add a lot of traffic to 
your network generally, but they nnay create 
spikes that you'll have to provision for. 
As nnore devices with different OSes and 
technologies access your network, your 
support division nnay see a much higher 
workload if they have to support every 
device. Specialization, rather than cross- 
training, nnay be the answer to those 
expanded workloads. 
Mobile users use the network at all hours, 
so the more you know about how they work, 
the better you'll be able to support them. 



on the tech support division — that manage- 
ment may not have thought through. 

"Mobile devices have different OSes, 
carriers, technology, and bandwidth they 
use, and they introduce a different set of 
complexities that traditional users don't 
create," says Ali Hedayati, COO and presi- 
dent of Coradiant (www.coradiant.com). 
"What it comes down to is almost the indi- 
vidual level of end users: those users' expe- 
rience on mobile applications." 

Mobile users' demands show up princi- 
pally in three areas: the VPN, network traf- 
fic, and tech support. 

The VPN 

As the avenue of choice for mobile users, 
the importance of the VPN obviously 
increases with the number of mobile users 
accessing it. And it sometimes increases 
exponentially instead of linearly, because 
of the complexity that mobile users add to 
the equation. Mobile devices are often 
installed with more than one VPN client, 
and that can get more complex depending 



on which of potentially several mobile 
devices a single user is using. "Ten or 15 
years ago, you had a standard desktop 
attached to the Ethernet and IT decided 
what software would get installed," says 
Nathan McNeill, vice president of product 
strategy for Bomgar (www.bomgar.com). 
"Now, you've got employees taking their 
laptops home and plugging in from all 
kinds of locations, and there are firewall 
issues depending on where they plug in." 

Mobile users put other types of demands 
on the VPN, and not just because there are 
more of them. Unlike traditional office- 
bound employees, who are likely to use the 
VPN during the same hours they would 
ordinarily be in the office, mobile users by 
definition are on the go and might be on the 
VPN at any hour of the day or night. 
"Mobile users are in different time zones, 
and sometimes they're traveling around the 
world, and they need access to the net- 
work," says Jim Lippie, president of Thrive 
Networks, Staples' IT services division 
(www.thrivenetworks.com). That means 
not only being prepared to service the 
VPN at any hour, it also 
means warning mo 
bile users when big 
jobs are likely to tie 
up the network at 
hours when ordinari- 
ly nobody would be 
using it. 

Network Traffic 

Mobile devices take some traffic off your 
network. Smartphones, iPads, and other 
devices take care of a lot of business 
through a Web browser. Keeping those 
device users plugged in and able to get 
where they need to go enables them to use 



somebody else's infrastructure to con- 
duct that business. 

On the other hand, mobile users can 
create spikes in traffic that may affect 
network performance. That means that 
the more you know about how users are 
working remotely, the better able you'll 
be to provision for those spikes and keep 
them from affecting other users. "Mobile 
users are typically able to operate in a 
casually connected environment, which 
means they don't require persistent con- 
nectivity," says Brent Felker, vice presi- 
dent of field mobility for DecisionPoint 
Systems (www.decisionpt.com). "So 
they might be in a basement or going 
through a tunnel and lose connectivity 
but keep operating. But when they go 




Trimming The 
Costs Of A Mobile 
Workforce 



Implement Smart Policies & Take Advantage Of Available Resources 




by Cynthia Harvey 
• • • 

In a recent survey of 200 IT profession- 
als, mobility solution vendor iPass (www 
.ipass.com) found that the average company 
spends more than $120 per month per 
mobile employee. And 42% of those sur- 
veyed believed their mobility costs would 
increase at least 5% in the next 12 months. 

What's driving mobility costs up? First, 
the number of people who use smartphones 
for work is increasing rapidly. Second, 
those with smartphones are downloading 
more data. Because most carriers have 
switched from "all-you-can-eat" to tiered 
pricing plans, companies are incurring high- 
er costs for those data downloads. In addi- 
tion, companies incur development costs 
when they build new applications or adapt 
existing applications for smartphone users. 

Michele Pelino, principal analyst at 
Forrester Research, says that complexity 
is also a significant factor in mobility 
costs. She points out that most enterprises 



Key Points 



• The average company spends more than 
$120 per mobile employee per month for 
mobility, according to iPass, and those 
costs are rising. 

• Mobility management solutions can help 
companies reduce costs by enforcing com- 
pany policies, preferring Wi-Fi connections 
over 3G connections, and simplifying the 
experience for end users. 

• Conducting a mobility audit, modifying 
company policies on mobile phone use, 
and increasing use of app stores and cloud 
computing may also help enterprises 
reduce their mobility costs. 




support multiple devices, multiple operat- 
ing systems, multiple carriers, and a huge 
array of applications. "There are costs 
associated with the ongoing support for 
those applications, devices, and operating 



systems," she says. "That's where the 
costs start adding up." 

In order to reduce these rising mobility 
costs, companies can take several steps, 
including auditing their mobility use, 
changing their company mobility policies, 
deploying mobility management solutions, 
and taking advantage of app stores and 
cloud computing. 

Audit Your Current Mobility Use 

According to Kevin Murray, vice presi- 
dent of product marketing at iPass, compa- 
nies that conduct an audit of their current 
mobility use typically reduce their costs 
almost immediately. 

"What we've found is when companies 
identify the usage patterns of those 
devices, they often find, for example, 
some of them are not being used or are 
just being used once a month," Murray 
says. "If you recommission or decommis- 
sion those subscriptions, you can save 
30% very, very quickly." 



Change Your 
Company IVIobility 
Policies 

As costs rise, companies are 
also beginning to write or rewrite 
policies regarding who gets company- 
funded phones and how those phones can 
be used. In a report titled "Managing 
Mobile Complexity," Pelino explains that 
nearly 30% of firms have already reduced 
the number of workers who qualify for 
company-paid mobile voice and data ser- 
vices, and an additional 17% are planning 
to take similar measures within 12 months. 

The same study also found that 29% of 
companies are restricting or blocking 
access to certain Web sites in order to 
limit data use and thus reduce charges. An 
additional 14% of companies plan to take 
this step within the next year. 

Other cost-cutting policies include 
replacing lost phones with refurbished 
instead of new ones, waiting longer to 
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back in, they blast all of that information 
up to the network, and you'll see spikes 
in usage." 

The best way to know whether a 
mobile application or set of users is going 
to make traffic demands is to find out 
whether the application is a new one or 
an existing one that is accessed both tra- 
ditionally and through mobile access. "If 
it's an existing solution, there won't be 
additional data, and it just increases the 
speed at which that data is input," says 
Robert Russell, senior solutions architect 
for field mobility for DecisionPoint. "A 
new application will have more of an 
impact on the network, although that 
varies from application to application." 

Supporting It All 

Lippie suggests that management has 
to help IT control the services that it pro- 
vides to end users. Instead of offering 
every single end user every possible 
option with mobile devices or remote 
access, he says, standardizing can help 
limit the number of devices or technolo- 
gies the IT group has to be 
responsible for. "There's a 
lot of conflict between 
the consumer atti- 
tude and the 
enterprise, but 
management 



To Support Or Not To Support? 

As more consumer mobile devices hit tine market, you'll see more of them trying to access your 
network. But supporting them all might be too much for your support division. If you're going to 
argue for supporting some devices and not others, one sensible criterion might be how easy or dif- 
ficult a given device is to support. 

For example, some devices have the same capability as desktops to present the screen to a tech 
support representative for troubleshooting. Another criterion might be whether the device has func- 
tionality for security or data integrity built in. For example, iPads have the same remote wipe func- 
tionality that BlackBerrys and other devices do. But then again, as a consumer-oriented device, 
the iPad is quite likely to have both personal and company data on it. "Apple has built that into the 
tool, but as a consumer-oriented device, there isn't much granularity," says Troy Harrison, vice 
president of product management for Bomgar. "That device can be wiped remotely, but it's going 
to wipe everything, including personal data." 




has to help the IT group manage its 
resources most effectively," Lippie says. 
"Sometimes that means creating policies 
that your employees don't like." 

One helpful criterion for that support 
might be manufacturer support. Consumer- 
grade devices aren't really expected to last 
more than a couple of years, and providers 
often calibrate their tech support accord- 
ingly. But other devices that are 
more rugged are likely to have 
more support from manu- 
facturers and providers 
because they're expected 
to last longer. 

But at the same time, 
you may have to be 
prepared for pushback 
from users with a com- 
pelling argument: What- 
ever devices they're using, 
they're trying to get the 
same work done as they 
would be in the office. 



"It used to be that IT could wag a finger and 
make you come in because they couldn't 
resolve your problem if you were on a non- 
standard device," Bomgar' s McNeill says. 
"But with the flood of new devices and the 
increasing number of mobile workers, it gets 
harder to do that, and the support department 
just has to step up." 

Without the option of saying no, the tech 
support division's saving grace might be 
specialization. Instead of spending the time 
and money to cross-train all employees on 
all the permutations of OS, device, and 
technology, McNeill suggests, it might be 
better to take a collaborative approach to 
support. "Look at it as, somebody is always 
going to pick up the phone, but then behind 
the scenes, there are specializations that 
collaborate with your first-tier support peo- 
ple to resolve the issue," he says. "You're 
not likely to get extra resources, so it 
becomes a matter of how you segment your 
resources and organize them to their great- 
est effect." 




replace aging 
devices, capping 
the amount the company 
will reimburse employees for 
mobile use, or requiring some employ- 
ees to pay for devices themselves. 

Deploy A Mobility Management Solution 

Some organizations are finding that 
they can drive down mobility costs even 
further by implementing technological 
solutions that control what employees can 
and cannot do with their phones. A grow- 
ing number of vendors offer mobile 
mobility management solutions that can 
help companies block certain types of 
activities, implement security measures, 
or cut mobility costs in other ways. 

Murray explains that one of the biggest 
ways mobility management solutions can 
help cut costs is by requiring employees to 
connect with lower-cost networks, such as 



free Wi-Fi instead of 3G, whenever possible. 
"IT folks should really look at Wi-Fi as a 
cost-cutting measure," Murray says. "If you 
can actually prefer cheaper networks over 
more expensive ones just as a matter of poli- 
cy on that device, you're going to save on a 
daily basis." 
In addition to requiring users to connect 
to lower-cost networks, mobility man- 
agement solutions can simplify the 
connection experience for end 
users, reducing help desk costs 
while increasing productivity. 
"There are real costs associated 
with help desk support," Murray 
says. "But when you automate the 
connection experience, when you make 
it a zero-click experience, it has a real 
impact on the bottom line." 

Make Use Of App Stores & The Cloud 

Pelino points out that enterprises can 
address the application development portion 
of mobility costs by taking advantage of 
two of the biggest current technology 
trends: app stores and cloud computing. She 
says that companies are beginning to realize 
they "don't want to allocate internal 
resources to app development if they can 
get somebody to help from the outside or 
get an off-the-shelf solution." 

Instead of developing mobile apps in- 
house, enterprises are starting to turn to app 
stores. Currently, 27% of enterprises say they 
acquire apps from an app store operated by a 
device manufacturer (such as Apple, RIM, or 
Nokia), and 24% say they purchase apps 
from a store operated by a carrier (such as 
AT&T, Sprint, or Verizon Wireless). These 
apps typically cost just a fraction of the 
amount that it would cost companies to 
develop their own apps. I 



Cloud computing also offers SMEs 
potential cost savings — or at the very 
least, a chance to make costs more pre- 
dictable. "The 'as-a-service' model gives 
firms a sense of what the cost per employ- 
ee per month is. . . . And only paying as 
you need it or as you use it is quite appeal- 
ing," Pelino says. 

The Financial 
Benefits Of IVIobility 

Although the costs associated with support- 
ing mobility can be significant, Kevin Murray, 
vice president of product marketing at iPass 
(www.ipass.com), says that expanding your 
mobile workforce can actually improve an 
organization's bottom line. "Our latest mobile 
workforce data uncovered that mobile work- 
ers actually put in 240 more hours of work per 
year as a result of their mobility," he says. 
"That's pretty staggering." 

Similarly, Michele Pelino, principal analyst 
at Forrester Research, found that "three- 
quarters of firms reported that they achieved 
increased worker productivity as a result of 
deploying mobile applications." In addition, 
65% said mobility increased responsiveness 
and decision-making speed. Other benefits 
included faster resolution of IT issues and 
improved customer satisfaction. 

In light of these benefits, these experts ad- 
vise organizations not to take their cost man- 
agement efforts too far. Although trimming 
some mobility costs can be helpful, restricting 
mobility use too much can actually have a 
negative impact on the company's finances. 



I Intel Makes Concessions To EU 
In Plans To Acquire McAfee 

Intel has offered concessions to the Euro- 
pean Union in an attempt to speed the pro- 
cess of gaining the EU's approval of the 
company's proposed McAfee acquisition. 
Although detailed information on the conces- 
sions wasn't released, they're meant to ease 
the EU's concerns over competition. As a 
result, the EU has postponed its ruling until 
late January. In August of last year, Intel 
announced its intent to purchase McAfee for 
about $7.7 billion. Intel plans to incorporate 
McAfee security technology into its chips. 
The United States FTC approved the acqui- 
sition in December; Intel still expects the 
deal to close in the first half of this year. 




I IGate To Buy Patni 

iGate, self-described as a "business out- 
comes-driven integrated technology and 
operations solutions provider with a global 
delivery model," has announced that it is 
acquiring the larger business process out- 
sourcing and IT services firm Patni Com- 
puter Systems of Mumbai, India. The $1 .22 
billion transaction between the two outsourc- 
ing companies should create an entity with 
more than $1 billion in revenues, accord- 
ing to a joint statement. Surpassing that 
threshold, the companies say, will net them 
access to larger customers in vertical mar- 
kets. iGate expects to close the deal before 
the end of the first half of this year. 

I Trade Adjustment Assistance 
Could End 

Stateside IT workers who lost jobs due to 
outsourcing have been eligible for benefits 
from the TAA (Trade Adjustment Assistance) 
program since 2009 after revisions to the 
program were made as part of the stimulus 
plan. However, those benefits will end Feb. 
12 unless Congress again intervenes. Pro- 
ponents of the TAA, a program founded in 
the 1960s, are campaigning for an extension, 
but the fate of the funding for tech workers 
remains uncertain. The benefits include 
money for college, job search expenses, 
moving costs, and a tax credit. 

I Consortium Withdraws Filing 
To Purchase Novell Patents, 
But Not Forever 

The open-source community celebrated 
upon news that the members of tech consor- 
tium CPTN Holdings — including Microsoft, 
Apple, EMC, and Oracle — had withdrawn 
the consortium's filing to purchase 882 
Novell patents. However, CPTN Holdings 
says that the withdrawal does not mean it 
does not intend to purchase the patents; 
rather, the move was "a purely procedur- 
al step necessary to provide time to allow 
for review of the proposed transaction," 
Microsoft said in a statement. The con- 
sortium's purchase is opposed by groups 
such as the Open Source Initiative and the 
Free Software Foundation Europe, which 
believe that, because the companies that 
make up the consortium offer products that 
compete directly with open-source offer- 
ings, the purchase of these patents would 
hinder competition. 
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Data Backup & Disaster Recovery 



Arkeia vStorage Virtual Appliance C2C ArchiveOne Enterprise 




Arkeia's vStorage Virtual Appliance is a comprehensive 
backup and recovery tool for VMware vSphere 4 plat- 
forms and VMware Infrastructure 3. The virtual appliance 
includes Arkeia vStorage Backup Agent and can be 
rapidly deployed in and be used to back up any vSphere 
hypervisor. Arkeia vStorage Backup Agent enables local 
and over-the-network backups to disk, tape, or to disk 
and then tape, and backup sets can be replicated locally 
or over a WAN. 

• Management through Arkeia's Web-based interface 

• VMware CBT (Changed Block Training) 

• vCenter integration, vApp support, and RDM (Raw 
Device Mapping) 

• Enables full, incremental, and differential backups 

• Includes one year of maintenance 

Best For: VMware vSphere environments. 
Price: $1 ,500 per VMware hypervisor 



C2C's ArchiveOne Enterprise is designed to give 
Exchange administrators a simple yet sophisticated tool 
to improve the health of the email system and deliver 
greater efficiency of storage and unrivalled power to both 
live and archived data. ArchiveOne Enterprise is 
designed to remove all unwanted email and other data 
items from live Exchange servers, enforce corporate 
e-policies, and search email with an unlimited scope. 
ArchiveOne Enterprise can be installed in about one 
hour, with little training needed. 

• Fully automated mailbox quota management 

• Advanced PST discovery and management 

• Extensive retention period controls 

• E-discovery for performing forensic searches 

Best For: Situations requiring sophisticated archiving, 
retention, e-discovery, and compliance with an easy 
learning curve for users. 

Price: $25 per seat 



ConnnnVaultSlmpanaQ 




CommVault Simpana 9 eliminates the need for a myriad of 
disparate point-level products; reduces costs; and is inher- 
ently flexible, efficient, scalable, and adaptable. The tool 
offers modern data management with a tightly integrated 
blend of snapshot management, replication, and persistent 
copies designed to be secure, deduplicated, managed, and 
accessible through a single, unified platform. Simpana 9 
can quickly create copies that are highly available by inte- 
grating and leveraging hardware array-based snapshot 
technologies and can move data efficiently to disk, tape, or 
cloud storage. Data can be easily recovered for disaster 
recovery, data mining, e-discovery, or compliance. 

• Massive virtualization performance and scalability 

• Efficient data deduplication for improved network trans- 
fer while cutting the backup window in half 

• Simplified licensing, administration, and management 

• Enhanced migration capabilities and services 

Best For: Companies that require significant control 
over data with optimal protection in a variety of 
storage environments. 



Nasuni Filer 
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The Nasuni Filer is a virtual NAS appliance that offers tradi- 
tional NAS capabilities via the cloud. The Filer is designed 
to make file access, storage, and protection easy and 
inexpensive by removing costs associated with hardware. 
Features include the ability to monitor cache, manage 
volumes and performance, and set file protections, and the 
Filer supports Active Directory, file encryption, deduplica- 
tion, and synchronous snapshots. 

• Simple to set up and use 

• Ability to choose from a variety of different cloud 
providers, including Amazon Web Services and 
RackSpace Cloud 

• Easily scalable 

• Can be configured for primary or secondary storage 

Best For: Leveraging the cloud to store and protect the 
expanding file volumes offsite while retaining the local per- 
formance and functionality of an advanced NAS appliance. 



Quantum DXi4500 




Quantum's DXi4500 appliances are turnkey solutions 
that can be deployed seamlessly with all leading back- 
up software using a simple NAS interface. They are 
designed for rapid, seamless integration and maximum 
client performance without changes to existing backup 
architectures or potentially disruptive media server 
upgrades, unlike software- based deduplication. Each 
DXi4500 model includes support for remote replication, 
virtual environments, and Symantec's OpenStorage 
interface as standard features. 

• Data deduplication in an easily shared NAS device 

• Two preconfigured models with 2TB or 4TB 
usable capacity 

• Reduces typical disk capacity needs by 90% or more 
through deduplication 

Best For: SMBs and branch offices in distributed sites 
that are seeking an affordable disaster recovery solution. 



Quantum Scalar 140/180 




Quantum's Scalar 140 and i80 are intelligent tape 



libraries for small and medium-sized businesses and 
remote office environments of larger enterprises that are 
looking to save time and money spent on storage man- 
agement. With embedded iLayer technology, the 140 and 
180 provide users with simpler tape management, fewer 
service calls, and market-leading investment protection 
through capacity-on-demand scalability. 

• Simplifies tasks, including initial setup, ongoing 
management, and adding capacity over time 

• Reduces library management time by 50% 

• The 140 scales from 25 to 40 slots, and the ISO scales 
from 50 to 80 slots with a software license 

Best For: SMBs and remote office environments. 

Price: 140 starts at $7,500 MSRP; i80 starts at $9,400 



Product 



Description 



Product 



Description 



Price: $300 month to month; $250 with one-year prepay; 
$200 with two-year prepay 



Price: Starts at $12,500 
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DataRecovery.com 



ESS Data Recovery 

www.d a to recovery, com 



real labs, real people, 

REAL RECOVERY 




DataRecovery.com's services are designed to be both 
affordable and fast, with a range of data recovery options 
available for every budget and every data loss situation. 
DataRecovery.com can recover data from everything 
from a single hard drive to a RAID storage array. The 
company has developed a strong reputation worldwide 
during its 12-year history, with a division focused on 
RAID, SAN, and NAS storage that is frequently used by 
Fortune 500 companies. 

• No data, no-charge guarantee 

• Supports every data storage medium, including tapes 
and servers 

• 24/7 and onsite services for critical situations 

• Different pricing and turnaround levels available 

Best For: Enterprises needing data recovered from 
virtually any failed system. 

Pricing: Starts at $500 for single drive recovery 

Contact: (800) 237-4200 I www.datarecovery.com 



Idealstor Bantam 




The Idealstor Bantam is a removable disk backup system 
that combines the best of disk and tape by using 2.5-inch 
SATA disks as backup media, which can then be sent off- 
site for storage and disaster recovery. The Bantam is 
priced for SME budgets but has features that meet the 
needs of larger enterprises, as well. The system features 
data transfer rates of up to 480MBps and is bundled with 
iBac Data Protection Software from Idealstor. 

• Complete backup system offering up to 1TB of remov- 
able disk capacity 

• Disk capacities of 320GB, 500GB, 750GB, and 1TB 
currently available 

• Includes iBac 5.0 for native format backup and drag- 
and-drop restore with data deduplication 

• Bantam cartridges are housed in a rugged aluminum 
frame and are shock-proofed 

Best For: Replacing tape backup with a faster, larger, 
and more reliable backup media. 

Price: $299 for docking station with 320GB cartridge 



InMage vContinuum 
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InMage vContinuum is a disk backup and disaster recovery 
tool for VMware ESX/vSphere virtual machine environ- 
ments. Designed to be cost-effective for SMEs, vContinu- 
um requires only a server, management console, and a 
master target VM on the secondary ESX/vSphere host to 
implement, and it can scale easily. By extending backup 
and disaster recovery solutions to physical servers through 
a seamless upgrade to InMage Scout, vContinuum is 
designed to offer a consistent approach to protect, man- 
age, and recover both virtual and physical environments. 

• Elimination of backup windows (data is backed up to 
disk real-time 24/7) 

• Application-consistent recoveries on Windows and Linux 

• Long-term data retention on disk 

• File-level recovery within seconds 

• Optimized utilization of target storage capacity (target 
VMs are thin provisioned) 

Best For: Backup and replication in virtual environments. 

Price: Starts at about $4,000 per ESX server 



Spectra Logic Midrange T-Series 




The Spectra Logic T-series of tape libraries include the 
Spectra T200, T380, and T680, which are designed with 
scalability in mind. Built on the company's TranScale 
architecture, the tape libraries feature interchangeable 
components that make scaling up easier. With up to 
2PB of storage capacity, the tape libraries also feature 
free encryption key management; media, drive, and 
library health monitoring; and partitioning and remote 
management. 

• Management via Web browser for easy operation 

• Built-in BlueScale AES 256-bit encryption and 
key management 

• Monitors its own drives, power supplies, controller, 
and robotics 

• Media Lifecycle Management and Certified Media tools 
detect media errors before they happen 

Best For: Midrange data centers. 

Price: Starts at $36,380 



Spectra Logic T50e Tape Library 




The Spectra T50e tape library features 30TB to 150TB of 
storage (thanks to LTO-5 tape storage technology) in a 
4U rackmount system and supports transfer rates of up 
to 280MBps. Designed to offer enterprise-class features 
to the SME market, the T50e runs the BlueScale man- 
agement interface and features free encryption key 
management; partitioning and remote management; and 
media, drive, and library health monitoring. 

• Management via Web browser for easy operation 

• Built-in BlueScale AES 256-bit encryption and key 
management 

• Monitors its own drives, power supplies, controller, 
and robotics 

• Media Lifecycle Management and Certified Media 
tools detect media errors before they happen 

Best For: SMEs and remote offices. 

Price: Starts at $13,995 



TOLIS Group bruAPP 




The bruAPP™ backup appliance resolves the issues of 
configuration, installation, and compatibility faced when 
implementing a networked system backup strategy. 
Proven reliability, cost-effectiveness, scalability, and client 
system software agents available for all modern operating 
systems are delivered without the requirement for heavily 
experienced system/network administrative personnel. 
Tightly integrated hardware components, and the ven- 
erable BRU™ software, provide backup and restore ser- 
vices independent of any server on the network. 1 U to 7U 
models are available to provide D2T, D2D, and D2D2T 
operations; up to 28TB of net RAID disk stage capacity 
(RAID 5 + hot spare); and internal tape technology up to 
eight drives and 96 slots. 

• Enterprise-grade client/server backup services 

• Windows, Linux, and Mac OS X management consoles 

• Plug-and-play installation and intuitive operation 

• Totally self-contained using server-grade components 

Price: Starts at $2,899 



Best For: Enterprises in need of a complete backup and 
restore appliance. 



Contact: (480) 505-0488 I www.tolisgroup.com 
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News 



Social Networks 
& Apple Products 
Prime Cybercrime 
Targets In 2011 

McAfee Labs has released its 201 1 Threat 
Predictions report that outlines new attacks on 
and vulnerabilities in social media, mobile 
phone usage, applications, and Apple prod- 
ucts. The security company is predicting that 
attackers will aim at Facebook, Twitter, and 
G PS-enabled services such as Foursquare to 
engage in targeted phishing attacks, short URL 
service abuse, and locative service abuse. 

McAfee reports that cybercriminals will be able 
to retrieve real-time data from tweets, including 
the Twitter user's location, interests, operating 
system, and current applications. The increas- 
ing globalization of mobile phone usage will be 
a catalyst for greater mobile platform assaults. 
Consequently, mobile phones' weak spots will 
be their application marketplaces. 

In light of these new tactics, users need to be 
more conscious of the apps they are installing 
and be aware that they may be sharing per- 
sonal data on their phone without their knowl- 
edge, says Sam Masiello, director of messag- 
ing security at McAfee Labs. 

"Users need to be aware of the risks when 
installing these applications and what privacy 
they are potentially giving away," Masiello 
adds. "Whether it be applications that you are 
installing to your Facebook profile or onto 
your mobile device, be aware that the likeli- 
hood of your personal data being made avail- 
able to the developers of those programs is 
very high. From there, that data will likely be 
used for additional marketing by the company 
who created the app and also sold to others 
for profit." 

Apple Under Attack 

Social networking sites and mobile apps 
aren't the only targets gaining attention. The 
Mac OS platform is gaining market share, and 
as such, it is becoming a more popular victim 
of malicious attackers, so consumers must 
turn concern into defensive action when it 
comes to protecting Apple products. "The eas- 
iest path to compromise tablet and media 
player devices like the iPad and iPod touch is 
also through installed applications. As a secu- 
rity industry, we need to be reacting quickly to 
the consumerization of IT," Masiello says. 




"While it's true that the Mac OS platform is 
becoming more attractive because of its in- 
creasing market share, it is also more alluring 
because it has become more popular amongst 
very affluent people like CEOs, CFOs, and 
other company executives," Masiello adds. 
"These higher-value targets are sometimes not 
as technology-savvy, leaving them more vul- 
nerable to a targeted attack." 

Inevitably, mobile devices of all platforms- 
Apple or otherwise— will make their way into 
organizations, so IT must start thinking about 
how they are going to create and enforce pol- 
icy and provide tools to secure these devices, 
Masiello concludes. 

by Joanna Clay 



SECURITY 



HOW TO 



Evaluate Your Risk 
Of A Cyber Attack 



Stay Vigilant, Stay Secure 



by Brian Hodge 

Chances are that your company experi- 
enced a cyber attack in the past year. 
According to a 2010 Symantec study, 75% 
of all responding organizations experienced 
at least one attack during the previous 12 
months. For the well-prepared IT depart- 
ment, it isn't a question of if another attack 
is coming, but when. 

Pete Schlampp, vice president of market- 
ing and product management of network 
forensics specialists Solera Networks 
(www.soleranetworks.com), sees 2010 as a 
pivotal year in enterprise security, "where 
enterprises woke up and said it's not OK 
just to plug in a bunch of devices, sit back, 
and pray." 

Getting more hands-on with security 
begins with assessing your appeal as a target 
and your possible vulnerabilities. It could 
well determine whether that next attack suc- 
ceeds or fails. 

Who & What Are Most At Risk 

The most common attack losses involve 
thefts of intellectual property, customer 
credit card numbers or other financial data, 
and other personally identifiable data. 
Although any business can potentially 
be the target of a cyber attack, Schlampp 

Top Resources 
For Security Risk 
Updates 

New security threats emerge on a daily basis. 
Getting timely news on what's relevant to your 
enterprise is critical. Pete Schlampp, vice 
president of marketing and product manage- 
ment of network forensics specialists Solera 
Networks (www.soleranetworks.com), recom- 
mends several resources where you can find 
out the latest ones to guard against. All exclu- 
sively address cyber threats, with the excep- 
tion of the DHS Daily, a daily report from the 
Department Of Homeland Security that covers 
both physical security and cyber threats. 

• DHS Daily (www.dhs.gov/files/programs 
/editorial_0542.shtm) 

• National Vulnerability Database 
(nvd.nist.gov) 

• SANS Internet Storm Center 
(isc.sans.edu/index.html) 

• Shadowserver (www.shadowserver.org) 

• SRI Malware Threat Center (mtc.sri.com) 

• Spamhaus (www.spamhaus.org) 

Don't overlook the vendors you work with, 
either. "Many vendors maintain useful data- 
bases of vulnerability information, or have 
mailing lists that discuss new bugs that are 
found," says Luther Martin, chief security 
architect at Voltage Security (www.voltage 
.com). "These places are often where vul- 
nerabilities are first mentioned, and NVD 
(network vulnerability database) entries will 
often point to external sources like these for 
the details." 



identifies three types of companies that are 
at greatest risk: 

Companies that develop high-value 
intellectual property. Any type of tech 
company you might find in Silicon 
Valley, whether they're actually located 
there, is a high-risk target. Less obvious 
are manufacturers with patentable pro- 
cesses. Both are especially attractive tar- 
gets to people in foreign countries who 
lack the expertise or resources to do their 
own R&D. In addition, service vendors 
that handle data for these companies can 
also be targeted. 

Companies in the financial services 
industry. The two most common attacks 
are stealing people's personally identifiable 
information and manipulating transactions. 

Companies involved in critical infra- 
structure. This covers a broad range of 
businesses, such as energy companies and 
manufacturers that furnish infrastructure- 
related products. Also, in an information 
economy, data storage companies are con- 
sidered a vital part of the infrastructure. 

Even if none of these sound much like 
your company's core business, that's no 
reason to rest easy. 

"Today's hackers are well organized and 
operate like a for-profit business, and this 
means they try to get data that's worth 
something to them," says Luther Martin, 
chief security architect at Voltage Security 
(www.voltage.com). "If you have data they 
can profitably steal, they'll go after it." 

Additional Factors 

Although company size does matter, it's 
not always big companies that are targeted. 
True, big businesses tend to have deeper 
data mines that make them appealing tar- 
gets. However, if you're working at a small 
company, don't be lulled into a false sense 
of security. 

Schlampp says that according to a source 
at the UK foreign trade council for the 
United States, other countries don't neces- 
sarily look at large companies as the ones 
that are creating the IP that's actually really 
valuable. Instead, "they're more interested 
in looking at the smaller companies, 
because that's where innovation starts." 

Also, according to Alan Hall, Solera 
Networks' director of marketing, attackers 
may regard small, specialized companies 
supporting major contractors as entry points 
into the larger operation. 

Think Like The Bad Guys 

Attackers typically hit enterprises by tar- 
geting any of the numerous weak points in 
their network components, such as the fire- 
wall, Web server, and operating system. 
Fortunately, many tools — most free or inex- 
pensive — will let you duplicate the first 
steps an attacker would take: scanning for 
common vulnerabilities, checking for weak 
passwords, checking for common Web 
application vulnerabilities, and so on. 

"Every IT department should routinely 
run these tools against their own systems to 
make sure that the obvious problems are 
found and addressed," Martin says. "If you 
don't find a weakness first, hackers will find 



Key Points 



The types of companies at greatest risk 
for cyber attack are those that develop 
high-value intellectual property, are in 
financial services, and are involved in crit- 
ical infrastructure. 

Many free or inexpensive tools are avail- 
able that will let you probe for weakness- 
es by duplicating the first steps attackers 
would take. 

Rather than approaching risk assessment 
with snapshot-in-time thinking, it's some- 
thing you have to be engaged in daily. 



it for you. So identify your sensitive data, 
identify the ways in which a hacker could 
get that data, and then do your best to make 
sure that they can't do any of them." 

It doesn't take military-grade measures 
to thwart most attacks. Verizon's 2010 
Data Breach Investigation Report found 
that 85% of attacks resulting in a data 
breach were not highly difficult for attack- 
ers, requiring neither high skill levels nor 
significant resources. And 96% of breach- 
es could have been stopped through the 
use of controls classified as either "sim- 
ple" or "intermediate." 

"It certainly looks like we're mak- 
ing it easy for hackers to do their job," 
Martin says. 

It Came From Within 

According to Solera Networks' "Second 
Annual Network Forensics Market Survey," 
96% of IT and security staff feel threatened 
by employee Web activity. Obviously, 
employee education is vital to protecting the 
enterprise, but how can IT determine if user 
education has actually sunk in? 

Martin recommends creating emails that 
simulate phishing attacks and seeing how 
many employees fall for them. 

Much trickier to deal with are deliberate 
thefts by insiders who have legitimate 
access to sensitive data. "In many cases, 
audit logs are your best way to discover 
internal attacks, but those may not actually 
tell you anything useful until an attack has 
already happened," Martin says. 

Eternal Vigilance 

Solera Networks' Schlampp cautions 
against approaching risk assessment with 
snapshot-in-time thinking: that you're either 
secure or you're not. 

Risk isn't something that only needs to be 
assessed periodically, like disaster recovery 
plans. Exploitable weaknesses are constant- 
ly being uncovered, and attackers' methods 
are continually evolving. 

"That's the message that has to get out 
there: you have to be doing this every 
day," Schlampp says. "You have to have 
situational awareness every day, and you 
need to have an instant response plan that 
allows you to respond to incidents as 
quickly as possible." 

Eternal vigilance isn't just the price of lib- 
erty. It's also the price of continued opera- 
tional security. □ 
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CLOUD TIPS & TRICKS 



Many Opportunities Exist That Can Help Reduce Risks 




BYCARMILEVY 



As INCREASING NUMBERS of small to mid- 
sized enterprises accelerate their shift into 
the cloud, security is becoming top-of-mind. 

Security is a critical competency if IT is 
going to do cloud computing properly. 
David Senf, IDC Canada's infrastructure 
solutions research director, says security 
tops the list of reasons why companies 
aren't investing in cloud-based technolo- 
gies. Although availability and customiza- 
tion limitations are also among the top 

Top Tip: 

Split Up Tlie Cloud 

Security is often based on control, and tossing 
everything over tine wall to a third party can 
leave IT out of the loop in the event of a breach 
or data loss event. Jack Gold, president and 
principal analyst of J. Gold Associates, recom- 
mends a compromise approach. 

"Think about splitting up the cloud between 
on-premises and off-premises," he says. 
"That way, you can keep some control of 
the processes and data while still taking 
advantage of the cloud-based services 
available from [major providers]." 



concerns, Senf says addressing security 
concerns early can go a long way toward 
driving project success. 

Consider the following tips to ensure 
data, apps, and infrastructure remain 
as secure out there as they do within 
the firewall. 

Assess Your Current State Realistically 

Misunderstanding the true effective- 
ness of existing security tools and 
protocols can cast an early — and often 
negative — pall on cloud implementa- 
tions. Senf says IDC research shows 
security is the top area where companies 
think IT is doing a good job. 

"If you believe you're secure and if you 
believe cloud solutions are less secure, 
which is what most organizations think, 
then there's a natural obstacle towards mov- 
ing toward the cloud," he says. 

Getting real about how effective cur- 
rent security processes are can help posi- 
tion the organization for a more secure 
cloud-based future. 

Assess Data For Cloud-Worthiness 

Most organizations should be paying 
more attention to the security sensitivity 
of their data. By understanding what 



data can be trusted to be stored, ac- 
cessed, and managed in the cloud and 
what data is best left out-of-scope for 
cloud deployment, organizations can 
more precisely manage stakeholder risk. 
Similarly, some apps, such as real-time, 
transaction-based services, may be better 
suited for cloud deployment than others. 

"You have to start asking questions 
around risks and data sensitivity, and you 
have to begin looking more closely at 
your inventory of applications, which not 
a lot of companies do," Senf says. "They 
say they do, but they don't." 

The benefits of this approach can be 
particularly beneficial in heavily regulat- 
ed sectors. 

Boost Network Redundancy 

Network performance is especially cru- 
cial in the cloud, as local functionality is 
often completely lost if connectivity fails. 
Routine outages can quickly become 
business-threatening events in a heavily 
cloud-based environment. Security in the 
cloud, then, is as much related to access 
as it is to protection. 

"While networks are fairly robust, do 
make sure you have redundancy in your 
networks in case one access method goes 



down, so you can use the backup and 
still access the cloud service," says Jack 
Gold, president and principal analyst of 
J. Gold Associates. 

Gold says network traffic should also be 
completely encrypted to mitigate exposure 
in the event of data interception. 

Tie Hardware Refresh 

To Cloud-Based Security Competency 

Although some IT professionals believe 
cloud investments go hand in hand with 
hardware removal from the data center, it'll 
be awhile before full-on cloud migrations 
result in complete removal of all corporate 
data center hardware. Network devices 
such as routers and switches, for example, 
increasingly incorporate cloud-aware secu- 
rity capabilities directly into the hardware. 
This tightens IT's control over data integri- 
ty just as it reduces staff workload. 

By incorporating this thinking into its 
acquisition strategy, IT ends up with a more 
secure, efficient, and agile data center. The 
benefits don't end there. 

"More security embedded at the phys- 
ical layer is good news for perfor- 
mance," says IDC's Senf. "It establishes 
a solid foundation for security at the vir- 
tual layer, as well." 




The Smart Choice for Text Retrieval since 1B91 

dtSearcK 



Instantly Search Terabytes of Text 

"Bottom line: dtSearch manages a terabyte of text in a single index and 
returns results in less than a second" - InfoWorld 
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SECURITY 



Advanced Evasion Techniques 

Cybercriminals Up The Ante 



Key Points 



• Cybercriminals may be getting away from 
developing new threats and turning their 
attention to the ways in which they can 
deliver existing malware most effectively. 

• Equipment vendors are usually skeptical 
about the viability of newly identified 
threats, so it may be some time before 
these threats are addressed. 

• Patching all systems regularly is another 
common-sense practice administrators 
can implement to reduce their vulnerabili- 
ties. Promoting good security habits in the 
installed user base is also essential. 



by Sixto Ortiz Jr. 

Today, the motivation for cybercrimi- 
nals has evolved beyond simple hacker 
bravado and into actual money-making 
opportunities. Perhaps most alarmingly, 
rogue states across the world are keenly 
interested in using digital methods to steal 
information, so cybersecurity is now a 
very real national security issue. 

AETs (advanced evasion techniques) 
are not a new type of threat per se, but 
rather a new way to deliver existing 
threats. The cybercriminal arsenal is 
quite extensive, so many times the key 
issue is figuring out how to deliver these 
threats. Read on to learn more about AET 
and the steps organizations need to take to 
protect themselves. 

AETs Defined 

So, what are AETs? In a nutshell, AETs 
can be considered a Swiss Army knife of 
evasion techniques. In other words, 
instead of relying on a single method to 
deliver a malware payload, AETs leverage 
multiple evasion techniques simultaneous- 
ly to defeat network defenses. 

Matt McKinley, U.S. director of prod- 
uct management for Stonesoft (www 
.stonesoft.com), uses the analogy of a 



system designed to recognize speech pat- 
terns on a phone system to ferret out sus- 
picious language, such as "terrorist plot." 
Such a system could be foiled if a differ- 
ent language were used in a conversa- 
tion, although this evasion technique 
could be easily defended by simply 
making the system conversant in that 
language. AETs up the ante, adds 
McKinley, by using a combination of 
languages; since there are several hun- 
dred languages in use today, he adds, this 
represents a significantly larger possible 
set of combinations that must be matched 
to protect the system. 

Matt Watchinski, senior director of the 
Vulnerability Research Team at cyber- 
security provider Sourcefire (www. source 
fire.com), says there aren't AETs, but 
simply evasion techniques, which he 
defines as any technique or method used 
to conceal malicious content from known 
detection techniques. Examples of known 
evasion techniques, he adds, include 
using Javascript to encode malware pay- 
loads and IP segmentation/TCP segmen- 
tation, where an attack is disguised by 
breaking it up into smaller portions 
(requiring the intrusion detection system 
to reconstruct the message before it is 
able to detect the attack). 



The AET Threat 

For appropriate defenses to be devised, 
administrators must understand the kind of 
threat that AETs pose to organizations today. 

Stonesoft' s McKinley says it's impor- 
tant to understand that AETs themselves 
are not a threat; rather, AETs serve as a 
way to deliver malware into an enterprise 
while bypassing sophisticated defens- 
es such as IPS, IDS, or NGFW (next- 
generation firewalls). Because AETs are 
designed to deliver malware without 
detection, this makes them "one of the 
most serious security threats facing enter- 
prise network security today," he adds. 
Dealing with single exploits, McKinley 
says, is relatively easy because security 
vendors can build fingerprint- and signa- 
ture-based protection quickly. This is not 
the case with AETs. 

Jim Kelton, managing principal at 
Altius IT (www.altiusit.com), says threats 
vary with specific targets; high-profile 
enterprises and high- value targets, prod- 
ucts, and services are most at risk simply 
because they enjoy a higher level of atten- 
tion. And even though many organizations 
are often concerned about the IT implica- 
tions of an attack, management should be 
equally concerned about potential damage 
to an organization's reputation. 

Vulnerable Points 

It's important that enterprises under- 
stand what specific conditions can make 
them vulnerable to AETs. Any vulnera- 
bilities that are identified should be 
quickly shored up so the possibility of an 
attack can be avoided. 

Networks that use IDS alone or a poorly 
equipped IPS are at greater risk, says 
Stonesoft' s McKinley. In addition, he says, 
systems that rely on using an IPS to protect 
the network instead of going through the 
process of patching servers and worksta- 
tions are also at risk, because AETs need 
vulnerable targets to be effective. 

The classic problem of failing to keep 
system security up-to-date is another con- 
dition that can make an enterprise more 
vulnerable, says John Mariotti, president, 
CEO, and founder of The Enterprise 
Group (www.shape-shifters.com). Add to 
this the explosion of mobile devices 
accessing corporate networks from just 
about anywhere and you have enterprises 
that can truly be vulnerable to attack using 
techniques such as AETs, he adds. 

Part of the problem is that enterprises 
are frequently in reactionary mode when 
it comes to managing security incidents, 
says Altius IT's Kelton. In order to make 
their organizations less vulnerable, 
administrators should conduct a top-down 
IT assessment to identify risk areas. Once 
the risk assessment is done, an IT risk 
treatment plan can be developed that 
reduces risk to acceptable levels. 

Protect The Enterprise 

So, what are some concrete steps enter- 
prises can take to protect themselves from 
the AET threat? Because AETs are such a 
new threat, the answer may not be straight- 
forward or self-evident. The reality, says 
Stonesoft' s McKinley, is that today there 
are no security solutions in existence 
that can protect 100% against AETs. But, 



enterprises can protect themselves by using 
software-based security solutions that are 
easier to update, he adds. Another key ele- 
ment is central management of network 
devices: managing all devices from a cen- 
tral location or console provides the ability 
to immediately respond when an AET 
attack is discovered, says McKinley. 

IT risk assessments, says Kelton, can be 
used to prevent these types of risks. A risk 
assessment, he adds, is a process enter- 
prises can use to identify assets, threats to 
assets, vulnerabilities, and potential 
impacts from those threats. The higher the 
impact, the larger the number of pro- 
tective measures must be in place to 
defend against threats, including AETs. 
McKinley points out that vendors can be 
resistant to change when new discoveries 
occur, especially if they have to look into 
fixing vulnerabilities in their own product 
lines. Sourcefire' s Watchinski recom- 
mends that administrators ask security 
vendors about the steps they take to detect 
known evasion techniques and consult 
independent reports to determine how 
well specific vendors' products defend 
against real- world evasion techniques. 

New Solutions? 

AETs are such a new threat that network- 
ing equipment vendors are still trying to 
decide how to address the problem (if at all, 
in those cases when vendors are skeptical 
about the viability of AETs). Good security 
best practices — such as performing risk 
assessments and ensuring vital security 
measures are kept up-to-date — can go a 
long way toward protecting enterprises from 
AETs and any future threats that will surely 
arise in the future. 



AETs In Action 

Amit Klein, CTO at Trusteer (www.trusteer 
.com), says the ZeuS Trojan uses AETs 
(advanced evasion techniques) to 
create a Registry entry in the victim's 
computer that then creates a machine- 
specific file. The Trojan then infects the 
browser in the system and captures 
information entered by the user into Web- 
based forms (such as usernames, pass- 
words, etc.). This Trojan, says Klein, has 
been used to steal banking information, 
and is even used for corporate and gov- 
ernment espionage. 
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News 



Enterprise Social 
Software Use 
On Tlie Upswing, 
Gartner Reports 

Although adoption of social software aimed at 
enterprises isn't escalating at the same pace 
of consumer-targeted applications such as 
Facebook and Twitter, revenue from the seg- 
ment was expected to hit $664.4 million last 
year, up 14.9% from 2009. That's according to 
a recent Gartner forecast that also projects 
enterprise social software revenue for this year 
will jump 15.7% from 2010 to $769.2 million. 

Tom Bid, Gartner vice president of research 
and author of the report "Convergence: Re- 
structuring the Enterprise Social Software 
Market, Worldwide, 2010," says enterprise 
social software has been around since about 
2004 with the advent of wiki technology. 




"What has happened is people were tired of 
doing unnatural acts with email in terms of 
ways to share information or find people or 
carry on the ability to work together but work 
together in a physically distant relationship," he 
says. "Collectively, people were finding they 
needed to more or less augment a number of 
the tools they were most commonly using to 
communicate. Things like email and IM just 
weren't cutting it . . . people really needed a 
way to do better one-to-many, as well as many- 
to-many, styles or modalities of communication 
and collaboration." 

Eid says some companies that experimented 
early on with such consumer applications as 
MySpace, Twitter, and Facebook realized, 
"Hey, this stuff is pretty good in terms of im- 
proving the timeliness of the interaction I can 
have, as well as the depth of the interactions 
we can have." For the most part, Eid says, "a 
group response is better than a whole series of 
selected individual responses." With enterprise 
social software, he explains, "you kind of get 
this overall power of the collective." 

Blogs, Communities & IVIore 

Gartner states enterprise social software 
applications are utilizing such technologies 
as blogs, communities, discussion forums, 
expertise location, feeds and syndication, 
social bookmarks, wikis, and integrated plat- 
forms/suites. Key adoption factors include 
cloud-based and SaaS delivery methods, 
with Gartner citing that of more than 80 ven- 
dors it tracks in the marketplace, about 50 
use those delivery mechanisms. 

Early enterprise social software adopters, Eid 
says, were aligned to consumer- or content- 
centric industries, such as financial services. 
Now, higher-profile and durable goods manu- 
facturers (car companies, appliance makers, 
etc.), retailers, live sciences and pharmaceuti- 
cals, and high-tech companies "have done a 
good job of utilizing technologies." Presently, 
companies independent of size are making 
enterprise social software a core part of their 
business, Eid says, utilizing software in terms 
of product design and development, services 
design, vetting ideas across broader communi- 
ties, expertise location, answer marketplaces, 
response mobilization, self-service, marketing, 
and the overall customer experience. 

by Blaine Flamig 
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CASE STUDY 



Phone System Flexibility 

Alteva Helps Concierge Company Improve Service 



by Sue Hildreth 
• • • 

For many companies, the phone system 
is a critical link to customers and suppli- 
ers. It's more immediate than email and 
can be essential to maintaining the profes- 
sional image of the firm. For Abigail 
Michaels, a nationwide concierge service 
to residential and commercial building 
tenants and owners, the efficiency of daily 
operations depends on having a quality 
phone system to answer and respond to 
tenant needs, including handling moving 
arrangements, clean- 
ing services, rental 
car requests, restau- 
rant reservations, 
and event catering. 

So when the com- 
pany began having 
problems with its first 
VoIP system a few 
years ago, it was a 
serious concern. The 
VoIP provider did not 

maintain the data lines, which were handled 
by the local phone company, so both would 
blame the other for the poor quality and 
dropped calls. 

"We decided that the solution was to 
look for a phone company that would also 
maintain the data lines, so that the only 
person they had to blame was them- 
selves," says Greg Flood, director of strat- 
egy and operations for Abigail Michaels. 

Need For Caller ID & More 

Abigail Michaels provides most of its ser- 
vices under the names of its client firms, 
which include building management com- 
panies. Employees answer the phone as if 



they were calling. That really narrowed 
the field." 

Abigail Michaels selected Alteva' s 
Hosted VoIP Communications (www 
.altevatel.com) to serve the concierge ser- 
vice's call centers in New Jersey, New 
York, and Pennsylvania. For hardware, the 
company selected Polycom HD IP650 
handsets. The IP650 is a six-line VoIP 
phone that can be expanded with an add-on 
module as the business grows. The handset 
can be programmed as an office extension 
and used anywhere the employee is able to 




Alteva 



COMMUNICATIONS. 

UNIFIED. SIMPLIFIED. IN THE CLOUD 



log on to the Internet, such as at home or in 
an alternate office — a potential solution 
should Abigail Michaels face an interrup- 
tion of business in the main offices. 

Why VoIP 

Abigail Michaels has used VoIP for 
eight years and, despite initial problems 
with poor call quality, today remains a 
proponent of VoIP over traditional land- 
line systems. One reason is the flexibility 
of being able to reprogram handsets and 
quickly redirect incoming calls to other 
VoIP extensions. The system's auto atten- 
dant can be programmed to direct callers 
with differing needs to the appropriate 



"We decided that the solution was to look 
for a phone company that would also 
maintain the data lines, so that the only 
person they had to blame was themselves." 

-Abigail IVIichaels' Greg Flood 



they are employees of the client company, 
not Abigail Michaels. Because of this, the 
company needed a system that could pro- 
vide caller ID — not just the number of the 
caller but the name — so employees would 
know how to answer the phone. Flood 
dropped one promising contender because it 
only provided the caller's number. 

Another requirement was the ability to 
provide outbound caller ID that could 
portray Abigail Michaels staff as being 
from whichever client firm it was repre- 
senting at the time. 

"We are contractually obligated not to 
ever appear as Abigail Michaels, so in 
the past we blocked the caller ID. But 
that led to people assuming it was a tele- 
marketing call and not picking up the 
phone," Flood says. "I needed a compa- 
ny that was willing to give us multiple 
outbound caller IDs so that each person 
could select the ID depending on who 



Abigail Michaels employee. It also turns 
the system on and off based on pre- 
programmed hours of operation. 

New employees can be provisioned in 
just a minute or two via the administrative 
interface, and other tasks such as chang- 
ing the hours of operation can be done in 
minutes. Flood says he can also add a new 
client to the system, add the phone num- 
bers associated with the client, and route 
those to Abigail Michaels employees 
within a few hours. Employees can get 
their voice messages via phone and via 
email as .WAV attachments. 

For staffers working outside the main 
call centers, such as in one of the build- 
ings being served, calls can be directed 
to their locations and, if they don't 
answer the call, forwarded back to the 
call center or main office. Likewise, if 
one of the offices has a problem such as 
an electrical outage, the calls to those 



employees could be rerouted to other 
staffers or to a temporary office else- 
where. "If something were to happen, 
like fire or flood, I could just log on to 
the portal and have all the calls redirect- 
ed," Flood says. 

Benefits Of Hosting 

Outsourcing to the cloud is an increas- 
ingly common option for enterprises of 
any size that prefer to offload the cost and 
effort of managing IT systems to a 
provider that specializes in it. Gartner has 
forecast growth in 
software as a service 
for all types of enter- 
prise applications to 
reach $10.7 billion 
this year, up from 
$7.9 billion in 2009. 
Hosted IP PBX ser- 
vices reached $3.4 
billion last year, up 
$15.3% from 2009, 
according to an esti- 
mate by ABI Research. 

By outsourcing the phone system, 
Abigail Michaels saves itself time and 
expense involved in maintenance and 
management that on-premises systems 
require. Small hassles, such as malfunc- 
tioning phones, can be dealt with by send- 
ing phones back to Alteva for new ones. 
Larger problems such as call quality issues 
are dealt with by Alteva, which spares 
Abigail Michaels the cost of maintaining 
an IT staff to manage and troubleshoot 
onsite servers. 

"We don't have to lay out capital to buy 
a server, and we don't have to replace it 
when it becomes out of date. In fact, we 
don't have to deal with any onsite servers 
anymore," he says. "Not only our phones, 
but [also] our database and email servers, 
are hosted. If there's a problem, they can 
fix it faster. If we had to update hardware 
all the time, we'd need a full-time IT per- 
son on staff." 

Flood reports no problems with call quali- 
ty or service with the new Alteva system, 
other than one bad handset the company had 
to exchange. The only drawback is that 
access to call data, including trends, number 
of calls per client, and volume per day, has 
been limited. Rather than getting it himself 
via a portal. Flood has to fill out a request 
for specific data. However, he is hoping that 
feature will be added in a future release. 



Alteva Hosted VoIP 
Communications 



Provides enterprise phone connectivity over 
IP networks. Customers administer the sys- 
tem through an online portal and choose 
from several lines of handsets, including 
Cisco and Polycom. Alteva provides 
service in all 50 states and 14 countries. 

"If there's a problem, they can fix it faster. 
If we had to update hardware all the time, 
we'd need a full-time IT person on staff," 
says Greg Flood, director of strategy and 
operations for Abigail Michaels. 

(877)258-3821 I www.altevatel.com 
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Buying Tips: 

Rackmount 
Servers 



by Joanna Clay 

Get ready to gear up for an investi- 
gation, because purchasing a rack- 
mount server requires some serious 
shopping strategy. Prior to your 
search, it's wise to assess the unique 
tiers of your business, so you know 
the requirements of different depart- 
ments, including IT services, in-house 
end users, and mobile workers. 

Jon Blaha, Dell sales broker for 
World Data Products (www.wdpi.com), 
says there are several considerations 
server buyers must keep in mind, name- 
ly budgeting, knowing your infrastruc- 
ture, and comparing brands. Most 
importantly, Blaha says, buyers need to 
look for the most bang for the buck. 

Build for your budget. As a buyer, 
you need to ask yourself several ques- 
tions regarding the number of employees 
you support, the type of software you 
need to run, how fast the server needs to 
process data, and how much drive space 
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you're really going to need. A consultant 
can also help you determine what is 
going to be best for your enterprise. 

Problem-solving. What type of story 
problem describes your company? Do 
you already have a lot of data storage but 
need to repurpose it? Do you need to 
attach additional backup to your com- 
plete system? Or do you require a new 
level of maintenance and support that 
comes with a rackmount server upgrade? 
In essence, you need to decide which 
problem is worth solving. Calculate how 
much storage space your desktop 
systems occupy and then divide 
that number by the amount of 
time it took to accumulate that 
data. This is a helpful way to 
determine how much data you 
produce monthly. 

Infrastructure capabilities. 
A smart buyer will do her 
research to determine which 
products will best fit within the 
infrastructure; metaphorically 
speaking, smart buyers observe 
the front of the puzzle box 
before assembling the puzzle. 
"For example, [if] a client is 
trying to do VMware (server 
virtualization), it's important 
that they find out what prod- 
ucts will and have been good 
to support such a complex 
application," Blaha says. 

Brand before the buck. 
Reliability will get you far in 
the rackmount server mar- 
ket, and there's no reason 



Key Terms 



Configuration. Refers to a server's spe- 
cific setup (CPU, RAM, PCI-E cards, etc.) 

Integrated devices. Servers come 
with many devices and features built-in, 
including SATA storage, IPMI, and 
network controllers. 

Regulatory and certification 
compliance. Hardware must meet 
certain relevant laws and regulations, 
and rackmount servers are no exception. 
Certifications such as RoHS power 
compliance can come into play. 

Scalability. Rackmount servers with 
scalable features allow for increasing 
amounts of data and will support 
additional resources. A scalable server 
typically has greater longevity. 



not to be picky about your investment. 
Compare popular rackmount vendor 
brands and don't be afraid to scrutinize 
the quality. "Almost all brands out there 
offer a similar type of performance. 
However, what makes the biggest differ- 
ence is dependability," Blaha says. 
"Think of it like buying a car. All [of 
them] do just about the same thing, but 
they all have different upkeep or repair 
needs. Always remember that no matter 
what type or brand you buy, it will always 
lose value and it will break down no mat- 
ter what brand." E9 
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AlphaServer GS160 Model 16 

Base System for OpenVMS 

• DY-160CG-AA 

• One Alpha 21264 Processor 1224 MHz 

• Four Quad Building Blocks 

• One 14-Slot PCI Shelf 

• OpenVMS Operating System License 

ALSO AVAILABLE: 

• Additional 1224 MHz CPU w/SMP 

• Additional Memory 

• Additional PCI Shelves 

• Additional PCI Options 
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Authorized COMPAlX Reseller 

WE WILL BUY YOUR USED HARDWARE! 




Pegasus Buys, Sells and Offers Depot Maintenance 
& Flat Rate Repair On: 

KronosTime Clocks, Flat Panels, 
POS & Symbol, HHP, PSC,Telxon, 
Metrologic, Barcoding Equip 



We can supply any configuraton you 
need. If you have clocks Installed and 
need a specific KOS version we can 
help you. Same Is true on I/O Boards. 

Specialize in 420G, 440B, 
460F, 480F, 551, and 4500's 




Ethernet Daughter Board, Modem Option, 
Remote Readers, Bell Relays, Master Sync, 
Battery Backup Kit, Dual Reader, I/O Board, 
External Reader I/O Board, Touch ID 



3^ 



Pegasus Computer Marketing, Inc. 

(800) 856-2111 I www.pegasuscomputer.net 



Magnext Ltd 

7099 Huntley Rd, Suite 104 1 
Columbus, OH 43229 DATA BACKUP SOLUTIONS 





m 



NEW & REFURBISHED AUTOLOADERS & TAPE LIBRARIES 
UPGRADE PACKAGES FOR HIGHER PERFORMANCE & CAPACITY 
TAPE LIBRARY REPAIR SPECIALISTS - STOCK lOOO'SOF PARTS 



LTO • DLT • SDLT 
9840 • 9940 • TIOK 

Magnext stocks tape drive 
modules for your tape library 

Call for best pricing! 

Committed to providing high-value^ high-guality, products to the iJ marketpiace 





Thanks to DMD, we 
don't have to sit on 
our old computer 
equipment anymore. 



retrieve furbish - reuse = recycle - remarket 
We Purchase: We Offer: 



Computers/Laptops 
Networking Equipment 
Power/Environmental 
Telecom mu nications 
Complete Data Centers 
Printers 



Asset Tracking/Reporting 
Deinstallation/Packing/Transportation 
DOD Level Data Destnjction 
Epa Recycling/Reuse 
Ongoing Support Plans 
Technology Refresh/Install Programs 



At DMD Systems Recovery, we remove the headache from asset 
disposal. We can manage the whole process from deinstallation to 
asset remarketing. We worry about data destruction, EPA 
regulations, logistics, and insurance so that you don't have too. 
Don't tie up your resources or take chances with you data or 
environmental issues. Call DMD today 



DMD SYSTEMS ReCOVCRV, INC. 

A aiieh1l]r Dirrarsnt Campany"' 
rail n't a«: |B77» 777-0651 PtlOfla: ;BD2)3DT'01Bg FU: (802)307-0181 

OKrov.dmg QUAttT Y GOODS and SE nV(C ES lor I nOuSlry — ^- 
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PRODUCT SPOTLIGHT 



Rackmount Servers 



Aberdeen Stirling 163G 




The 1 U Stirling 1 63G from Aberdeen uses a GPU in 
addition to a CPU to perform general-purpose scientific 
and engineering computing tasks. Stirling 163G servers 
are designed to boost performance at 1/1 0th the cost 
and 1/20th the power consumption of the latest quad- 
core CPUs. 

• 1 U form factor with support for two double-width 
GPU cards 

• Configurable with Nvidia Tesia or Fermi GPUs 

• Up to 12 CPU cores (dual six-core Intel Xeon 
5600 processors) 

• Up to 1 92GB DDR3 memory capacity 

• Three 3.5-inch SATA drives with RAID 0, 1 , 5, and 
10 support 

• Optimized for HPC and GPU supercomputing 

• Five-year warranty 

Best For: High-end, high-density GPU applications 
requiring high arithmetic intensity. 



Aberdeen Stirling 266G 




The 2U dual-node Stirling 266G GPU server from Aber- 
deen provides endless computational scalability for high- 
bandwidth problems such as sequencing (virus scanning, 
genomics), visual computing problems such as graphics, 
and image processing. GPU computing uses a CPU 
and GPU together in a heterogeneous computing model, 
wherein the sequential part of the application runs on 
the CPU and the computationally intensive part runs on 
the GPU. 

• 2U form factor with support for two double-width 
GPU cards 

• Configurable with Nvidia TesIa or Fermi GPU cards 

• Up to 12 CPU cores (dual six-core Intel Xeon 
5600 processors) 

• Up to 1 92GB DDR3 memory per node 

• Six 3.5-inch SATA drives per node 

• Optimized for HPC and GPU supercomputing 

• Five-year warranty 

Best For: A range of graphical and computationally 
intensive applications, such as medical, energy, tele- 
communications, finance, science, and engineering. 



Dell PowerEdge R910 
4U Rack Server 




The high-performance, 4-socket 4U PowerEdge R910 
rackmount server from Dell boasts built-in reliability for 
CPU, memory, hardware, and hypervisor specifications. 
The Lifecycle Controller and embedded diagnostics 
enable advanced reliability, availability, and service capa- 
bilities. The PowerEdge R910 is designed as a building 
block to create a more efficient data center by way of sim- 
plifying standard operations and implementing processor 
security configuration. 

• Hypervisor redundancy available via internal dual 
SD module 

• Supports eight-core Intel Xeon 7500 series processors 

• Hard drive options include 50GB 2.5-inch SATA SSDs 
or 146GB/300GB/600GB 2.5-inch SAS drives 

• Rack optimization includes sliding Ready Rails for 
4-post tracks, static Ready Rails for 2- and 4-post 
racks, and optional cable management arm support 

• Management through Dell OpenManage and Unified 
Server Configurator 

• Lifecycle Controller options are IDRAC6 Express, 
iDRAC6 Enterprise, and vFlash 

Best For: Establishing an efficient infrastructure to ensure 
reliability, security, and data center cost reduction. 

Price: Starts at $7,368 



IBM Power 730 Express 




Able to consolidate Unix and x86 Linux workloads, the 
IBM Power 730 Express server optimizes server work- 
loads and manages energy efficiently in order to help 
reduce data center costs. The server features IBM 
P0WER7 processors, PowerVM technology. Intelligent 
Threads technology, and Active Memory Expansion. 
The intelligent energy management features ensure 
increased performance per watt and reduced operation 
frequency if required. 

• EnergyScale Technology promotes operational 
growth even when energy is limited 

• Light Path Diagnostics rapidly detect hard- 
ware problems 

• P0WER7 processor modules (two per system) 
include eight-core 3/3.7GHz, 12-core 3.7GHz, or 
16-core 3.55GHz 

• Supports AIX, IBM i, and Linux for power operat- 
ing systems 

• PowerVM virtualization balances workloads by 
sharing multiple resources 

Best For: Data centers running on multiple application 
and infrastructure workloads inside a virtual environment. 



Silicon Mechanics 
Storfornn iServ R518 




The Storform iServ R518 from Silicon Mechanics is a 
4U bare-metal storage server, meaning admins are free 
to install the storage management software of their 
choice. The R518 has front and rear drive deployment 
for high-density, high-capacity storage and is readily 
expandable using Silicon Mechanics Storform JBOD 
products. The R518 is powered by six-core Intel Xeon 
5600 series CPUs and features Intel Turbo Boost and 
Hyper-Threading technologies, DDR3 memory, and up 
to 12MB cache. 

• 4U storage server with front and rear drive deployment 

• Two Intel Xeon 5600 series CPUs 

• 12 DDR3 DIMM sockets 

• Five PCI-E expansion slots 

• 36 hot-swap SAS/SATA drive bays: 24 front, 12 rear 

• Redundant 80 PLUS Gold certified power supply 

Best For: Affordable high-density, high-capacity storage. 
Price: Starts at $5,076 



Silicon Mechanics 
Rackform IServ R422 




The Rackform iServ R422 from Silicon Mechanics is an 
, enterprise-level 2U rackmount server. The R422 is a 
powerhouse, with capacity for eight-core Intel Xeon 7500 
series CPUs and 32 DDR3 DIMMs. In addition to Intel 
Turbo Boost and Hyper-Threading technologies, the 
I R422 includes such high-end features as recoverable 
machine check architecture and integrated Intel Scalable 
Memory Interconnect and Scalable Memory Buffers for 
high-speed links and high-capacity bandwidth. 

• 2U 4-socket rackmount server 

• Four Intel Xeon 7500 series CPUs 

• 32 DDR3 DIMM sockets 

• Up to 24MB cache 

• Four PCI-E expansion slots 

• Six hot-swap SAS/SATA drive bays 

Best For: Virtualization and deployments requiring 
multi-processor power and high memory counts. 

Price: Starts at $9,489 



Product 



Description 



Product 



Description 



Price: Starts at $15,230 
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E R V E R S 



Processofs Product Spotlight highlights options available in key data center product categories, providing product information side-by-side for easy comparison. 

Compiled by Joanna Clay 



HP ProLiant DL580 G7 




The HP ProLiant DL580 G7 is a scale-up server 
designed with reliability to support the most demand- 
ing, data-intensive x86 workloads. Based on the latest 
Intel Xeon 7500 Series processors, the new systems 
architecture accelerates virtualization and eliminates 
performance bottlenecks. HP ProLiant servers are the 
building blocks of an HP Converged Infrastructure— a 
blueprint for the data center of the future. 

• Increases administrator productivity with iLO 3 
(Integrated Lights-Out) Advanced remote 
console management 

• Improves data center utilization, reclaims over- 
provisioned energy, and triples data center capacity 
with HP Insight Control with Dynamic Power Cap- 
ping technology 

• Eliminates overprovisioning of power capacity with 
HP Intelligent Power Discovery 

Best For: Business-critical data center deployments and 
virtualization environments. 

Price: Starts at $9,249 



HP ProLiant DL585 G7 



i; 




The HP ProLiant DL585 G7 server delivers industry- 
leading efficiencies to reduce costs in both capital and 
operating budgets. Based on the latest AMD Opteron 
6100 Series processors, this server supports up to 
512GB of memory to maximize performance. HP 
ProLiant servers are the building blocks of an HP 
Converged Infrastructure— a blueprint for the data 
center of the future. 

• Increases administrator productivity with iLO 3 
(Integrated Lights-Out) Advanced remote 
console management 

• Improves data center utilization, reclaims over- 
provisioned energy, and triples data center capacity 
with HP Insight Control with Dynamic Power Cap- 
ping technology 

• Eliminates overprovisioning of power capacity with 
HP Intelligent Power Discovery 

Best For: Server virtualization, server consolidation, 
multitiered enterprise applications, and corporate infra- 
structure applications. 

Price: Starts at $8,579 



IBM Power 710 Express 




The IBM Power 710 Express is a high-performance 
application server that offers support for up to eight 
P0WER7 cores within a dense infrastructure. This 
model features the P0WER7 Intelligent Threads tech- 
nology and is able to switch between one and four 
execution threads. Additionally, IBM's Active Memory 
Expansion makes more usable memory available. 
PowerVM technology is available in four configurations, 
including POWER Hypervisor, PowerVM Express 
Edition, PowerVM Standard Edition, and PowerVM 
Enterprise Edition. 

• Intelligent energy management features can conserve 
power and promote efficiency 

• RAS features maintain business operations to sustain 
a growing work environment 

• Includes up to six SSDs or SAS drives, up to 1 .8TB 
disk capacity, and four low-profile PCI adapter slots 

• EnergyScale technology includes power trending, power 
saving, power capping, and thermal measurement 

Best For: Data centers that need the support for 
fast transactions as well as Unix/AlX, IBM i, and Linux 
deployments. 

Price: Starts at $5,852 



Silicon Mechanics 
Rackfornn nServ A109 




Supermicro SuperServer 
6016GT-TF-FM205 




Supermicro SuperServer 
6026TT-GIBQRF 



The just-released Rackform nServ A109 from Silicon 
Mechanics brings greater power and efficiency to the 
affordable entry-level server. With a four- or six-core 
AMD Opteron 4100 series processor, admins have 
access to HyperTransport technology, two channels 
of DDR3 memory operating at up to 1 ,333MHz, 6MB 
of L3 cache, and advanced power management fea- 
tures such as Cool Speed and Enhanced APML (Ad- 
vanced Platform Management Link) with Precision 
Thermal Monitor. 

• 1 U single-socket rackmount server 

• One AMD Opteron 4100 series processor 

• Four DDR3 DIMM Sockets 

• 6MB L3 cache 

• One PCI-E 2.0 expansion slot 

• Two fixed SATA drives 

Best For: Entry-level workloads relying on efficient 
power and the Intelligent Platform Management Interface 
with KVM over LAN integration. 

Price: Starts at $987 



The 1 U SuperServer 6016GT-TF-FM205 rackmount serv- 
er from Supermicro features an Intel Xeon 5600/5500 
I processor and 1 92GB of DDR3 1 333/1 066/800MHz ECC 
Registered DIMM. The SuperServer 6016GT-TF-FM205 
also features the Super X8DTG-DF motherboard (with dual 
1,366-pin LGA sockets). 

• Supports RAID 0, 1 , 5, and 1 

• Comes integrated with two Nvidia Fermi M2050 
GPU cards 

• Intelligent Platform Management Interface version 
2.0 with support for virtual media over LAN and KVM 
over LAN 

• Intel 82576 dual-port Gigabit Ethernet controller with 
support for 10BASE-T, 100BASE-TX, 1000BASE-T, 
and RJ-45 output 

• 80 PLUS Gold Certified power supply 

Best For: Environments that would benefit from high 
compute density and uniform large-scale deployment- 
based rackmount solutions. 

Contact: (408) 503-8000 I www.supermicro.com 



The SuperServer 6026TT-GIBQRF from Supermicro has 
a 2U rackmount configuration that features integrated 
IPMI 2.0 with KVM and dedicated LAN. This model 
includes computing nodes with onboard QDR InfiniBand 
for 40Gbps high-bandwidth connectivity. It features addi- 
tional support for up to 12 hot-swap 3.5-inch SAS/SATA 
drives for increased I/O provision. 

• 1 ,400W high-efficiency power supply with 80 PLUS 
Gold Certification 

• Dual 1 , 366-pin LGA sockets with support for up to two 
Intel 64-bit Xeon processors 

• Supports memory mirroring plus single- and double-bit 
error detection and correction 

• Supports up to two double-width GPU cards via native 
PCI-E 2.0x1 6 slots 

• Dual Intel 82574L Gigabit Ethernet controllers with 
10BASE-T, 100BASE-TX, and 1000BASE-T output 

Best For: Environments requiring hot-swap server capa- 
bilities for power savings and space sharing. 

Contact: (408) 503-8000 I www.supermicro.com 
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News 



Android Closing 
Tlie Gap Witli 
Tlie iPlione 

More Americans own smartphones running 
Apple's iOS tlian any otiner operating system; 
inowever, more people are buying smartphones 
that run Google's Android OS, according to 
figures provided by the Nielsen Company. 

The iPhone has enjoyed stable consumer 
sales levels in the United States for the 
past six months. Nearly 27% of U.S. smart- 
phone buyers chose Apple's popular hand- 
set, which has commanded 28% or more 
of the U.S. consumer market since the 
middle of 2010. The Android OS' new sales 
percentage catapulted from 27.5% of U.S. 
smartphone consumer purchases in June 
to 40.8% in November. Android nearly 
matched the BlackBerry's portion of the 
consumer market with a 25.8% piece of the 
pie, up from 15% in June. 

Indeed, the popularity of smartphones pow- 
ered by RIM'S BlackBerry OS has suffered a 
downward trajectory. After a brief period of 
upheaval last summer — the BlackBerry OS 
share of sales to U.S. consumers plummeted 
from 35% to 26.2% in a single month— RIM 
has slid in the rankings to just 19.2% of new 
smartphone sales as of November of last 
year. The BlackBerry OS market share 
among American consumers dwindled from 
33.9% to 26.1% during the same period. 

A Number Of Factors 

Nielsen cautions that margin of error might 
make the OS share race "too close to call." 
The firm also points out that 45% of new 
phone buyers in the United States picked a 
smartphone over a less capable feature 
phone in November, up from 34% in June. 

"A big reason for the growth of the Android 
OS is customer satisfaction," says Andy 
Golub, associate director of research at 
ChangeWave Research. "Google's Android 
OS ranks second to Apple's iOS in our latest 
December ChangeWave Smartphone survey." 

In said survey, 58% of Android customers 
reported that they considered themselves 
to be "very satisfied" with their purchases. 
Among buyers of smartphones with the Apple 
iOS on board, 72% described themselves as 
feeling very satisfied. 

The figures for consumer smartphone pur- 
chasing habits are somewhat mirrored by 
the trends in the enterprise, according to 
Golub. "The Android OS has also been show- 
ing strong momentum in ChangeWave's 
Corporate Buying surveys," Golub says. "In 
particular, we've witnessed a major advance 
for Android in the corporate market for four 
consecutive quarterly surveys in terms of cur- 
rent usage." 

by Marty Sems 




S E R V 



SIX QUICK TIPS 



Choosing A 
Colocation Provider 

Steps To Follow That Will Pay Handsome Dividends 



by Bruce Gain 

Saving millions of dollars in cool- 
ing, electricity, and construction costs by 
using a colocation facility to house 
servers is an attractive proposition. The 
downside, of course, is that placing your 
enterprise's data in the hands of a third 
party involves an element of risk. While 
some of the potential perils are obvious, 
others are not as apparent, such as deter- 
mining whether a provider's disaster 
recovery processes, business plans, and, 
of course, security practices are reliable 
enough to meet your enterprise's needs. 

Check The Continuity Plans 

A service provider may offer exactly 
what you want until the day comes when 
there is a fire, flood, or another disaster 
that destroys its facility. It is thus critical 
to make sure that continuity plans are 
scrutinized on a regular basis, says Clive 
Longbottom, service director for busi- 
ness process facilitation at Quocirca 
(www.quocirca.com). "[As just one 
example], the best co-los will actually 
turn off the electricity in parts of the 
facility at least once a month to ensure 
that UPS and generators operate as 
expected," Longbottom says. "This can't 
be done with things like heat sensors and 
fire suppression systems, though, so best 
to make sure that what is there meets 
best practices with [early warning smoke 
detection] systems and the like." 

Control Access To Your Servers 

A major security concern is ensuring 
that access to your servers is strictly con- 
trolled at any colocation facility your 
enterprise uses. 

"Check for all access policies — only 
named people should be allowed any- 
where near your equipment," Longbottom 
says. "If it needs a specialist skill, that 
skill and person responsible should be run 
past you before the person is allowed in 
the cage/room — and you should have the 
choice of putting one of your trusted peo- 
ple in at the same time." 

Access control should extend all the 
way to the colocation provider's build- 
ing. For example, it is not viable for a 



provider to share a building with another 
company, says Julien Ardisson, COO for 
Strato AG (www.strato.com), a Web 
hosting service provider. Even if the 
other company that uses the same build- 
ing is a legitimate firm, it becomes that 
much more difficult to control who gets 
inside. "Regardless of other [controlled 
access points], sharing a facility creates 
another way someone could possibly get 
in the data center room and leave with 
your data," Ardisson says. "You must 
have full control of the entire building." 

Of course, making sure that only one 
company operates the building is one 
step when it comes to maintaining physi- 
cal security at a particular provider's 
site. Security cameras, physical alarms, 
and locked entrances to the server room 
inside the building should be mandatory. 
Biometric or other smart ID cards should 
also be required for entry to the data cen- 
ter at a colocation facility. 

Consider Your Long-Term Needs 

Business models and enterprises can 
change radically during the course of a 
few years. While it is very difficult to 
gauge your enterprise's exact needs in the 
long term, different best-case-scenario 
growth needs should be assessed. For 
example, if your enterprise will need sev- 
eral dozen new server racks in a few years, 
will the provider be able to handle the 
cooling, power, maintenance, security, and 
other needs of the additional serverware? 

"Customers need to look at the service 
stack to meet changing and evolving busi- 
ness needs — keeping in mind market 
demands and pressures," says Mara 
McMahon, director of product management. 
Data Center Services, Tata Communications 
(www.tatacommunications.com). "With this 
evolution, facility and infrastructure busi- 
ness requirements change. When choosing a 
colocation provider, it is important and even 
vital to know that they will have the ability 
to meet evolving needs." 

Watch The Location 

The location of the provider is critical 
if your enterprise uses the facility to 
house mission-critical servers that run 
applications that users must access from 



BONUS TIPS 



■ Look at the colocator's 
business plan. When choos- 
ing a colocation provider, 
investigate the company's 
growth plans and whether the 
company will likely over- 
stretch itself or stagnate, says 
Clive Longbottom, service 
director for business process 
facilitation at Quocirca (www 
.quocirca.com). Questions to 
ask include: "Are the share- 
holders in for the long term. 



or are they more focused on 
the short-term, 12-week pub- 
lic company horizon, and, if 
private, is an IPO on the 
cards, [and] what would this 
mean for you going forward?" 
Longbottom says. 

■ Find a cost-effective 

provider. A small to medium- 
sized enterprise might only 
have Tier 1 requirements and 
would not need to pay the 



premium price for a provider 
with a state-of-the-art facility 
that can handle Tier 3 data 
center needs. "You must 
determine whether the 
potential colocation provider 
is cost effective and whether it 
really meets your needs," 
says Joe Malec, the St. Louis 
chapter president of ISSA 
(Information Systems Security 
Association; www .issa.org). 



Best Tip: 

Concentrate On 
What Matters Most 

External appearances do not mean much 
when selecting a reliable colocation provider. 
Remember if s your company's data and 
security at stake, so be sure to look beyond 
sleek building designs. It's typically not 
appealing on the outside, but Clive Long- 
bottom, service director for business process 
facilitation at Quocirca (www.quocirca.com), 
says, "A concrete or metal-walled monstrosi- 
ty will tend to be more environmentally easy 
to manage and will provide much higher lev- 
els of security." 

Most Practical Tip: 

Check The Certifications 

Your IT department may have a very talent- 
ed security specialist on staff, but there is 
only so much due diligence you can do as a 
potential customer. Since a colocation pro- 
vider's security practices and plans obviously 
represent a critical concern when deciding 
which vendor to choose, a potential pro- 
vider's audit history and certifications, such 
as ISO 27001 , can help shed an objective 
light on its security practices. "Sometimes it 
is hard to get a full measure of what is in 
place to protect their environment," says Joe 
Malec, the St. Louis chapter president of 
ISSA (Information Systems Security Asso- 
ciation; www.issa.org). "That is why it is 
important to check a colocation facility's 
third-party audits." 

ISO 27001 is the "gold standard," Malec 
says, while adding that other viable certifica- 
tions include SAS 70 Type II in the United 
States (which is being replaced this year with 
the ISAE 3402 and SSAE No. 16 certifica- 
tions) and CICA 5970 in Canada. 



the enterprise in real time. For example, 
even less than a second of lag time for a 
Web-based application to run from a 
server located on a different continent 
might be too long for certain applica- 
tions. It is also important that the coloca- 
tion facility is not too far removed from 
major Internet backbones if latency over 
the Internet is an issue. 

A provider that is located in an area sub- 
ject to flooding, earthquakes, hurricanes, 
or other potential hazards can represent 
additional risks, as well. But even if a 
colocation provider is not based in a high- 
risk area, it is a good idea to make sure 
that the server data and applications are 
mirrored at a backup site in another loca- 
tion, especially if mission-critical data is 
involved. Joe Malec, the St. Louis chapter 
president of ISSA (Information Systems 
Security Association; www.issa.org), says 
a distance between the main and backup 
site should be at least 300 miles. 
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What People Are 
Saying About Windows 8 

Analysts Predict Upcoming OS Will Be For Tablets 



by Jean Thilmany 
• • • 

Although many enterprises are just 
starting to implement Windows 7, and 
others are only thinking about installing 
it, there's already talk of Windows 8. 
Microsoft demonstrated a preliminary 
version of the operating system at the 
2011 International Consumer Electronics 
Show, but that demonstration did little to 
curtail speculation about the future OS. 



Key Points 



• Many analysts expect Windows 8 will be 
targeted at tablet devices. 

• Experts are predicting that Microsoft's 
next Windows OS could be released 
later this year to as far off as 2013. 

• Enterprises not already running 
Windows 7 need not hold out for 
Win8 and should go ahead with 
installing Win7. 



With no official release date in sight, 
some experts predict Win8 will be avail- 
able near the end of 201 1, while others say 
it will arrive in 2012 or even 2013, based 
on the amount of work the previewed sys- 
tem seems to need, says Michael Cherry, 
lead analyst for operating systems at 
Directions On Microsoft. 

Cherry says that the machines Micro- 
soft used to demonstrate the upcom- 
ing OS at CES were not even enclosed 
in boxes. With that in mind, he says, 
"It will take about two years' worth of 
work to finish up what [it needs] to 
do, so we'll likely see it in the 2013 
time frame." 

Runs On A Tablet 

Microsoft also made its biggest 
announcement regarding WinS earlier 
this month: The system will support SoC 
(system-on-a-chip) architectures on x86 
and ARM. 

It is a big deal if WinS does support 
SoC and ARM because the ARM ar- 
chitecture supports tablet devices, and 
this could mean the software giant is 
contemplating a move to tablet-style 
devices. Currently, ARMs are the pri- 
mary architecture used for tablets, says 
Marcel Brown, president of the technol- 
ogy consultancy Marcel Brown Tech- 
nology Services. 

"The question becomes: Is Microsoft tar- 
geting Windows 8 toward tablet computers 



and is it moving up Windows 8 because 
it felt pressure to do so because of the 
iPad?" Brown asks. 

The move to tablet devices seems like- 
ly, he adds, in light of the fact that Win7 
came out only two years ago. Customers 
who have just upgraded to Win7 are not 
likely to undertake another costly upgrade 
so quickly. Brown says. 

Cherry believes Win8 is being released 
to run on portable devices. "So with 
[Win8], we may see a bunch of intriguing 
new devices," he says. "Microsoft right 
now makes the case that Win7 runs on a 
tablet and that you can buy tablets from 
Dell and HP, but really, those look more 
like a laptop than an iPad." 

Because Win8 supports the ARM archi- 
tecture. Cherry says portable devices run- 
ning the OS could be much thinner and 
have a longer battery life (18 hours vs. the 
present eight or nine hours) than those 
running Win7. 

But don't expect long lines for these 
devices the moment they appear. Cherry 
says the Win8 devices will "still be the 
types of things you'll adopt based on 
price and how willing you are to be a 
pioneer. He explains that there are a lot 
of people who are using the first genera- 
tion of a certain technology, and they are 
as happy as can be with it, but others like 
to wait until any kind of hidden surprises 
have been uncovered. 

One plus for those earlier adopters 
of these speculative devices: They will 
have the capability of running the same 
applications on a tablet and a person- 
al computer. 

"The iPad is an interesting device, but 
it runs apps specially made for the iPad," 
Cherry says. "If Win8 can be run on that 
same type of device, the Windows apps 
may have to be changed or modified, but 
they'll have the full Windows operating 
system to work with." 

When To Upgrade 

Over and above any speculation on 
tablet devices, should enterprises that 
haven't yet upgraded to Win7 hold out for 
Win8 instead? Or, should enterprises that 
only just made the move to Win7 already 
be looking to upgrade? 

Brown says not to worry about Win8 
yet. "I'm always of the opinion you 
can't make decisions based on rumors," 
he says. "People are still working with 
problems with Win7 migration. ... I'd 
plan on Win7 for the next couple of 
years, especially if the rumors are true 



that Win8 will be more focused on tab- 
let technology." 

Those enterprises not already using 
Win7 should upgrade without waiting for 
Win 8, Cherry adds. 

"If you're running [WinXP], but the com- 
puter that you own is capable of running 
[Win7], you should be running [Win7] 
because it's a very good piece of work," he 
says. "The only reason you'd not run Win7 
is because you don't have hardware capable 



of running it. But if you think to yourself T 
can last two years and then I'll go to [Win8],' 
that isn't such a good idea," he adds. 

Win8 is expected to include signifi- 
cant changes; therefore. Cherry cautions 
against early adoption. Let Microsoft work 
out the kinks, he says. 

"Win7 is good and still has a five- to 
seven-year time frame ahead of it," he 
adds. "So Win8 becomes the one you want 
to play wait-and-see with." 



"Win7 is good and still has a five- 
to-seven-year time frame ahead of 
it. So WinS becomes the one you 
want to play wait-and-see with." 

- Directions On Microsoft's Miclnael CInerry 



GiADA MI-H67 



by Rod Scher 



New Motherboard Offers Quiet, 
Space-Saving Power 



Giada's MI-H67 is a tiny but surpris- 
ingly powerful motherboard that's per- 
fect for a variety of office applications 
and packed with a number of advanced 
features. If you're thinking about build- 
ing a super-quiet multimedia or theater 
system for office or on-the-road training 
and presentations, or if you're looking 
for ways to equip an office with desktop 
machines without creating a roomful of 
noisy, humming fans, the MI-H67 is 
worth a look — and a listen. 

The MI-H67 supports multiple CPUs, 
including Intel Socket 1155 Sandy 
Bridge Core 17, Core 15, and Core 13 
processors, and it includes the Intel H76 
Express chipset. It can handle two DDR3 
1333MHz memory cards, for a maximum 
of 8GB, and offers three expansion slots 
(two Mini-PCI-E and one PCI-E xl6). 
The MI-H67 supports multiple CPUs, 
including ATI CrossFireX, and provides 
a total of four SATA ports— two SATA 
3.0 and two SATA 2.0. 

A RealTek Gigabit LAN controller 
provides Ethernet connectivity, and the 
motherboard also features two back- 
panel Wi-Fi antenna apertures. The MI- 
H67 provides 12 USB ports, including 
six USB 2.0 via motherboard headers 




Giada MI-H67 

A Mini-ITX motherboard that supports multiple 
CPUs, including the new Intel Socket 1155 Sandy 
Bridge Core 17. 



and six more on the rear panel; eight of 
them are USB 2.0 and four are USB 3.0. 

Additional back-panel I/O ports 
include an RJ-45 LAN port, HDMI and 
DVI output ports, and an audio I/O inter- 
face that includes an eight-channel hi- 
def audio codec and S/PDIF output. 

The MI-H67 is not merely powerful 
and quiet, it's also small, so it lends 
itself to building computers that take up 
little desk space. Or even none at all: 
It's possible to use the MI-H67 in a 
VESA-compliant case and attach the 
entire system to the back of any VESA- 
compliant monitor. 




(415) 202-5441 
www.giadapc.com 



Not Made For Portability 

Experts and analysts do seem to agree that Windows 7 isn't a good OS for tablets. 
"Maybe Microsoft is moving up Windows 8 because [it] know[s] Win7 just isn't good with 
a tablet," says Marcel Brown, president of the technology consultancy Marcel Brown 
Technology Services. 

Brown also says some people hope that the software giant doesn't rush WinS to market just 
to capitalize on its tablet compatibility. "Some people think Win7 was kind of thrown out there 
ahead of schedule," he says. "I don't think Microsoft would want to do that again." 
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I iPad Creates Stiff Competition 
For Rival Tablet Makers 

Companies entering into the tablet PC mar- 
ket, sucin as RIIVI and HP, will have difficulty 
competing with the iPad, says Ted Schadler, 
an analyst at Forrester. Schadler says that 
these newer tablets are being directed solely 
at businesses, rather than both business and 
consumer buyers, and that may be to their 
detriment because people can simply bring 
their iPads to work for personal and profes- 
sional use. Tablet makers are also at a disad- 
vantage, Schadler says, because the iPad 
has already become a household name and 
newer tablets will need time to catch up. 




I Internet Surpasses TV 
As Main News Source 

The Internet continues to gain a greater follow- 
ing among those seeking the news, and 
Generation Y is its greatest adherent, accord- 
ing to new information from the Pew Research 
Center. The percentage of 1 8- to 29-year-olds 
using the Internet as their primary news source 
increased from 34 in 2007 to 65 in 2010. Those 
claiming television news as their first choice 
dropped from 68% to 52% between those 
years, marking the first time the Internet has 
supplanted television as primary news source. 
Of all age groups surveyed, preference for the 
Internet has gone from 1 7% three years ago to 
41% now, with those opting for television cov- 
erage dropping from 74% to 66%. 

11,000-Core Processor 
Under Development 

Researchers at the University of Glasgow in 
Scotland and University of Massachusetts in 
Lowell have managed to cram 1 ,000 cores 
onto a single processor. To test their FPGA 
(Field Programmable Gate Array) processor, 
the researchers ran an MPEG video conver- 
sion algorithm, similar to that used on videos 
uploaded to YouTube, and realized a 5GBps 
data rate, which is about 20 times faster than 
a PC that uses the fastest commercially- 
available processor. Although the custom 
processor delivers extreme performance for 
some tasks and low energy consumption, 
because of the processor's ability to complete 
tasks so quickly, software remains the bottle- 
neck for multicore processors. 

I $1 Million In Equipment 
Stolen From EMC 

A former EMC testing engineer confessed to 
stealing about $1 million worth of equipment 
from his former employer's North Carolina 
plant. Kevin Kelly stole $930,000 worth of 
EMC equipment over the course of nine 
years. The equipment was taken from the 
facility piece by piece in a duffel bag as he left 
work. Kelly later sold the majority of the stolen 
equipment to BL Trading, a reseller located in 
Hanover, Mass.; that company has also been 
charged and is awaiting trial. All equipment 
was sold under the name of an unknowing co- 
worker. Kelly pled guilty to fraud, identity theft, 
and transport of stolen property, and he could 
face up to 32 years in prison. 



DATA CENTER MANAGEMENT 



A New Role After 
The Great Recession 



Enterprises Increasingly Look To IT For New Business Direction 



by Bruce Gain 
• • • 

Things are different following the 
"Great Recession." Instead of being 
looked upon as cost centers, IT depart- 
ments are increasingly used to further 
enterprises' business models and processes. 
A company that wants to sell more wid- 
gets or even enter new business calls on 
the IT department to determine ways to 
leverage technology to do that. 

"CEOs are looking for ways to change 
how they do business," says Rob Koplowitz, 
an analyst for Forrester Research. "The IT 
department is now asked how to figure out 
the technology-enabler portion of this." 

An Emerging Trend 

The IT department's role began to shift 
from a maintenance and support function 
to that of a business enabler when the U.S. 
economy was still in the throes of the 
recession. Although businesses were cer- 
tainly cutting back on their overall spend- 
ing, their priorities began to shift, 
Koplowitz says. Instead of slashing fund- 
ing for projects that did not demonstrate 
an immediate ROI, for example, "the 
exact opposite began to happen," he says. 

"We were seeing a lot of high numbers 
around investments in collaboration strat- 
egy, collaboration tools, and emerging 
social tools," Koplowitz says. "So why 
were firms cutting back on everything but 
were pushing forward with the collabora- 
tion agenda? Companies began to work 
differently and realized that they needed to 
be more innovative." 

According to Koplowitz, IT's new role 
since the recession is increasingly tied to 
both product and business innovation. 
"How am I interacting with processes 
today, and how can I do it differently 
with new technologies? Much of it comes 
down to innovation of processes, innova- 
tion of how I address my work on a daily 
basis, and innovation of how my organi- 
zation is structured. A lot of it is that 
classic T want to build a better product 
than my competitor,'" he says. 

It's The Technology 

A central part of IT's new role involves 
a collective push for the IT department to 
use new technologies to grow business 
plans and processes much more than they 
did in the past. This has generated 
"excitement in the IT department with the 
changing of the role," says Koplowitz. 
"An IT staffer might say '30 years ago, I 
came to this company, and we were 
doing stuff that was going to change the 
world. We were creating IT systems that 
were so different that they were differ- 
entiating our company,'" he says. "But 



now, all of the sudden, the IT department 
is brought into these conversations where 
the CIO and CEO are saying 'we are 
going to use technology to change how 
we do business.'" 

There are thus new opportunities to be 
had now in the IT sector. Instead of just 
making sure that servers remain up and 
running, managing backups and storage, 
and the usual nuts-and-bolts tasks of data 
center management, IT admins increas- 
ingly have more business-related respon- 
sibilities. They often have the green light 
to make major investments in technolo- 
gies that will create new business oppor- 
tunities. Many are no longer in the busi- 
ness of looking at long spreadsheets to 
determine how they are going to upgrade 
some system. Instead, they are talking to 
the business to determine how to leverage 
technology, Koplowitz says. 

Still Not A Sure Thing 

In many cases, the CEO and CTO are 
aggressively pushing to expand the IT 
department' s role in the enterprise, but not 



Key Points 



The IT departnnenf s role increasingly 
involves creating new and unique busi- 
ness models and processes. 
IT budgets earmarked for new business 
projects began to increase during the 
recession. 

The role technology plays and how the IT 
department implements technology are 
key to business success. 



implement. It is often easy to find new and 
exciting hardware and software solutions 
that do amazing things, but the real ques- 
tion to answer is whether they really have 
the potential to meet business goals. 

"IT needs to move from looking at tech- 
nology as an end to itself and instead gain a 
general understanding of where cloud com- 
puting, outsourcing, virtualization, etc., fit 
best," says Clive Longbottom, service direc- 
tor for business process facilitation at 
Quocirca (www.quocirca.com). "[This 
process] also involves working to ensure 



"Businesses that continue to invest 
in IT know that you have to make 
the investment now to reap the 
benefits later." 



-Shands Healthcare's Brad Kowal 

every department adopts the strategy to 
the same degree as management might 
want. "Everybody is talking about IT's 
new strategic vision, but are [all depart- 
ments] really being made to jump on- 
board?" asks Brad Kowal, assistant data 
center director for Shands HealthCare in 
Florida. "Departments might be asked to 
adopt a new system, but what if the dollars 
aren't there to do that?" 

Enterprises that are able to implement new 
technologies on an organization-wide basis 
in order to directly boost business plans also 
tend to invest for long-term results, as 
opposed to seeking quick fixes, Kowal says. 
"When implementing new technologies, it is 
a very costly process and involves multi- 
month as well as multi-year projects," he 
says. "Businesses that continue to invest in 
IT know that you have to make the invest- 
ment now to reap the benefits later." 

The Right Technology Choice 

When helping business units boost their 
bottom lines or even enter new markets, 
the role of IT managers also increasingly 
involves selecting the right technology to 



The Maintenance Role Will Remain 

Suppose you are the only person in the enterprise who knows how to solve SQL Server glitches 
or your specialty is maintaining SANs. Despite much attention paid to aligning business needs 
to IT, your skills will still always be needed. The emerging role of the IT admin as a business 
enabler does not mean that traditional IT administration roles are about to disappear. "Some- 
body still has to keep that email server running and many are happy doing that," says Rob 
Koplowitz, an analyst for Forrester Research. 



that the IT required is in the right place at 
the right time and responds to the business' 
needs in the right manner at the right cost." 

New & Old Roles 

Enterprises, still cautious about what the 
future might bring, are still often hesitant to 
increase their overall IT spending. As part 
of a trend that became more common during 
the recession, IT staffers are still increasing- 
ly asked to do more with less. Many have 
new roles as "technology enablers" to grow 
specific business plans but are continuing to 
do their previous jobs, as well. 

An IT manager, for example, might be in 
charge of installing a new software applica- 
tion on which the enterprise will base a new 
service to offer customers. However, the 
project will likely be added to the IT 
admin's existing workload without involv- 
ing a new hire, says John Matzek, CEO of 
Logic IT Consulting (www.logicitc.com). 
"Enterprises will typically not hire as many 
people as they did before the recession, but 
now [staffers] are expected to do multiple 
roles," Matzek says. 

Overall, budgets are not necessarily keep- 
ing up with new roles that many in IT are 
expected to fulfill, says Stephen Johnson, 
worldwide segment marketing manager for 
HP StorageWorks (www.hp.com). "The role 
IT plays is increasingly in a strategic divi- 
sion where they can help the business to 
determine where they ought to be moving," 
Johnson says. "So they are really looking for 
solutions that can do that, which has been an 
ongoing challenge since the recession." 
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Of Special Interest To Government Data Centers 



Government Use 
Of Cloud Computing 

How New Regulations Will Affect Certain Data Centers 



by Brian Hodge 

FedRAMP (Federal Risk and Autho- 
rization Management Program; www 
.fedramp.gov) is the government's plan 
to unify security requirements as federal 
agencies migrate from internal data cen- 
ters to cloud computing hosts. In a nut- 
shell, here's what it addresses and some 
of its key implications. 

What Is FedRAMP? 

Although it was still being tweaked as 
we went to press — an extended comment 
period ended January 17 — the core 
FedRAMP document is divided into three 
chapters, each with its own primary goals: 

1. Creating a standardized set of security 
requirements that cloud vendors must 
meet to host government agencies. 

2. Establishing continuous monitoring for 
compliance and effectiveness. 

3. Streamlining the vendor assessment 
and authorization process so one certi- 
fication applies government-wide 
instead of authorizations being handled 
on an agency-by-agency basis. 

The latter outcome should have the 
greatest business impact. In the past, a cer- 
tification granted to a vendor by one gov- 
ernment agency had no relevance if that 



Key Points 



FedRAMP's chief goal is to streannline 
governnnent adoption of cloud connputing 
by unifying baseline security requirennents 
and sinnplifying vendor certification. 

Its guidelines are based on fanniliar NIST 
low and nnoderate innpact baselines 
and franneworks. 

Under FedRAMP, security is still a 
shared responsibility, with dennands on 
host and tenant alike. 



"The government has had a very hard 
time hiring and retaining qualified infor- 
mation security professionals," Martin 
says. "So while businesses might be able 
to evaluate cloud offerings from the 
security point of view, it's harder for the 
government to do it." 

In essence, then, a codified set of 
requirements helps automate the assess- 
ment and authorization process, and their 
basis is nothing new. The security guide- 
lines are based on NIST's (National 
Institute of Standards and Technology) 
SP800-53 rev3 low and moderate impact 
baselines; the assessment and authorization 



Criticisms & Rebuttals 

As it's currently drafted, FedRAMP has 
drawn plenty of critiques: that it doesn't 
sufficiently address application security, 
it doesn't address security controls for 
hypervisor vulnerabilities, and so on. 

"The current FedRAMP guidelines seem 
fairly basic and generic and could really be 
applied to almost any IT project," says 
Martin. "But it's hard to define more 
detailed requirements in a useful way, par- 
ticularly with government standards. The 
length of time needed to create a draft of a 
standard and get it through the review 
process that the government uses usually 
means that such standards can't keep up 
with rapidly changing technology." 

Cloud computing is a prime example of 
that very thing. The challenge, according to 
Hoff, comes from people expecting to apply 
existing architectural and operational mod- 
els while moving systems off their own 
hardware and into a virtualized environment 
with a huge new variable: multitenancy. 

"Security is still very much a shared 
responsibility," Hoff says, with things 
required of the provider and the tenant 
alike. "I still have to harden my operating 
systems, I still have to write and harden 
my applications, I still have to protect 
and encrypt my data. None of that goes 



"The government has had a very hard time hiring and retaining 
qualified information security professionals. So while 
businesses might be able to evaluate cloud offerings from the 
security point of view, it's harder for the government to do it." 



- Voltage Security's Lutiier Martin 

same vendor sought certification from a 
different agency. Under FedRAMP, certi- 
fication for one agency means certification 
for all others, a policy sometimes charac- 
terized as "authorize once, use often." 

Digging Deeper 

Ostensibly, FedRAMP's chief aim is 
to streamline government's move to the 
cloud by eliminating redundancies. 

"Multiple agencies going into a cloud 
service provider and essentially execut- 
ing the same sets of queries, require- 
ments, contracts, [and] service-level 
negotiations independently . . . it's a 
complete waste of time and money and 
doesn't get you there any faster," says 
Chris Hoff, director of cloud and virtual- 
ization solutions for Cisco Systems 
(www.cisco.com). 

There are likely publicly unstated 
goals, as well. Luther Martin, chief secu- 
rity architect at Voltage Security (www 
.voltage.com), believes FedRAMP will 
also be a tool for government to leverage 
its buying power to get good deals from 
cloud providers and that it also appears 
to be the solution to a longstanding per- 
sonnel problem. 



approach on NIST's SP 800-37 revl risk 
management framework. 

Agencies whose resources fall under a 
high-impact designation can, of course, 
have security demands that exceed Fed- 
RAMP's baseline. In such cases, it's the 
agency's responsibility to close the gap. 

In fact, says Cisco's Hoff, "Most of 
the critical stuff, those applications 
and/or mission-critical data that people 
have trepidation about, isn't actually 
even covered by FedRAMP in its current 
incarnation. So it's interesting to ask: 
How much does FedRAMP just ease the 
migration of low-hanging fruit vs. the 
stuff that actually costs the most to 
secure and maintain?" 



away, except you may now have less vis- 
ibility to the underpinnings of what 
makes some of that stuff happen." 

A Work In Progress 

As it is now, FedRAMP is still being 
tweaked and reworked. 

"The focus on things like change control 
is wildly out of step and out of expectation 
with how quickly a cloud provider, by its 
very nature, can and does change to affect 
and deliver service," says Hoff. 

Thus, while Hoff expects FedRAMP to 
deploy pretty much as-is, he says it will be 
updated as they operationalize and get their 
first taste of people going through using 
FedRAMP as a process. 1 



Wait & Watch 



As we go to press, the FedRAMP Web site says little about its timetable or when anything spe- 
cific will be implemented, only that phase one is expected to be operational in Q1 of this year. 

"From what I've heard, the first phase is going to be a pilot project in which a few cloud services 
are tested by a few federal agencies. I've heard rumors that a cloud-based email offering may 
be part of this," says Luther Martin, chief security architect at Voltage Security (www.voltage 
.com). "I've heard nothing that I'd call definitive." 



I U.S. Is No. 1 1n Spam 

The United States again nabbed the top spot 
in Sophos' Dirty Dozen report, which ranks 
the top 12 spam-producing countries. Accord- 
ing to the report, about 1 9% of all spam mes- 
sages originate in the United States. The 
second biggest spam producing country, 
India, is responsible for 6.88%. Sophos says 
the amount of spam flowing out of the United 
States is indicative of the large number of 
unsecured PCs in this country. Other top 
offenders include Brazil (5.04%), Russia 
(4.64%), and the UK (4.54%). Sophos notes 
that the spam being distributed is becoming 
increasingly malicious. 




I Microsoft's Head Of Server Biz 
Stepping Down 

Bob Muglia, a 23-year Microsoft veteran and 
current president of Microsoft's Server and 
Tools Business, will leave the company this 
summer. Microsoft CEO Steve Ballmer told 
employees in an email that Muglia will continue 
to head the division until Ballmer names a new 
leader. Ballmer wrote that the move occurred 
after he and Muglia talked "about the overall 
business and what is needed to accelerate our 
growth. In this context, I have decided that now 
is the time to put new leadership in place for 
STB. This is simply recognition that all busi- 
nesses go through cycles and need new and 
different talent to manage through those 
cycles." Muglia led Microsoft's Developer, 
Office, and Mobile Devices divisions, Ballmer 
said, and was key to Windows NT and Online 
Services businesses, as well. Under Muglia's 
watch, Microsoft launched its Azure platform. 

I Poll Shows Support 
For Open Data Initiative 

According to the "Open Government Data 
Benchmark Study" from Socrata and several 
partners, 67.9% of citizens and 92.6% of gov- 
ernment employees support putting public data 
online. Those polled also indicate, by a 3-to-1 
margin, that they would vote for a politician who 
supported open government initiatives. About 
half of all surveyed government agencies 
already publish data in one way or another, 
and more have plans to do so. The poll also 
found that 63% of citizens surveyed prefer to 
look for and view data online, while only 1 6% 
prefer to download and analyze it. 

I AMD CEO Dirk Meyer Steps Down 

In a move that surprised many within the indus- 
try, AMD CEO Dirk Meyer resigned his position 
effective immediately in what AMD character- 
ized as a "mutual agreement" with its board of 
directors. The company tabbed Thomas 
Seifert, senior VP and CFO, as interim CEO 
and has formed a CEO search committee 
that's led by Bruce Claflin, chairman of the 
board of directors. AMD announced that Seifert 
has asked not to be considered a candidate as 
permanent CEO. In a statement, AMD noted 
that Meyer was instrumental in leading the 
company through its launch of Global 
Foundries, the successful settlement of litiga- 
tion with Intel, and shipment of Fusion APUs. 
"The board believes we have the opportunity to 
create increased shareholder value over time," 
Claflin says, and "we believe a change in lead- 
ership at this time will accelerate the compa- 
ny's ability to accomplish these objectives." 
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SIX QUICK TIPS 



Obtain Funding 

For A Data Center Project 

Get Management Approval & Capture Incentives To Finance Your Upgrade 



by Sixto Ortiz Jr. 
• • • 

A DATA CENTER PROJECT is an expensive 
proposition. So, it is important for IT per- 
sonnel to make their case effectively and 
convincingly, especially when the time 
comes to seek funding from business 
management. This is especially true in 
these tough economic times, where bud- 
gets are tight and projects fiercely com- 
pete with each other for increasingly 
scarce funding. Thankfully, there are a 
number of good strategies IT personnel 



can apply to secure funding for a data 
center project. 

Document The Savings 

There is no better way to justify a pro- 
ject than to thoroughly document the 
ways in which the project adds to the bot- 
tom line. After all, top managers who 
don't want to dive into the gory details 
behind a data center project are only inter- 
ested in knowing how much a project is 
going to cost and what kinds of savings 
will offset these costs. 



BONUS TIPS 



■ Get a business impact 
analysis. A BIA can help 
adnninistrators deternnine the 
costs of downtinne and what 
the desired recovery point 
and objectives for the organi- 
zation should be, says Matt 
Stannper, vice president of 
professional and nnanaged 



services at Castle Access 
(www.castleaccess.conn). 
This analysis nnay result in 
significant justification for a 
new or enhanced data center. 

■ Find the business bene- 
fits. Marilyn Weinstein, CEO 
of Vivo (www.vivoinc.conn), 



says the nnost innportant thing 
to understand before under- 
going a data center project is 
to understand the underlying 
changes to the business. Any 
data center project, she says, 
should be business driven 
and should dennonstrate why 
it will yield business benefits. 



Attention Data Center Professionals 



Where do you go to find the 
newest products available? 



Check out each Issue f or . . . 



PRODUCT RELEASES 
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Articles with > M. 
valuable product 
overviews and data. 



< Quick rundowns of all new 
data center-related products 
released in the past week, 



< Marketplace 
ads filled with 
in-depth 
information on 
new products, 



tfECESSA 



. . . then go to Processor.com and take 
advantage of our online search tools to find 
even more in-depth information! 

PROCESSOR. 



For starters, administrators should offer at 
least a 50% savings and quantify that in 
hard currency, says Craig Nunes, director of 
marketing for HP's Storage Works division. 
For example, replacing aging equipment 
with smaller amounts of new gear that's 
cheaper, consumes less energy, takes up less 
space, and requires a smaller number of 
people to manage is a good way to obtain 
corporate approval for a project, he says. 

"By quantifying these savings in hard 
currency, even those who know little about 
IT will be quick to approve these requests 
and others like them," Nunes says. 

Another way to demonstrate savings and 
pave the road for management funding is to 
offer guarantees for any savings or perfor- 
mance improvements delivered by the pro- 
ject. For example, Nunes says, vendors may 
sweeten the sale of new storage technology 
by guaranteeing a 50% capacity reduction. 

Capture Incentives 

A straightforward way to capture savings 
for a data center project is to take advantage 
of energy incentives offered by various util- 
ities. There are hundreds of millions of dol- 
lars of energy incentives available for the 
taking throughout the United States, says 
Jim Embley, CEO of Rubicon Professional 
Services (www.rubiconps.com). Admin- 
istrators who want to locate such programs 
can consult the DSIRE (Database of State 
Incentives for Renewables and Efficiency; 
www.dsireusa.org/). This database is run by 
the North Carolina Solar Center and the 
IREC (Interstate Renewable Energy Coun- 
cil) under the oversight of the U.S. Depart- 
ment of Energy. 

There are several key items to keep in 
mind with regards to incentives. For exam- 
ple, Embley says, incentive agencies have to 
meet energy reduction goals and issue fund- 
ing commensurate with the achievement of 
those goals. So, they are often audited by 
attorney general offices or public utility 
commissions throughout various states. 

Administrators looking for incentives 
should also understand that each incentive 
body throughout the country has different 
initiatives, timelines, and funding amounts, 
with varying degrees of effort and docu- 
mentation required by applicants. Examples 
of technologies for which incentives are 
provided include energy site assessments 
and installs of energy-efficient and demand 
response equipment, Embley says. 

It is also critical to understand the timing 
and sequence involved in the various appli- 
cation stages. For example, Embley says, 
most agencies will disqualify funding if 
energy-efficient equipment is ordered prior 
to submitting the incentive application. 

Sell The Project 

At first glance, convincing business man- 
agement to fund a data center project may 
be tough for IT professionals who are usual- 
ly confined to their technical silos and may 
not have a complete understanding of 
project business drivers. In other words, 
what should IT personnel do to effectively 
sell the case for a data center project to 
upper management? 



The best way to do this is to tie the pro- 
posal to business requirements, drivers, and 
risks, says Michael Parish, managing direc- 
tor and vice president of consulting at Vivo 
(www.vivoinc.com). IT administrators need 
to properly scope their data center plans so 
they fit with what the business is going to 
need from the facility, he adds. 

This process may also involve locating a 
business champion who will sponsor the 
project. However, this may also prove to be 
a challenge for IT personnel, who will need 
to sell their project more effectively than 
other operating groups seeking funding for 
their own projects. A helpful tactic is to 
review and understand the corporate strate- 
gic plan, so IT leaders can understand the 
business strategic direction and target the 
right groups for soliciting sponsorships. 
Parish says. 

To Build Or Not To Build? 

Surprisingly, the case for a data center 
project may boil down to a simple decision: 
to build or outsource. Even though funding 
and building an in-house data center may 
seem like an attractive alternative, there is 
also a strong case for avoiding this substan- 
tial capital cost altogether. 

"In only a handful of cases would it make 
sense to build an internal data center," says 
Matt Stamper, vice president of professional 
and managed services at Castle Access 
(www.castleaccess.com). The reason this is 
so, he adds, is the economies of scale in 
terms of infrastructure, access, and avail- 
ability that enterprise data centers offer, 
which may be too compelling to ignore by 
company management. The use of an enter- 
prise data center. Stamper says, eliminates 
significant capital expenses and reduces 
operational expenses, because customers 
only pay for a small fraction of the enter- 
prise data center's overall operations. 

Another reason, he adds, is the fact that 
today's regulatory environment requires that 
IT certify accurate transactions done by 
authorized personnel and ensure that they 
are properly protected via security mea- 
sures. Using a third-party data center, he 
adds, can simplify compliance with the 
morass of regulations organizations face 
every day. 



Best Tip: 

Look For 
Double-Dip Incentives 

Administrators exploring agency incentives 
for a data center project should be on the 
lookout for "double-dip" opportunities, says 
Jim Embley, CEO of Rubicon Professional 
Services (www.rubiconps.com). In many 
states, he adds, data centers can receive 
funding from two different agencies for the 
same site. For example, an organization can 
receive a new construction incentive from 
the local utility for the build-out of a suite and 
an energy efficiency incentive from a state 
agency for upgrading equipment. 

Most Practical Tip: 



IT Must Lead 



Marilyn Weinstein, CEO of Vivo (www.vivo 
inc.com), says the IT team must lead the pro- 
ject, by implementing and managing the 
process, needs, and methodologies. IT must 
present the significance of the project and its 
capabilities to achieve business objectives to 
upper management. And, once management 
buy-in is secured, IT must be prepared to incur 
project management and administration costs. 
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DATA CENTER MANAGEMENT 



USED & REFURBISHED EQUIPMENT SPOTLIGHT 



Counterfeit Concerns 

Careful Shopping & Research Are Required To Sidestep Potential Problems 



hy Dan Heilman 
• • • 

Although buying used or refurbished 
equipment can be a great way to get good 
gear while keeping costs down, it can also 
be a treacherous experience thanks to 
counterfeiting. It's been reported that fake 
chips, routers, network modules, and other 
hardware cost the IT industry as much as 
$100 billion per year, but there are ways to 
protect yourself and your company from 
getting bogus goods. 

Keep a close eye out. Hardware equip- 
ment is especially at risk for counterfeit- 
ing, especially that with recognizable, 
higher-margin brand names. Because of 
the goodwill built up by those companies, 
counterfeiters don't mind investing more 
money into making good fakes, according 
to Joyce Tang, a principal consultant with 
CompTIA Security+ (www.comptia.org). 
"It's not as easy to spot these fakes, par- 
ticularly if they're branded as refurbished 
and packaged in generic boxes or bulk 
plastic casings instead of original packag- 
ing," Tang says. 

For those that are branded as new and are 
in their original packaging. Tang says, pay 
close attention to the quality of the printing 
and check for spelling errors. Typos and 
poor printing quality should be a hint. 



Know who you're dealing with. An- 
other reliable hedge against receiving 
counterfeit equipment is plain old leg- 
work: Researching distributors and retail- 
ers can go a long way in keeping from 
getting burned. 

"Make sure you're buying from a rep- 
utable company that's been in business 
awhile," says Joshua Levitt, managing 
director of UsedCisco.com. "That might 
seem obvious, but you'd be surprised at 
how many companies don't do that bit of 
due diligence. Get references and make 
sure they stand behind their product, 
including warranties." 

"Researching the reputation of the seller 
is [priority] No. 1," agrees Rob Holmes, 
CEO of IPCybercrime.com. "Most compa- 
nies that sell refurbished equipment have 
an eBay store. The nice thing about those 
is that they're reputation-based. I've 
bought some refurb product for my busi- 
ness, and if a company has an eBay store, 
it gives you a chance to check out what 
customers think of them." 

For the extra-cautious, however, steer- 
ing clear of even a regulated but far from 
foolproof retail environment such as eBay 
might be worthwhile, says Levitt. "You 
can always report [counterfeit sales] to the 
authorities, but if you bought it on eBay or 



someplace similar, you're buying at your 
own risk to an extent," he says. 

Know the risks and recourses. Un- 
fortunately for customers, in many cases 
there's little recourse once a counterfeit 
component has been discovered, aside 
from junking it and being more careful 
next time. You can still request a refund 



from the vendor if the product's bogus 
status is detected early enough; if the 
vendor is an honest seller that unwit- 
tingly got stuck with bad gear, they 
will sometimes take the loss to keep 
your business. 

However, says Tang, it may be months 
before you may run into mysterious stabil- 
ity issues and degraded performance from 
a counterfeit piece of equipment. "Often 
times, they still don't know it's a fake," 
she says. "With low-volume purchases, 
there's almost hardly any recourse, [but] 
with high-volume purchases where the 
source of the counterfeiter or a retailer of 
counterfeit products can be traced, the 
FBI may then get involved." lil 



Find Used & Refurbished Equipment 

For Sale 

Once you've nnade the decision to purchase used or refurbished equipnnent, finding the equip- 
nnent you need is easy with Processor's online Data Center Products For Sale Database. 

From Processor's honne page (www.processor.conn), you can search for a specific part nunnber, 
nnake, nnodel, or description. Enter the infornnation in the appropri- 
ate box and click Search. You'll see a list of available equipnnent. 
If you don't see the particular piece you're looking for, scroll to the 
bottom of the search results page to conduct a more detailed 
search. There, you can search by part number, model, price, 
location, and more. 

Don't know the specific part number or model? Use 
the drill-down search on the Processor home page 
to view results from specific manufacturers. Simply 
click the manufacturer name, and you'll see a list of 
all equipment listings from that manufacturer. 
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Processor Solutions Directory 

Here are brief snapshots of several companies offering products designed for the data center and IT industry. 

Listings are sorted by category, making it easy for you to find and compare companies 

offering the products and services you need. 

You can find more detailed information on these companies and the products they offer inside this issue. 



To list your company and products, 
all (800) 24 



Physical Infrastructure 



a AVTECH 



AVTECH Software, founded in 1 988, is focused on nnaking 
the nnonitoring and nnanagennent of systenns, servers, net- 
works, and data center environnnents easier. AVTECH pro- 
vides powerful, easy-to-use software and hardware that 
saves organizations tinne and nnoney while innproving opera- 
tional efficiency and preparedness. AVTECH products use 
advanced alerting technologies to connnnunicate critical status 
infornnation and can perfornn autonnatic corrective actions. 

Products Sold: 

A full range of products that nnonitor the IT and facilities 
environnnent, including tennperature, hunnidity, power, 
flood, roonn entry, and UPS 



220-6700 I www.AVTECH.com 



Physical Infrastructure 



DAZA CEneE^ DEPOl 

A Gaw Associates, Inc. Company 

Data Center Depot prides itself on providing the best 
selection, pricing, and support for data center products. 
Our diversified product line can nneet the specific needs of 
data center nnanagers responsible for virtually any type of 
corporate setup. We are a nnajor nnanufacturer and also 
distribute the product lines for top connpanies in the indus- 
try. Most of our products are available via our online store, 
but we encourage you to contact us so we can help you 
find the right products for your requirennents and budget. 

Products Sold: 

• Data cabinets, racks, and accessories 

• LAN and NOC furniture • Cable ladders 

• Consoles and monitor walls • Patch panels 

• Power supplies • Storage furniture 



(877)429-7225 I www.DataCenterDepot.coni 



Physical Infrastructure 




ITWatchDogs 



ITWatchDogs manufactures environmental monitors that 
help prevent downtime from climate- and power-related 
issues. Its Web-enabled monitors let users keep an eye on 
remote conditions from a secure Web interface and receive 
SNMP, email, SMS and voice call alerts when specified 
alarm thresholds are exceeded for external factors, including 
temperature, humidity, airflow, power failure, smoke, water 
detection, and more. 



Products Sold: 

• Climate monitors 

• Power monitors 



• Digital and analog sensors 

• IP surveillance cameras 



Physical Infrastructure 




BayTech was founded in 1976 and, since the 1990s, has 
developed unique products for remote power management. 
The company uses printed circuit board instead of wires for a 
better, more resilient connection between the data center 
equipment and the receptacle. BayTech provides an exten- 
sive Web site with brochure downloads, warranty informa- 
tion, and reseller support and also offers evaluation units for 
data centers. 

Products Sold: 

• Power control, distribution, management, and metering 

• Power transfer switches 

• Console management and remote site management 



(800)523-2702 I www.baytech.net 



Physical Infrastructure 




Based in New York City, Hergo Ergonomic Support 
Systems is an independent designer and manufacturer of 
enclosure cabinet solutions, technical computer furniture, 
and modular racking systems. The company's products 
are designed to promote organization in the workspace 
and to increase the productivity of computers, peripherals, 
and communications equipment. Hergo is known for its 
high-quality products and superior customer service. 



Products Sold: 

• Racks 

• Enclosures/cabinets 

• Motorized workstations 

• Flat-panel arms 



Computer desks 
Cable management 
Power management 



222-7270 I www.hergo.com 



Physical Infrastructure 



PDUs 



direct 



Established in 2008, PDUsDirect.com is an online whole- 
saler providing a select line of PDUs for server and net- 
worked environments. PDUs Direct's basic, metered, and 
switched Rack PDUs provide local and remote power 
management, power monitoring, and environmental moni- 
toring. We pride ourselves in offering industrial-grade qual- 
ity products at the lowest prices, with the fastest shipping 
(most orders shipped within 24 hours) and simplest pur- 
chase process. 

Products Sold: 

A complete line of 20A PDUs, including metered, basic, 
and switched. 



Physical Infrastructure 



CYBER@)SWITCHING® 

Cyber Switching is an innovator and manufacturer of power 
management solutions used to distribute power throughout 
an entire data center, from the building infrastructure to the 
rack level. Cyber Switching products provide companies with 
quality power data throughout the data center, enabling them 
to make sound, informed decisions regarding their power 
grid. Located in San Jose, Calif., Cyber Switching began pio- 
neering power distribution technologies in 1 994 and contin- 
ues to design and develop innovative and technically 
advanced power solutions such as the ePower, PM8, 
Dualcom S, EMC, Galaxy Series, E Series, and PS Series. 



Products Sold: 

• Intelligent power management 

• Value-added power management 

• Metered power distribution 

• Three-phase power distribution 



Energy management 
and control 
Switches 



(888)311-6277 I www.cyberswitching.coni 



Physical Infrastructure 



c 



CLAYTEK 

by iS tar US A Group 



Claytek, part of iStarUSA Group, is a leading provider of 
server cabinets, racks, and related accessories. Since its 
founding in 2005, Claytek has grown tremendously 
because of reliable and innovative design and product 
quality. In addition, customers find that Claytek offers some 
of the most affordable solutions the market has to offer. 

Products Sold: 

• Cabinet enclosures 

• Wallmount solutions 

• Open-frame racks 

• Special applications 

• Rack- and cabinet-related accessories 



(626)303-8885 I www.istarusa.com 



Physical Infrastructure 



POWERASSURE 



Power Assure helps enterprises, government agencies, 
and managed service providers gain the insight, knowl- 
edge, and automated control necessary to improve data 
center capacity, service levels, and power usage. The 
company counts ABB, Dell, IBM, Raritan, and VMware 
as partners. 

Products Sold: 

Dynamic Power Management & Optimization software 
that replaces "always-on" data center operations with a 
more efficient "on-demand" model aimed at cutting power 
consumption by 50 to 60%. 



(512)257-1462 I sales@itwatchdogs.eom I www.itwatchdogs.com 



(888)751-7387 I pdusdirect.com 



(408) 980-1900 I www.powerassure.com 
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Physical Infrastructure 



RACKMOUNT 

SOLUTIONS, Ud 

where customer service matters^ 



Rackmount Solutions' mission is to listen to the IT engi- 
neer's specific needs and deliver superb-quality, high-per- 
formance products through continuous product innovation 
and operational excellence. We pride ourselves in provid- 
ing quality customer service, products that fit your IT 
requirements, and solid value for your money. 

Products Sold: 

• Wallmount and server racks and cabinets, including 
sound proof, air conditioned, and large cable bundle 

• Desktop/tabletop portable racks 

• Shockmount shipping cases 

• Bulk cable 



(866)207-6631 I www.rackniountsolutions.net 



Networking & VPN 




nitor 



monitoring that matters 



LogicMonitor provides a hosted IT monitoring system 
designed to eliminate the complex and time-consuming 
configuration that other monitoring systems require. Built 
by veteran data center managers, the hosted solution 
provides monitoring and 24/7 alerting for networks, 
servers, applications, and storage— all from one console- 
with just 30 minutes of setup. 

Products Sold: 

• LogicMonitor hosted IT monitoring for physical, virtual, 
and cloud environments. 



(888) 41 LOGIC I www.LogicMonitor.com 



Storage 



SECURE 



MOBILE DATA ELIMINATION 



Secure MDE offers clients a mobile data elimination service, 
destroying hard drives and other media at customers' loca- 
tions. The company's self-contained, high-capacity Secure 
Shark"^'^ can be deployed at any facility across the country 
and is capable of shredding up to 1 ,000 hard drives an 
hour. Secure MDE is a subsidiary of Luminous Recycling, a 
leader in computer and electronics recycling. Luminous 
recycles 10 million pounds of electronic scrap annually. 

Services Offered: 

• High-capacity destruction of hard drives and other 
sensitive data 



(888)312-2333 I www.securenide.com 



Clients 



dtSearcK 

^Ip^ www.dtsearch.com 



Maryland-based dtSearch started research and develop- 
ment in text retrieval in 1988. The company is known for 
speedy adoption of new programming standards, OSes, 
and file types. Plus, it has a flexible licensing model. 
Typical corporate use of dtSearch includes general infor- 
mation retrieval, Internet and intranet site searching, and 
email archiving and email filtering. 

Products Sold: 

Text retrieval products, including: 

• Desktop With Spider • Web With Spider 

• Network With Spider • Engine For Win & .NET 

• Publish For CD/DVDs • Engine For Linux 



Physical Infrastructure 



SENSAPHONE' 

REMOTE MONITORING SOLUTIONS 



Sensaphone has been designing and manufacturing remote 
monitoring systems for more than 25 years and has more 
than 300,000 of its products in use. Sensaphone's product 
lineup offers a full range of devices with a broad number of 
features and applications designed to monitor your entire 
infrastructure and alert you to changes. All product engineer- 
ing functions, including hardware and software design and 
circuit board layout and assembly, are performed at the 
Sensaphone facility in Aston, Penn. 

Products Sold: 

• Remote monitoring solutions that provide email and 
voice alarm notification for problems related to tempera- 
ture, humidity, water detection, power failure, and more. 



(877)373-2700 I www.sensaphone.com 



Networking & VPN 



runruiare 



Founded in 1 999, Runaware™ is a leader in online software 
demo solutions and cloud computing initiatives. Runaware's 
TestDrive® consists of a suite of services, including all 
aspects of online marketing, customer profiling, lead capture, 
downloads, trial CDs, and a hosted interactive online demo 
environment. Runaware's Cloud Platform offerings let clients 
experiment and evaluate SaaS and PaaS using their own 
application without requiring any modifications. 

Products Sold: 

• TestDrive: Online demo solution 

• TestDrive Insight: Demo recording analysis 

• Runaware in the Clouds: Cloud platform offering 



(954)302-5340 I www.runaware.com 



Servers 



SUPERMICR#' 



When buying a server, you don't want a one-size-fits-all 
solution. Supermicro uses modular and interoperable 
Server Building Blocks to offer the highest levels of flexibility 
and customization possible to design servers tailored and 
optimized for your specific needs. Supermicro's focus on 
green computing leadership, system design expertise, and 
power-saving technologies ensures the products you 
purchase are energy-efficient and application-optimized. 



Products Sold: 

• Servers 

• Motherboards 

• Chassis 



Networking 
Storage 



(408)503-8000 I www.supermicro.com 



Clients 




Giada Technology is a San Francisco, Calif., -based PC 
and hardware retailer that specializes in mini PCs, mother- 
boards, netbooks, graphics cards, and other computer 
hardware and peripherals. Giada has additional offices in 
both Shenzhen and Hong Kong, China, and distributes 
its products through Amazon, Polywell, ASI, MA Labs, 
and Newegg. 

Products Sold: 

• Ultra mini PCs 

• Motherboards 

• Netbooks 

• Graphics cards 



Physical Infrastructure 




Server Technology 

Solutions for the Data Center Equipment Cabinet 



Server Technology is committed to the PDU market with the 
largest group of engineers dedicated to power distribution 
and other solutions within the equipment cabinet. Advance- 
ments in device power monitoring help data centers monitor 
and improve their efficiency and continuous research and 
development is fueled by companies that look to Server 
Technology for their custom cabinet power solutions. 

Products Sold: 

A complete line of cabinet PDUs, including Per Outlet 
Power Sensing (POPS), Rack Mount Fail-Safe Transfer 
Switch, Console Port access with remote power manage- 
ment. Switched, Smart, Metered, Basic, and -48 VDC 



(800)835-1515 I www.servertech.com 



Storage 



f SS Data Recovery 

www,d a ta reco ve ry . com 



real lobs, real people, 

REAL RECOVERY 




DataRecovery.com (formerly ESS Data Recovery) was 
formed in 1 996 as one of the first data recovery compa- 
nies in the world. We have labs in Minnesota, Illinois, 
California, and Ontario, Canada, that service thousands 
of customers worldwide. We can work with almost any 
storage device, including large RAID arrays, data tapes, 
and any brand of hard drive. 

Services Offered: 

A complete line of data recovery services, including online 
backup, tape duplication, and secure data erasure. 



(800)237-4200 I www.datarecovery.com 



Clients 



CHCi^BRO 



Chenbro is a leader in enclosure solutions, selling its prod- 
ucts primarily to system integrators and OEM and channel 
partners. The company's extensive research and develop- 
ment efforts help it to keep its competitive edge and main- 
tain market leadership, with special focus on thermal, EMI, 
and acoustic solutions. Taiwan-based Chenbro has offices 
in the United States, UK, The Netherlands, and China. 

Products Sold: 

• A comprehensive line of PC chassis, server/workstation 
chassis, rackmount chassis, and HDD enclosures. 



(909) 947-3200 I www.chenbro.com 



'POM 




In 1987, Pegasus Computer Marketing started providing 
mainframe products to the end-user market. What began as 
a sales-only organization soon adapted to offer in-house 
repair and refurbishment. During the past 10 years, Pegasus 
has focused primarily on the point-of-sale and barcode 
industries, buying, selling, and providing service contracts for 
anywhere from a few scanners to hundreds. 

Products Sold: 

We buy, sell, and service: 

• Point-Of-Sale Equipment and POS/PC Flat Panels 

• Wired and Wireless Barcode Hardware 

• Kronos Time Clocks and Accessories 



(800)483-4637 I www.dtsearch.com 



(415)202-5441 I www.giadapc.com 



(800)856-2111 I www.pegasuscomputer.net 
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Twenty years have come and gone, 
and is still reliable for 
connputer workspace solutions. 




hergo www.hergo.com 1 888.222.7270 



